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Abstract: Witnesses of a dynamic accumulator (DA) can ensure whether an object has been accumulated. On the basis of 

this, node membership in a cluster was verified and a novel authenticated group key management protocol was proposed, 

which supports node revocation and addition. In order to establish a group key for a cluster, each member provides their 

assigned number to join accumulation. DAAG can not only guarantee the confidentiality of witnesses, but also keep 

non-members from calculating novel group keys by binding witness with group key update. The security and perform-

ance analyses show that DAAG is resistant against replay attack, forgery attack and collusion attack, and can provide 

forward security and backward security. 
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×�,�!�ÊË0�!�¸¹»�n¤øù MICAz

Ö×�YJ®� @���Ò�Ø��C ÒÆ

2$°±[19~21]��¬ 3�º0 

� 3 ���� 

�  ! �  ! 

S 8.528 µJ / byte 

R 4.424 µJ / byte 

"# 

1.5 V,  

2 500 mAH 

Md 13.95 mJ MICAz$% 512 KB 

AES E/D 1.62/2.49 µJ / byte r 80 m 
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