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Abstract: Witnesses of a dynamic accumulator (DA) can ensure whether an object has been accumulated. On the basis of 

this, node membership in a cluster was verified and a novel authenticated group key management protocol was proposed, 

which supports node revocation and addition. In order to establish a group key for a cluster, each member provides their 

assigned number to join accumulation. DAAG can not only guarantee the confidentiality of witnesses, but also keep 

non-members from calculating novel group keys by binding witness with group key update. The security and perform-

ance analyses show that DAAG is resistant against replay attack, forgery attack and collusion attack, and can provide 

forward security and backward security. 
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2 1Ï GCD²F¼1ÏMACEF_� 3Ïò²F0

t 
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( ) 3C DAAG G Mc Md= + +  (8) 
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( ) 3C FM G Md D= + +  (9) 
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3 3 ( 1)

( )

LS LR N

C DAAG

N

+ −=  (10) 
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( ) 0C FM =  (11) 

�¤Ö×
7���FM (¨¤2Z� 2 Ï�

�: L�rs�̂ �Ï�ýª�Z N−1;�̂ :Ï

Z N;0DAAG(¨¤Z��Ï 4L�Ms�ýª

�: N−1;0t 
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4 ( ( 1))

( )

L S R N

C DAAG

N

+ −=  (12) 
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(2 ( 1) )

( )

L S R N RN

C FM

N

+ − +=  (13) 
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N
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¯Ö·q OMNET++å�?ÚÒ� DAAG (

¨���_�!�vµY0`� 2.3 ÖÊËÈÉ�

¯°TU Crossæç�MICAzÖ×ðATmega128L�

2.4 GHz�á6øb 250 kbit/s�IÙ� 512 Kbyteò



� 3� ������	
��
���������������� �133� 

 

ú:ÔÕáâ�Ö×�_ZñÑëÖ×ú:ÓïÖ

×�,�!�ÊË0�!�¸¹»�n¤øùMICAz

Ö×�YJ­®� @���Ò�Ø��C ÒÆ

2$°±[19~21]��¬ 3�º0 

� 3 ���� 

�  ! �  ! 

S 8.528 µJ / byte 

R 4.424 µJ / byte 

"# 

1.5 V,  

2 500 mAH 

Md 13.95 mJ MICAz$% 512 KB 

AES E/D 1.62/2.49 µJ / byte r 80 m 

 

�ÏRSA
¦*²F�å½���: 13.95 mJ0

�nÔÕ AA ë��JÚ�: 1.5 2.5 3 600× × =  

13 500 J��;ÔÕ�MICAzSþÖ AAë�Ñë

��JÚJ�Þ� 27 000 J0ä 2����OMNET++

»A��(¨�µ��Ò��²µìí�·;ÊË

Å 3;Ó5��OÒÓöu�µ��(¨�B�^

�;�/Ö×��0 ¡5*+n,� 1Ï���

Óï_å½ 10 s¼1 min� 1 h�fgg '�5*

+Â
�¡¢P�0ÅBÍ;�/Ö×»5*+�

,�DÃ¤K'l�ýN�ÓïZ��Ã¤Ms

���ÅÖ×$$¶��¶§;5�/Ö×� �

cæ�êå!"�YJÒ�xy0��¸¹_ÊË

»^�;Ö×���fg:ÊË��<#����

o.���!�xy�¬ 4�º0 

 

& 2  '()* 

� 4 ���� 

�+,-/. 

/012 

34 1 34 2 34 3 56 

10 s 15.321 14.287 15.098 14.902 

1 min 96.750 96.875 97.128 96.918 

10 min 968.546 968.133 968.574 968.418 

���xyv_'(�_å½ 10 s�fgg 

$'Ã¤P�f�ÊË»�%~JÚ���Ö×�

Z� 15����0i�Ã¤P�$'g �ç<�
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Ã¤f���V[�: 2.5'0D¯� ad hocÊ�
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��Ö×�¤çD¡¢K�¤2)íÖ×�¯¢*
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,�áâÊ`a./»Svµ�0 
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