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Abstract: In order to improve the effectiveness and efficiency of mass malicious code analysis, an online analytical 

model was proposed including feature space construction, automatic feature extraction and fast clustering. Our research 

focused on the law of malware behavior and code string distribution by dynamic and static techniques. In this model, a 

sample was described with its API and key code fragment. This model proposed a fast clustering approach to identify 

group samples that exhibit similar feature when applied this model to real-world malware collections. The result demon-

strates that the proposed model is able to extract feature automatically, support streaming data clustering on large-scale, 

and achieve better precision.  
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NULL (num : 13) 

10 

2 

13 

3 73 12 

Trojan.Win32.Buzus (num : 7) 

NULL (num : 5) 

HEUR:Trojan.Win32.Generic 

7 

5 

1 

4 49 92 

Trojan.Win32.StartPage.balfnot-a-virus 

AdWare.WinLNK.Clicker.c 

HEUR:Trojan.RAR.Clicker.a 

Backdoor.Win32.Ruskill.fix 

UPX'}} 

Virus.Win32.Neshta.b 

Trojan-Downloader.Win32.Agent.usxo 

Trojan.Win32.Hosts2.gen 

Trojan-Downloader.Win32.Small.cmj 

70 

4 

3 

1 

1 

1 

1 

1 

1 

 

2) '� hook�_©_ 56©m.òÌ� API½ 

3) �JKLÐ$ Application Data�M��M

´��:jf½ 

4) ×ØKL BATÐ$sNO�batÐ$f tmp

÷8 bit�:ø½ 

5) P®sQ½ 

6) Ré 3 ©(STUm�� Global\�V�

guidB 

×Ø¹���n|å~ zeusÆÇ�gh�å�

�¨
àá¾��m3·��Å±i����þ

��k¥WÅ±·�Þ±|��Å±¦u�|©á

�â�ýk¥þ�$IÁ$Áþ��ghB«�¡

ÊÔWÅ±�D¶EÐ$å)Ö�\��×Ø6�

���È\Ñyþ��|áBB8 2ÔB8 3�u

v��Þ±á3B 

� 4 
��� 1�� 

VWwt VWMD5 opxyzT 

1.1 845DF5E5821477BDAE21B1F7BC90AD41 NULL 

1.2 359971A23F67694CB20F6F107E245139 NULL 

1.3 E94E167187F6BCC700CEE5A32295B967 Packed.Win32.Krap.iu 

1.4 480C18B817BD344FE441BAFA7805508C Packed.Win32.Krap.iu 

1.5 C9D42C22F8F6B02C7C504E02443B9733 Trojan-Spy.Win32.Zbot.efaw 

1.6 CE3FAEBDCFC702FCE49C943957D376F2 Trojan-Spy.Win32.Zbot.eibr 

1.7 3AC709F98C7CBDAC073FA84BFE5C2D06 Trojan-Spy.Win32.Zbot.eeoj 
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