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Abstract�Due to lack of flexible networking control, most exiting trusted virtual domain deployment approaches fail to 

provide elastic and secure interconnection. A trusted virtual domain architecture TVD-VPE was proposed in cloud com-

puting enterprises which greatly enhances sensitive data protection. TVD-VPE constructs a virtual private ethernet based 

on separate device driver, VPE captures network packets at the backend driver and checks whether the packets comply 

with border security strategy, and data frames are encrypted among trusted virtual domains to ensure the security of sensi-

tive data. Simultaneously, four protocols were proposed, TVDJOP/TVDEXP protocol for any new VM joining in or exit-

ing TVD securely, TVDMP protocol for deploying border security strategy, and Inter-TVD protocol for authorizing 

cross-domain access. Finally, the prototype system and tests of its functionality and performance were implemented. The 

experiment results reveal that the architecture can effectively prevent unauthorized access between these trusted virtual 

domains, while introduces little overhead to Xen network performance. 

Key words: virtual private ethernet; border security strategy; TVD join protocol; TVD management protocol; inter-TVD 

access protocol; separate device driver 
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�AES-128«Z������()Â«Z)�OP
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op)6$�� net_tx_action ÚO�Û«ûÎ

RBAC�,-?@���
½WXØ���
�


WX���öOPù«Z+�
 UDPOP{°�~

�²³¹úk�:�ç)*+-�>.��9Ø³

;�cd��S� 5Ee% 

1) èé DomU ��>OPù�¨dj%¯

OPù"Ð)6$�q�ÓÎÍÜÝE¦��

��ôOPù9k{�� 8{ÞÍÜÝq%=

CÂÈÁ�OPù~�� UDP {°q�`�t

OPùwx¨dj�Â{Þ�OPÍÜÝwxß

���% 

��� �net_tx_action (unsigned long unused) 

1)  get_data(skb); 

2)  retval = skb_linearize(skb); 

3)  ipaddr = search_vpe_table (skb) 

4)  if ipaddr ==NULL then  

5)       role = get_role(srcmac) 

6)       retacl = search_targetdomin(role); 

7)          if retacl != NULL then 

8)              encryptSkb(send_msg) 

9)              sendUDPdata 

10)         else 

11)             return notFound; 

12)           end 

13)  else  

14)      encryptSkb(send_msg) 

15)      sendUDPdata 

16)  end 

� 5  �� VPE�������!"#$% 

2) t DomU ³ó�OP{°wx²³¶·%

XY��êOPùé�OPù��� IPöMAC �

�©� IPöMAC ����µP� MAC ����

_`´z{� Dom0q��ab��%�)./�

� IP©�� IPt��²³à�S¼Yt��á`

½ÉÊ�����¥+ IP ���¸½º�

search_targetdomin �â���ab�¸rÏÞÔ

lÕeÞ�lãôab�¸=�
ab��:
t�

��
abk¸WX��)*
\S¼ÂÃ�
W

X½ÉÊ��¥+� IP���¸½ÉÊÈÆ�ä% 

3) ½QtOP{°wx UDP ~�%���?

@8�,)�P¢½Q	� UDP å%� socket�

./��MAC����óoE�¥+� IP���

�Âô��æR� addr.sin_addr.s_addr%�)�Â

ç� 1�q±/¨dj���OPùèé"©�^

�ÍzÝq�º� AES-128«Z+�tÍÜÝqO

Pwx«Z��Â«ZOPù~�= UDP {°%

()ê�½Q	�OP³;ÚO kernel_sendmsg³
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�recv_from_kernel_thread(void *unused) 

1)  while  exit_flag == 0  do 

2)   prepare_to_wait(&sock->wait, &my_wait, TASK_ INTER-

RUPTIBLE); 

3)    schedule(); 

4)    finish_wait(&sock->wait, &my_wait); 

5)      

while  !skb_queue_empty(&(sock->sk->sk_receive_queue)) do 

6)            ret = kernel_recvmsg(sock, &msg, &vec, 1, 

MAX_PAYLOAD, msg.msg_flags); 

7)            if  ret > 0 then  

8)              decrypt(vec.iov_base); 

9)        if  (netdev_name=search_vif_by_mac(vec.iov_base) ) 

                                == NULL then 

10)       continue;  

11)        end 

12)           Send_msg_to_client(netdev_name); 

13)        end 

14)   end 

15)  end 

� 6  *+�!,-./ 

ûÎ VPE �9�)*
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6 SOCKET��./ inet_bindÂ`����©6í

wx���~´Âô SOCKET��m��>$�&

m�()P¢�>OP5�Ñ?¨À��Â5�6

SOCKET�=²Om��ôÑ?¨À% 

5�6Ñ?¨À�ëì´1«©ª¹:�>O

P%¯YOP{°"B´�¬³�>OP5�ªq

· NET_RX_SOFTRQ�ôq·./½QÚO

schedule ®5�6Ñ?¨À�wl./ kernel_ 

recvmsg 5� sock->sk->sk_receive_queue î·qO

P%t5�� UDPrwx�Zé��ì�OPù�

Â�Z)�OPù�¬ïY{Ë� sk_buff Ñ¡d

q��µP�� MAC ��ót��� VIF t��

netdevice��)./ dev_queue_ xmitÂOPù³;

�t��)*+�ÈLOP5�
²³6x)5�

¨À1«©ª�¹:ð�®B5�OP% 

`ðÔopªq· NET_RX_SOFTRQ ���

ÚO net_rx_action��ô��ÚOqÛ«®�>

OP5�¨À������:ñ
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�net_rx_action(struct soft_ation *h ) 

���	
��

���	
�����	
��

���	
���

��

� 

if  my_sock_kern != NULL then 

    wake_up_interruptible(&my_sock_kern->wait); 

end 

�

��

��

��

�my_socket_kern 0123456789*+:;�<=

> socket�
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Á8�8� OpenNebula �¢��uf��q

wx��ufqY 6 f��+© 12 f)*+�|

L 389�)*
��á9��` 3.3.0� Xen)

*ãäå%��ufq�yf��+���ðÔ�

Ubuntu-8.04-server�©A TPM &m©�m�/��

�×�¥+,-./��23+wx2��yf¥

+vY 38Windows XP �)*+�)*+q«¤

VTPM&m%TVDServer9�)*
â�wxå=
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RoleID RoleName TVDID Access 

1 A&BC 2 2 

2 A&BC 3 3 

3 	
C 2 2,3 

�

k 3q·óC���û`���Unameke�

�¹�RoleID ke��E��ab	W�TVDID

ke��E����9�)*
% 

� 3� �	
���

Uname RoleID TVDID 

User1 1 2 

User2 2 3 

User3 1 2 

User4 3 2 

�

4 f)*+
���Ý¥+���Sk 4 Ee

(TVDID��Ó_`����)¦oq 4f)*+�

MAC ���  40 bit ���00:25:11:12:3f:*��f

Y() 8 bit}��\Ý¥+�)*+L�~���

�192.168.1.*�%�k 4qf·ó)*+MAC��ö

IP���()�eÞ% 

�8q�� User1öUser2öUse3öUser4 {y

<)*+ 1ö2ö3ö4v�t�� TVDM�³;_

`)*
���±/ Kerberos��t��)*+{

y«¬"��E��9�)*
q% 

� 4� ������
���

VMID MAC IP HOSTIP TVDID 

1 83 203 150 2 

2 41 151 200 3 

3 82 202 200 2 

4 84 204 150 2, 3 

�
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