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Using coverage analysis to extract Botnet  

command-and-control protocol 

WANG Zhi, CAI Ya-yun, LIU Lu, JIA Chun-fu 

(College of Computer and Control Engineering, Nankai University, Tianjin 300071, China) 

Abstract: There are some inherent patterns in the bot execution trace coverage of basic blocks. Using these patterns, an 

approach was proposed to infer Botnet command-and-control protocol (C&C protocol). Without intermediate representa-

tion of binary code and constraints solving, this approach has a lower time and space overhead. This coverage analysis 

approach was evaluated on 3 famous Botnet: Zeus, Sdbot and Agobot. The result shows that this approach can accurately 

and efficiently extract the Botnet control commands. And the completeness of the extracted control commands could be veri-

fied by checking whether all available basic blocks in bot are covered by the traces triggered by the control commands. 
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   If (input==cmd) 

   { 

      Trigger related behaviors 
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trigger related behaviors 
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={};//:����%ë/ 

SET_V

BB

={};//:����A=ë/ 

foreach (t in TRACES){ 

  //ÉÂ:�����3V 

  (SET_BB, SET_P

BB

, SET_V

BB

) = update_ cov-

erage(t); 

} 

  // ¢> 5� Ã²� if:����ü 

  SET_BB = analyzing with the RULES (SET_ 

BB, SET_P

BB

, SET_V

BB

); 

  return SET_BB; 

} 
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� 7�� 8�ßkR» 1� Zeus� AgobotÑ
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�op

�Ñ2øù�=`%ï8�NX7k$ 3 ¿=4 ¿

� 5 ¿Ñ2øù12:�����%NÏ%ï8

�ÁÞ[op�Ñ2øù=`�,%��� Ú

Û:���²��ÍÎ4÷�% �Ñ2øù�

=`±,%!�t±Ê�JÑ2øù�
d)*

��d)*4 

Zeus � Agobot �ï8�ÁÞ[%5 zÑ2ø

ù¼@EÍÎ²����� :��%�&��Ñ

2øù=`*(�12ÒÓåæz�NÏ
�&

�Ñ2øù=`4 

Threshold Þ�\k:�°g�ó�WXR»


�op���A=�ýþ%wï8�NXt threshold
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���� ���=`%
Á(�Ãr	
n9:�

�C©ª�9� Ã4 
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²�� Sdbot� ÚÛ��ü4� 9�� if:��

�¤�¿� else:��=`%Zð��øù� if:

���¤�¿ else:���=`�����%=`

�,"[� ��w� ÚÛ�î)+���ü

�#�4Ñ2øù 1=3=4� else:��=`��
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