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Using coverage analysis to extract Botnet  

command-and-control protocol 

WANG Zhi, CAI Ya-yun, LIU Lu, JIA Chun-fu 

(College of Computer and Control Engineering, Nankai University, Tianjin 300071, China) 

Abstract: There are some inherent patterns in the bot execution trace coverage of basic blocks. Using these patterns, an 

approach was proposed to infer Botnet command-and-control protocol (C&C protocol). Without intermediate representa-

tion of binary code and constraints solving, this approach has a lower time and space overhead. This coverage analysis 

approach was evaluated on 3 famous Botnet: Zeus, Sdbot and Agobot. The result shows that this approach can accurately 

and efficiently extract the Botnet control commands. And the completeness of the extracted control commands could be veri-

fied by checking whether all available basic blocks in bot are covered by the traces triggered by the control commands. 
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  //ÉÂ:�����3V 

  (SET_BB, SET_P

BB

, SET_V

BB

) = update_ cov-

erage(t); 

} 

  // ¢> 5� Ã²� if:����ü 

  SET_BB = analyzing with the RULES (SET_ 

BB, SET_P

BB

, SET_V

BB

); 

  return SET_BB; 

} 
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Intel Core2 Quad Q9400 2.66 GHz�î�=4 GBØ

�=Ubuntu 12.04����4 

������ Zeus=Agobot � Sdbot%NX

�J�$ 5 z���Ñ2øù4ï8ûQN¢Æ

ÙN¥ìÀ%7k BitBlaze� Vine���+f�

Ñ2øù12BàNÏ%()�ÒÓåæÜ��
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w�:��%1u�:��12ñòNÏZ��

����� ��%NÏ�Á� 7~� 9��4 

 

� 4  Zeus	
���� 

 

� 5  Agobot	
���� 

 

� 6  Sdbot	
���� 

 

� 7  ��������� Zeus������� 

� 4~� 6�%FÅ CPU��=`=:���=

`�ÒÓåæÜ��=`4�J� Zeus� 5zÑ2

øù� CPU ��=��¢ 804.2 �%:���=`

��¢ 17.6 �%7káâNÏ�ãäÑ2×êëÑ

2øù��ÒÓåæÜ��d)*��d)*�

��M4Zeus�Ñ2øù��SzG9 15.6�zÒ

Óåæz�%7k Vine�5éÒÓåæ12çè%

CDK�9Ìè��9Õ��%uv5éÒÓåæ

z�������� ÚÛn9qQ��4���

�� Agobot � Sdbot Ñ2øù�NÏ�Á� Zeus

��Í%NÏ)+&����úUüX����d

��Õ�(12åæçè%�Á��MÙNÒÓN

¥�_Zz��»()åæçè��%9è�ÒÓN

¥��������� ÚÛn9qQ���4 
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� 8  ��������� Agobot������� 

� 7�� 8�ßkR» 1� Zeus� AgobotÑ

2øù�NÏ�Á4n Þ�\kWXR»�op

�Ñ2øù�=`%ï8�NX7k$ 3 ¿=4 ¿

� 5 ¿Ñ2øù12:�����%NÏ%ï8

�ÁÞ[op�Ñ2øù=`�,%��� Ú

Û:���²��ÍÎ4÷�% �Ñ2øù�

=`±,%!�t±Ê�JÑ2øù�d)*

��d)*4 

Zeus � Agobot �ï8�ÁÞ[%5 zÑ2ø

ù¼@EÍÎ²����� :��%�&��Ñ

2øù=`*(�12ÒÓåæz�NÏ�&

�Ñ2øù=`4 

Threshold Þ�\k:�°g�ó�WXR»

�op���A=�ýþ%wï8�NXt threshold

ûü¢ 1 000� 100%ï8�ÁÞ[ýþ²���(%

:���²��ÍÎ4÷���A=ýþ�C(��

���� ���=`%Á(�Ãr	
n9:�

�C©ª�9� Ã4 

 

� 9  ���-./	�������0	 if���12 

���� Sdbot �7k���� ÚÛ�:�

N¥�ó�%ßkR» 2N¥�ó��� ÚÛ:

��WXR»��J� Sdbot Ñ2øù12��%

NÏ4()N¥�ó� if:��� 5�Uv%�Ý

²�� Sdbot� ÚÛ��ü4� 9�� if:��

�¤�¿� else:��=`%Zð��øù� if:

���¤�¿ else:���=`�����%=`

�,"[� ��w� ÚÛ�î)+���ü

�#�4Ñ2øù 1=3=4� else:��=`��

)$ 1 000%ñòNÏ5é:��Zðw:�N¥�

ó�� ÚÛ�WX)+�9M`�QRH�%5

éQR)+®� if-else�ó��ÙN%uv��3

V©ª²J� Ã4 
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ïk<4 
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4£»��6���+fH��d�QUv
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v��H�:���ÝC<�Î²�4µ¶%4£

»r.�H��d�*ÀÁ�+%YH��$

(code mobility)�*ÀÁ

[39]
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ROP(return-oriented programming)

[38]

@E$àyt

H��Ï	¿j����ÝCõ�%./$H��

��ÝC<�«¬��QUv4uv%�����

z{�|}.Èñ-%&�1�0����+fÑ

2øùë/�H��d���3V�Øw��1

� !<%ïðÉËÌyñòóô�������

� !"4 

6  �
� 

��"#$�6:���%NÏ�����

� ��Z�£»%�������� !"�N

Ï"�$�6qÂ�&Ò%2p$3`ü�:��

QUvNÏ�WX�Z�£»4�����Ñ2ø

ù���� ÚÛ�wH�����%89�²

� !<%,�@E-.ÍÎy²����� Ú

Û�w�:��%~"j#��+f@Ñ2�� 

��ë/44£»�&��Ý1 H��ÒÓåæ

Ü�12ìP{Þ��çè%d��d)*(%

89ïk<4ßk4£»����� Zeus=Agobot

� Sdbot �Ñ2øù12NÏ%�ÁÞ[4£»C

D-.ÍÎyZ�#������ ��ë/%~

8�$4��ë/��Ð�Ñ2øù@E���

�+f 95%EP�H��d4 

����	 

[1] 3456, 789, :;". %&'(<=[J]. >?��, 2008, 

19(3): 702-715. 

ZHUGE J W, HAN X H, ZHOU L, et al. Research and development of 

Botnets[J]. Journal of Software, 2008, 19(3): 702-715. 

[2] +@A, BC,  D. %&'(EF[J]. GHI<=J)K, 2011, 

48(8): 1315-1331. 

FANG B X, CUI X, WANG W. Survey of Botnets[J]. Journal of 

Computer Research and Development, 2011, 48(8): 1315-1331. 

[3]  LM,  NO, PQ". %&'(R	STUV[J]. GHI��, 

2012, 35(6): 1192-1208. 

WANG T Z, WANG H M, LIU B, et al. Some critical problems of 

Botnets[J]. Chinese Journal of Computers, 2012, 35(6): 1192-1208. 

[4] WX, 3456, YZ[". %&'(I\J]^_`[J]. 2012, 

23(1): 82-96. 

JIANG J, ZHUGE J W, DUAN H X, et al. Research on Botnet mecha-

nisms and defenses[J]. Journal of Software, 2012, 23(1):82-96. 

[5] NAZARIO J. DDoS attack evolution[J]. Network Security, 2008, 7: 

7-10. 

[6] HUSNA H, PHITHAKKITNUKOON S, PALLA S, et al. Behavior 

analysis of spam Botnets[A]. IEEE COMSWARE[C]. Bangalore, India, 

2008. 246-253. 

[7] FREILING F, HOLZ T, WICHERSKI G. Botnet tracking: exploring a 

root-cause methodology to prevent distributed denial-of-service at-

tacks[A]. Proc of the ESORICS’05[C]. Milan, Italy, 2005.319-335. 

[8] BAECHER P, KOETTER M, HOLZ T, et al. The nepenthes platform: 

an efficient approach to collect malware[A]. Proc of the RAID’06[C]. 

Hamburg, Germany, 2006.165-184. 

[9] ab, cde, fg". �$��12hijklmnhop	

IRC %&'(qrst+,[J]. GHI<=J)K, 2012, 49(3): 

481-490. 

JIN X, LI R H, GAN L, et al. IRC Botnets' homology identifying 

method based on dynamic time warping distance of communication 

feature curves[J]. Journal of Computer Research and Development, 

2012, 49(3): 481-490. 

[10] GU G, PORRAS P, YEGNESWARAN V, et al. BotHunter: detecting 

malware infection through ids-driven dialog correlation[A]. Proc of 

the 16th USENIX Security Symp[C]. Boston, Massachusetts, USA, 

2007. 167-182. 

[11] GU G, PERDISCT R, ZHANG J, et a1. BotMiner: clustering analysis 

of network traffic for protocol- and structure-independent botnet de-

tection[A]. Proc of the 17th USENIX Security Symp[C]. San Jose, 

California, USA, 2008.269-286. 

[12] GU G, ZHANG J, LEE W. BotSniffer: detecting botnet command and 

control channels in network traffic[A]. Proc of the NDSS[C]. San 

Diego, USA, 2008. 

[13]  D, +@A, BC. �$uv�w12	 IRC %&'(xy[J]. 

GHI��, 2009, 32(10): 1980-1988. 

WANG W, FANG B X, CUI X. IRC Botnet detection based on host 

behavior[J]. Chinese Journal of Computers, 2009, 32(10): 1980-1988. 



� 1�  !"#�$�����	%&'(����)*+, �165� 

[14] HOLZ T, GORECKI C, RIECK C, et al. Detection and mitigation of 

fast-flux service networks[A]. Proc of the NDSS[C]. San Diego, USA, 

2008. 

[15] CHING-HSIANG H, HUANG C Y, CHEN K T. Fast-flux bot detec-

tion in real time[A]. Proc of the RAID[C]. Menlo Park, California, 

USA, 2011. 464-483. 

[16]  Zz, {|}, ~�. %&'(�y_`<=�K[J]. GHI<

=J)K, 2010, 47(12):2037-2048. 

WANG H L, GONG Z H, HOU J. Overview of Botnet detection[J]. 

Journal of Computer Research and Development, 2010, 47(12): 2037- 

2048. 

[17] FREILING F, HOLZ T, WICHERSKI G. Botnet tracking: exploring a 

root-cause methodology to prevent denial of service attacks[A]. Proc 

of the ESORICS[C]. Milan, Italy, 2005. 319-335. 

[18] RAJAB M, ZARFOSS J, MONROSE F, et al. A multifaceted approach 

to understanding the Botnet phenomenon[A]. Proc of the 6th ACM 

SIGCOMM Conf on Internet Measurement[C]. Pisa, Italy, 2006. 41-52. 

[19] JUAN C, PONGSIN P, CHRISTIAN K, et al. Dispatcher: enabling 

active botnet infiltration using automatic protocol reverse- engineer-

ing[A]. Proc of the CCS 2009[C]. Chicago, IL, USA, 2009. 621-634. 

[20] KANICH C, KREIBICH C, LEVCHENKO K, et al. Spamalytics: an 

empirical analysis of spam marketing conversion[A]. Proc of the CCS 

2008[C]. Alexandria,VA, USA , 2008. 3-14. 

[21] ���, ��, ���". ��>?'(��	�,��w���

�+,[J]. >?��, 2011, 22(7): 1676-1689. 

YING L Y, YANG Y, FENG D G, et al. Syntax and behavior semantics 

analysis of network protocol of malware[J]. Journal of Software, 2011, 

22(7): 1667-1689. 

[22] P�,  ��, ���". �$jk����	��������

����+,[J]. ����, 2012, 40(4): 661-668. 

LIU Y, WANG M H, SU P R, et al. Communication protocol reverse 

engineering of malware using dynamic taint analysis[J]. Acta Elec-

tronica Sinica, 2012, 40(4): 661-668. 

[23] CHO C, BABIC D, SHIN E, et al. Inference and analysis of formal 

models of botnet command and control protocols[A]. Proc of the CCS 

2010[C]. Chicago, IL, USA, 2010. 426-439. 

[24] KANG B, ERIC C, LEE C, et al. Towards complete node enumeration 

in a peer-to-peer Botnet[A]. Proc of the CCS 2009[C]. Chicago, IL, 

USA, 2009. 23-34. 

[25] STONE-GROSS B, COVA M, CAVALLARO L, et al. Your Botnet is 

my botnet: analysis of a Botnet takeover[A]. Proc of the CCS 2009[C]. 

Chicago, IL, USA, 2009. 635-647. 

[26] DAGON D, ZOU C, LEE W. Modeling botnet propagation using time 

zones[A]. Proc of the NDSS[C]. San Diego, USA, 2006. 235-249. 

[27] VOGT R, AYCOCK J, JACOBSON M. Army of botnets[A]. Proc of 

the NDSS[C]. San Diego, USA, 2007. 111-123. 

[28] WANG P, WU L, CUNNINGHAM R, et al. Honeypot detection in 

advanced Botnet attacks[J]. International Journal of Information and 

Computer Security, 2010, 4(1): 30-51. 

[29] WANG W, FANG B, CUI X, et al. A user ID-centralized recoverable 

Botnet: structure research and defense[J]. International Journal of In-

novative Computing, Information and Control, 2010, 6(4): 4307-4317. 

[30] ZENG Y, SHIN K, HU X. Design of SMS commanded-and-controlled 

and P2P-structured mobile botnets[A]. Proc of the 5th ACM Conf on 

Security and Privacy in Wireless and Mobile Networks[C]. Tucson, 

Arizona, USA, 2012. 137-148. 

[31] SINGH K, SENGAL S, JAIN N, et al. Evaluating Bluetooth as a 

medium for Botnet command and control[A]. Proc of the Int Conf on 

Detection of Intrusions and Malware, and Vulnerability Assessment[C]. 

Bonn, Germany, 2010. 61-80. 

[32] CUI X, FANG B, YIN L, et al. Andbot: towards advanced mobile 

Botnets[A]. Proc of the 4th USENIX Workshop on Large-scale Ex-

ploits and Emergent Threats[C]. Berkeley, California, USA, 2011.11. 

[33] ZHAO S, LEE P, LUI J, et al. Cloud-based push-styled mobile botnets: 

a case study of exploiting the cloud to device messaging service[A]. 

Proc of the Annual Computer Security Applications Conf (ACSAC 

2012)[C]. Florida, USA, 2012.119-128. 

[34] AMINI P, PIERCE C. Kraken Botnet infiltration[EB/OL]. http:// 

dvlabs. tippingpoint.com. 

[35] CHIA Y, JUAN C. Botnet infiltration: finding bugs in botnet command 

and control[EB/OL]. http://www.eecs.berkeley.edu/~chiayuan/cs261/ 

cs261_cho.pdf, 2009. 

[36] DAVIS C, FERNANDEZ J, NEVILLE S, et al. Sybil attacks as a 

mitigation strategy against the storm Botnet[A]. Proc of the 3rd Int 

Conf on Malicious and Unwanted Software[C]. Alexandria, Virginia, 

USA, 2008. 32-40. 

[37] BARFORD P, YEGNESWARAN V. An inside look at Botnets[J]. 

Malware Detection, 2007,27: 171-191. 

[38] SHACHAM H. The geometry of innocent flesh on the bone: re-

turn-into-libc with-out function calls (on the x86)[A]. Proc of the 14th 

ACM Conf on Computer and Communications Security[C]. Alexan-

dria, VA, USA, 2007.552-561. 

[39] FALCARIN P, CARLO S, CABUTTO A, et al. Exploiting code mo-

bility for dynamic binary obfuscation[A]. Proc of the World Congress 

on Internet Security[C]. London, UK, 2011. 114-120. 

[40] CUI W, KANNAN J, WANG H J. Discoverer: automatic protocol 

reverse engineering from network traces[A]. Proc of 16th USENIX 

Security Symposium on USENIX Security Symposium[C]. Boston, 

MA, USA, 2007. 1-14. 

[41] VIGNA G. Static disassembly and code analysis[J]. Malware Detection, 

2007,27:19-41. 

[42] CABALLERO J, POOSANKAM P, KREIBICH C, et al. Bidirectional 

Protocol Reverse Engineering: Message Format Extraction and Field 

Semantics Inference[R]. 2009. 



�166� �  �  �  � � 35� 

[43] LIM J, REPS T. BCE: Extracting Botnet Commands from Bot Execu-

tables[R]. 2010. 

[44]  !, � ¡, ¢£. �$¤¥¦§��	����¨©+,[J]. 

GHI��, 2012, 35(4): 693-702. 

WANG Z, JIA C F, LU K. Malicious hidden-code extracting based on 

environment-sensitive analysis[J]. Chinese Journal of Computers, 2012, 

35(4): 693-702. 

[45] Qemu[EB/OL]. http://wiki.qemu.org, 2013. 

[46] SONG D, BRUMLEY D, YIN H, et al. BitBlaze: a new approach to 

computer security via binary analysis[A]. Intl Conf on Information 

Systems Security(ICISS 2008)[C]. Hyderabad, India, 2008. 1-25. 

[47] Pin: a dynamic binary instrumentation tool[EB/OL]. http://software. intel. 

com/en-us/articles/pin-a-dynamic-binary-instrumentation-tool, 2013.  

 

����� 

 

 

 

 

 

 

 

 

���� 155 �� 

[10] XIA Y, SUBRAMANIAN L, STOICA I, et al. One more bit is 

enough[J]. Proceedings of ACM Transactions, 2005,16(6):1281-1294. 

[11] CHALLET D, ZHANG Y C. Emergence of cooperation and organiza-

tion in an evolutionary game[J]. Physica A: Statistical Mechanics and 

its Applications, 1997,246(3-4):148-407 

[12] KUTSUNA H, TAGASHIRA S, FUJITA S. A fair and efficient con-

gestion control scheme based on minority game[A]. Proc of the 14th 

IEEE International Conference on Networks[C]. 2006.98-103. 

[13] KALINOWSKI T, SCHULTZ H J, BRISES M, Cooperation in the 

minority game with local information[J]. Physica A: Statistical Me-

chanics and its Applications, 2000,277(3-4):502-508. 

[14] MISRA V, GONG W B, TOWSLEY D. A fluid-based analysis of a 

network of AQM routers supporting TCP flows with an application to 

RED[J]. Computer Communication Review, 2000,30:151-160. 

����� 

�

 

��	�1988-��������	�
�����

���������������� !"# 

 


��1986-�����$%&	�
������

��������������� !"# 

��1981-����'()*	�+

���,��-.��������/0

1234567*89:;12<=# 

 

���1988-����>�?@	��

,�������������/012

34567*# 

����1967-����>$A!	�

+���,��BC8+��D.���

������ !"6E���8/01

2FG645# 

 

����1989-����>�HI	�

�,�������������/01

234567*# 

 

����1964-�����$JK	�

+��
����LBC8���D.�

���������6� !"8MNO

P6QRST8��QR6UVSTWX#

 


