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Protocol format extraction at semantic level 

PAN Fan, HONG Zheng, ZHOU Zhen-ji, WU Li-fa 

(College of Command Information System, PLA University of Science and Technology, Nanjing 210007, China) 

Abstract: Present methods for protocol format extraction analyze the execution traces of programs at syntax level, which 

leads to redundancy and conflict in the results of field identification. In order to improve the accuracy of field identifica-

tion, a semantic level method was proposed for protocol format extraction. The method firstly translated the binary in-

structions into equivalent intermediate language, and then tracked the parsing process of field semantics through 

fine-grained dynamic taint analysis. Further, it extracted protocol format using semantic level policies of field identifica-

tion, based on the semantic indivisibility of fields. Experimental results show that the proposed method can achieve high 

identification accuracy with low complexity. 
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mov esi, 

[esp+019Ch] 

esi {0,1,2,3}�

 

# 

2 and esi, 0FFh 

esi {0,1,2,3}�

 

<0,3> 

3 lea eax, [esi-1] 

esi, eax {0,1,2,3}�

 

<0,3> 

4 cmp eax, 0E2h 

esi, eax {0,1,2,3}�
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5 jz loc_527169 

esi, eax {0,1,2,3}�
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1) ExtractFormat (Trace) 

2)  let F, G

M

:= ∅;    /*F.�i�BCq*/ 

3)  trace:= LogTrace(P, M);   /*89:;�


�*/ 

4)  C :=InitTaintContext();      /*TU��

\���G*/ 

5)  for each i in Trace do 

6)     ilSeq:=ILtranslate(i); /*�Ë ÌÉ}*/ 

7)      for each stmt in ilSeq do 

       /*ÐÑÒRSTU"#*/ 

8)    C:=DynamicTaintAnalysis(stmt, C);  

9)    f:=FieldIdentify(i, C, F);  /* ¡µzB

Ci�*/ 

10)       F:={f}�F 

          /*[\��eD*/ 

11)       G

M

:=StructureExtract(stmt, f , G

M

);  

12)     end for 

13)  end for 

14) return G

M
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program      stmt
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= ∗
= =
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     call with ret return

:: load( , )

cast( _ , , )

 ::    string
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var                  id τ

                    +       
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current state , end statestmt< > < >�
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 then goto exp
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else goto exp
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w
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T n
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∪

�ð)
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µ ∆ ∆ ∆

n
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⇓ 〈 〉 〈 〉

  Instructions

�� T T
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w

µ µ

n
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µ ∆ µ µ n
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µ
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µ ∆
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∪ ∪
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w

µ ∆

n

µ ∆ b bb

µ ∆

µ ∆ u u

µ ∆ exp exp v w v w n n n

µ ∆ exp  exp v v w

µ ∆ exp v w

µ ∆ exp v w

=
⇓ 〈 〉 〈 〉

◊ ⇓ 〈 ◊ 〉

⇓ 〈 〉

◊ ⇓ 〈◊

∪�� T T T T T

� T

� T

�

T T

T T

T T

T T

.

1

1 1 1 1 reg 1 1

1

[ ]= [ , ]

 T-UNOP               T-VAR    

  , , , [ ], . ,   

, , , , ,   = ( )   [ ] [ ]   extract  low bits of  

                    

,

var w

∆

n

µ ∆

w

µ ∆

n

n var n

µ ∆ var ∆ var var w

µ ∆ exp v w w width τ n n w v

µ ∆

=

=

〉 ⇓ 〈 〉

⇓ 〈 〉 =

�

�

T

T �� T

� T T T

T

T T

T T

reg 1 1

1 1 1 1 reg 1 1 1

1

reg 1 1

 T-LCAST 

, , ( , , ) , ,

, , , , ,   = ( )   [ ] [ ]   extract  high bits of  

             T-HCAS

, , , ( , , ) , ,

µ ∆

w

µ ∆

n

µ ∆

cast low τ exp  v w

µ ∆ exp v w w width τ n n w w w v

µ ∆ cast high τ exp  v w

=

⇓ 〈 〉

⇓ 〈 〉 = + −

⇓ 〈 〉

�

�� T �

� T T T

�� T �

T T

T T

T T

1

1

1 1 1 1 reg 1 1

1 1

reg 1

T

, , , , ,    = ( )   [ ] [ ]  [ ]    sign/zero extend  to  bits

    T-SCAST  

, , , (signed/unsigned, , ) , ,

w w

µ ∆

n n w

µ ∆

µ ∆ exp v w w width τ n n n v w

µ ∆ cast τ exp  v w

= = +
⇓ 〈 〉 = = ∅

⇓ 〈 〉

� �� T T T T

�� T �

T T

T T
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GH� goto exp
3ÉrsT�¶m�y©�

Ý	."z3É���F-GOTOi¤N�ë F-IFi

¤f'�áâ$3Érs�TUDE�9"#�²

$2�@�����F-CALL i¤�@�T��@

AzN�/Å�áâ� 

.~��BCi�^	�=� 4�"�£¤%C.

#�� 4(a)ë 1$��� 4(b).É}P�BIL£¤� 

 

1) mov esi, 

[esp+019Ch]

2) and esi, 0FFh 

3) lea eax, [esi-1]

4) cmp eax, 0E2h;

jumptable 

5) jz  loc_527169

   

1) R_ESI := load(R_ESP+

0x19C, reg32_t)

2) R_ESI := R_ESI & 0xFF

3) R_EAX := R_ESI - 1

4) T_32t_1 := R_EAX - 0xE2

5) R_ZF := (T_32t_1 == 0x0)

6) if  R_ZF == 0x1 then goto loc_527169

�

 

(a) 1�� �����           (b) BIL�	
� ��  

� 4  BIL#��$%&' 

A!RSTU"#áâ�� 4(b)�£¤%C�

�Å^	× 2 �"�ï2¾¿µ� ∆�

µ

T ëBC

i�\�� �}Rï$¾¿

∆

T jÃ����1)~5)

9+.¶E����Á��i¤ T-ASSIGN$¾¿

∆

T �9jÃ�²' 69."z3É���íx F-IF

i¤$BC�9i����3Éy© R_ZF==0x1

$��TUDE T .[{i

0

},{i

0

},{i

0

},{i

0

}]�-±)

4

0

1

{ }= [ ]

n

i T n

=
∪

��²i��BC.<0,0>�$g 1

7 2¶=Ö{� ¡µz�BCi�¶=)îr

äåBC +]#^	a{�º»�i�BC��

Ýj.kl� 

ï2��dUl·�8¸�_&��)��

BC^±6	Z]#��²i��BC��ðð

$[\@!�IJ_&LM�
89:;�ÅL

ñP�Ç�)�i�BCùË�õöB÷Ë�_

.­òL|BC���BCq� F��GH�¹


õö�òò]#BC�¶·��ûÂ³´*O

¶·¸-BCi��ÑÒ2ó�|·�Rí[\

���L|�� 


BCi��1���*+5���)���

eDVWd(L|���NO��"#�Lin �

[15]

�{_`^dìí,�Ã��G@!ôõ&ö��

*O]#ß�@!��¶`^"#��ùË�RS

msAÂ�è���jk~æ)÷xO��eDá

â����| Cui �

[4]

x(�Ã�¹����ì7

����	¸-BC�"^Ðøù¼½ß�Lin �

*+Çßî�p\*+Ç ¡µzBCi�ë Lin

�*+���)îúû~û­��� 

4  ���� 

.~üý*+�)î��p\
 Linux¥¦�

d(~æçèé SPAE�_A� SPAE $ðñ��

[\�9~NOeD�'ßÇeD���ë()*

� 2 �������	
�� 

�� 

∆

T ���� 

��	
 ��
��� 

1 

R_ESI←[{i

0

},{i

1

},{i

2

},{i

3

}] 

T-VAR, T-INT, T-ABINOP, T-LOAD, T-ASSIGN � 

2 

R_ESI←[{i

0

},∅,∅,∅] 

T-VAR, T-INT, T-BBINOP, T-ASSIGN � 

3 

R_EAX←[{i

0

},{i

0

},{i

0

},{i

0

}] 

T-VAR, T-INT, T-ABINOP, T-ASSIGN � 

4 

T_32t_1←[{i

0

},{i

0

},{i

0

},{i

0

}] 

T-VAR, T-INT, T-ABINOP, T-ASSIGN � 

5 

R_ZF ←[{i

0

},{i

0

},{i

0

},{i

0

}] 

T-VAR, T-INT, T-ABINOP, T-ASSIGN � 

6 � T-VAR, T-INT, T-ABINOP, F-IF <0,0> 

 

1 0 0 0

1

1 2 3

, , , , ,     { , , }= [ ]    ( { , , })

                    F-IF            

, , , , , if  then goto  else goto , , , , { , }

                       

w

µ ∆ p q p q

n

µ ∆ µ ∆

µ ∆ exp v w i i n f f F f i i

µ ∆ F  exp exp exp µ ∆ F f p q

=
⇓ 〈 〉 ∈ ∧ ⊆

< >

� �

∪

∪

� T T �

�

T T

T T T T

0 0 0

1

1 1 1 2 2 2 0 0

, , , , ,    { , , }= [ ]    ( { , , })

  F-GOTO

, , , , ,goto , , , , { , }

, , , , , , , , ,  for each  , { , , }= [ ]   (

j j

w

µ ∆ p q p q

n

µ ∆ µ ∆

µ ∆ p q j

µ ∆ exp v w i i n f f F f i i

µ ∆ F  exp µ ∆ F f p q

µ ∆ argument v w v w j i i n f f

=
⇓ 〈 〉 ∈ ∧ ⊆

< >

⇓ 〈 〉 〈 〉 ∈

� �

∪

� �

∪

� T T �

�

� T T T �

T T

T T T T

T T

0

1

{ , , })

 F-CALL

, , , , , call with ret , , , , { , }

j

j j

w

p q

n

µ ∆ µ ∆ j j j

F f i i

µ ∆ F  exp  argument  var µ ∆ F f p q

=
∧ ⊆

< >

�

∪

∪

∪

�T T T T
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4.1  ������ 

SPAE �
�	
������������

�����������	
� !"#$%&�

� 5'	(�)*+ 5,-� 

 

� 5  SPAE�� ! 


�	
��./ IDA Pro 0123�45

6)789:
�;<=>?%@A������

��)BCD	EFG:HIJKL�>?)MN

O�P%&QR�STUV:CD%@SW� 

XYZ[\]^_`ab)��������

!cde$]VfgR�	
_` TEMU

[16]

��

hi)jklmNOn
o5�FG
�>?�F

Gp�Q>?!"<=q/:r=stuvw� 

��������xy� BAP _`

[11]

:(d

toils iltrans)jk7�����:FGz{M|<

=}~: BILe$� 

�M SPAE:��)��	
� jk���

�o5�:����O���)��	
��� 

���� roBDD��; BuDDY

[17]

)/�����

�\:����� 

#$%&���W����O	
FG��)

����89s�P%&)B��	
��� 

4.2  ��	
��
 

�O./ SPAE�Windows���� ¡¢n


56���£¤�¥¦	
��§¨*�©p�

SPAE:	
ª«§¬� Intel Core Duo 2.93 GHz:

E6500 CPU)4 GB­�s 32 bit:Ubuntu9.04Vf)

®Q¯ TEMU�°± 32 bit:Windows XPVf�

M¡¢n
56:����� 

�W¡¢²³)´µ� 3 3�4¡¢(DNS�

eDonkey�DHCP)�3 O�³¡¢(FTP�HTTP�

SIP)!"¶·³: McAfee ePO ¸¹º»¡¢�M

£¤�~�NO¼�"����>?*½ 3,-� 

SPAE �lm:��������)B��¡

¢#$%&���7���89:��]¾�:¡

¢¿À����)!ÁÂ��89:ÃÄÅ�®Q

�M�Æ)ÇÈ� TEMUÉ|: tracecapcdlm

�|��>?:����)B	9Ê/ AutoFormat

:��ËPÌÍ�s Tupni:°Î�·ÏÐCDÍ

�Ñ���89� 

½ 4A��NO�ÒÓÔ:��=�����

�]��ÕU:lm=!" 3 Í�:��89�

����|F|�|F

c

|�|F

o

|	9MÖÄ89�89×Ø

oÙs89×ØoÚ:��=�Û!Ü�)3  Í

�89:��=]NO�Ò:��=ÕÝ)Þßà

áâ�ã¿���äålmÛæçè:���é

89�Õ�ê�)AutoFormat] Tupni:89��

�®Q�¯×ØoÙsoÚ:��)ê SPAE:�

��ëì�¯íî×Øï	oÙ:����ðñf

Còó AutoFormat�Tupni s SPAE :_Þ��8

9ÃÄÅ	9M 71.1%�79.4%s 93.9%)ôõö

SPAE ¥ß÷øÃ:��89æù�¯�)���

89úûü�:ýþ���Ú	
� 

�� Emule �������: Hello NO)

SPAE æ�ÖÄ89,ß:��)ê AutoFormat s

Tupni Þ�¯��89:úû)*+ 6 ,-���

	�L: Protocol Type��)
�56Ê/½ 1,

� 3 SPAE������ 

�"#$ %&'� ()'� �"*+/byte ����	,/Mbyte 

DNS Query Bind 9.9.0 nslookup(Win) 28 3.7 

eDonkey Hello Emule 0.48a Emule 0.48a 86 315.4 

DHCP BOOTP Request OpenDHCPServer 1.48 DHCP Client(Win) 176 20.4 

FTP USER Request FileZilla Server 0.9.41 FileZilla 3.5.3 16 2.6 

HTTP GET Request Apache 2.4.2 IE 7.0 318 16.2 

SIP Register MiniSIPServer Express Nero IP phone 2.0 467 247.8 

ePO POST PolicyCheck McAfee ePO 4.5 McAfee Agent 3.0 940 95.6 
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-:Í$��n
)� Protocol Type��s Length

��äå�
	9M<0,3>�<1,4>�AutoFormat¯

PÌ��ËQ)7=W�<0,3>�<1,4>�M�P�

�)89:��M<0,1>�<1,3>s<3,4>)çè�

Length��:ï	×ØoÚ����
�¯��)

Tupniæ�ÖÄ89� Protocol Type��s Length

���ô��� Length���M���d�0éä

å)<0,3>:�CÎv����<1,4>)þê¯CD

°Î�·ÏÐ:o5����� 

56� Payload Type��:n
Í$] Protocol 

Type��Õ®�²��)AutoFormat7 User Hash

�� ú89M 2!ï	×ØoÚ:���"�)

��=W�<5,8>:�CäåÎvã�=W�

<7,23> (<7,23>#o�®ðFG$%äå:=W�

·Bòó&)Tupni 7���
 ú89M<5,8>s

<9,23>�Õ� AutoFormat s Tupni)SPAE Ê/÷

MøÄ:R���	
'()áâ�)pDÌ�:

��89úû� 

�� DNS*+NO)3 Í�ÖÄ89:��

=	9M 9�9s 10)*+ 7,-�#o	
��)

56	9Ê/,®:FG� Flags ��: 2 !�L

��-&spD)þêAutoFormat] Tupni7 Flags

�� ú89M 2 !	�L���ê SPAE .¯

Flags�/Q����89)þêÖÄï	�0��

�
���)AutoFormat�Tupnis SPAE7$%:

Answer RRs�Authority RRss Additional RRs��

89M®ð��)çè���:ï	×ØoÙ�ô

���
�56¯n
1bNOQ2o��ô3

��:��)þê�����B,�¯�ô3��

:��FG)3  Í�.æ7489:$%�L5

6·BM	7:��� 

�� DHCP¡¢: BOOTP1bNO)3 Í

�:��89��Õ®)�7 Transaction ID�Server 

host namew 11!��� ú·BM 5!��×Ø

� 4 �	
��
��� 

AutoFormat 

Tupni SPAE 

�"#$ ��; 

<=>? 

2@A; 

|F| |F

c

| |F

o

| 

|F| |F

c

| |F

o

| |F| |F

c

| |F

o

| 

DNS Query 13 4 372 

9 1 2 

9 1 2 10 1 0 

eDonkey Hello 23 17 983 

21 0 4 

21 1 1 23 0 0 

DHCP BOOTP Request 39 25 386 

28 5 0 

28 5 0 28 5 0 

FTP USER Request 4 2 469 

4 0 0 

3 0 0 4 0 0 

HTTP GET Request 67 32 996 

60 0 21 

60 0 21 67 0 0 

SIP Register 104 83 152 

103 0 3 

103 0 3 104 0 0 

ePO POST PolicyCheck 65 120 903 

0 0 940 

27 0 832 60 1 0 
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�� HTTP 1bNOs SIP BCNO)SPAE
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��)ú89:��ÞMQuality Factor
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O)SPAE ÖÄ89:��=��� AutoFormat s
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¡¢n
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/w��k/��Q\:�b/f)�M!ô¼:

Q��qM��{&#$%&:øÄØ�vò:�

"�)SPAE�/:­�p��ö��� tracecap)
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� AutoFormat s Tupni :��89'	����
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Û!��)�O� AutoFormat

s Tupni:��89ÃÄÅ]�ß£¤��g�ð

è)ìþ£¤
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�£¤/i��

[19]

w�6:¢£��Õ�

·)�ðñ¤�R���	
¯¥¦Z[§!�6

:k/� 
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)
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(a) wireshark                                                         (b) SPAE 

� 8  eDonkey Hello�"�!
�BC 

� 5 SPAE� tracecap������� 

FGHI/s

 

JKHI/KB

 

�"#$ ��@A; 

tracecap SPAE tracecap SPAE 

DNS Query 92 169 <1 19 324 2 392 

eDonkey Hello 7 453 698 37 1 748 417 2 368 

DHCP BOOTP Request 479 348 2 142 495 2 426 

FTP USER Request 64 855 <1 26 308 2 304 

HTTP GET Request 389 491 2 171 667 2 457 

SIP Register 5 812 767 25 1 502 872 2 480 

ePO POST PolicyCheck 1 984 856 11 1 184 1 231 2 521 
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