o5 34 %55 10 W) wmofE ¥ R Vol.34 No. 10
2013 410 A Journal on Communications October 2013

doi:10.3969/j.issn.1000-436x.2013.10.018

FAE AR Z B F R EE R R IRIT 5K

FHA", LF, B4, asii!, s’
(1. dbmtis ks /5 82 4rdny, bt 1008765 2. It EBEELBEARAR, Jba 100876;
3. RS HEHURN: S TRE2EBE, PUN #6173

1 FE. AN 2 NIRRT R, vk AL AR K 2 AR B I, AR A BN 4T
. BPEE, g%, WANEEE 550K DRM %7 i fll DRM & BESE DR 8000, BB a3 SR 45 1 4k In 25
D5k, SRR T I AR I I R R, S B A R AR RIS Ah, SR AT TR RO 1
NV AR SRR, SRV AR R R AT L R, SRR AR A PR ) . BT, SEE T
TEE SR BN S 0 2 BB RACE LR, IR IS H T e, S 2 AU S BRIs AT R WLy
RN AR, R KRB, 162 SR B RRBR 5 T B A B 14 S

EHBEE: BT R SRR ARG VrRETs S EE

RESZES: TP309 CRRFRINAD: A XEHS: 1000-436X(2013)10-0153-09

Design and implementation of a novel general format
multimedia digital rights management system

. 12 12 . N .1
HUANG Qin-long *, MA Zhao-feng **, MO Jia ’3, NIU Xin-xin , YANG Yi-xian
(1.Information Security Center, Beijing University of Posts and Telecommunications, Beijing 100876, China;
2.Beijing National Security Science and Technology Co., Ltd, Beijing 100876, China;
3.School of Computer Science and Engineering, University of Electronic Science and Technology of China, Chengdu 611731, China)

Abstract: Aiming at the copyright protection of multimedia content, a novel general format multimedia digital rights
management model was designed which includes encryption and packaging of content, key management, security engine,
license management and distribution, DRM client, DRM management and other functional units. This model uses un-
structured encryption method which overcomes the limitations of encryption method based on the content format to sup-
port the general format multimedia. In addition, this model uses the license acquisition number as the only certificate to
download license to solve the problem of license reissue and transfer, and supports fine-grained control model. Combined
with this model, a multimedia digital rights management system was developed based on fixed and mobile converged ser-
vices which is used in the field of digital consumer. The experimental results and practical application show that this
scheme with good practice in the copyright protection of multimedia content does not affect the multimedia quality, and
have high efficiency and safety.
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