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ABSTRACT

ON THE FREQUENCY OF FINITELY ANOMALOUS ELLIPTIC
CURVES
MAY 2010
PENNY C. RIDGDILL, B.S. UNIVERSITY OF GEORGIA
M.S., UNIVERSITY OF MASSACHUSETTS AMHERST
Ph.D., UNIVERSITY OF MASSACHUSETTS AMHERST
Directed by: Professor Tom Weston
Given an elliptic curve E over QQ, we can then consider £ over the finite field F,,. If
N, is the number of points on the curve over F,,, then we define a,(E) = p+1—N,,.
We say primes p for which a,(E) = 1 are anomalous. In this paper, we search for
curves F so that this happens for only a finite number of primes. We call such

curves finitely anomalous. This thesis deals with the frequency of their occurrence

and finds several examples.
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CHAPTER 1

INTRODUCTION

1.1 Finitely Anomalous Elliptic Curves

For a fixed elliptic curve E over Q, for any prime p we can consider E over F,,
by reducing the coefficients of the equation of the curve modulo p. Now, there are
a finite number of points, N,, on the curve over F,. Standard estimates suggest
that N, ~ p + 1[7](85), so we define a, =p+ 1 — N,.

Given an elliptic curve E, suppose that we have a,(E) = 1 for some p. Following
Mazur [5], such a p is called an anomalous prime for the curve E. In other words,
p is anomalous if the curve has p points over F,,. The conjecture of Lang—Trotter
6], predicts that the proportion of primes p < z with a, = 11is C'- %, where C' is
some constant. However, under various local obstructions, one can have C' = 0. We
call an elliptic curve finitely anomalous if this is the case; that is if there are only
finitely many p so that a,(E) = 1. These curves are of particular interest to those
studying Iwasawa theory [5](proposition 8.2), deformation theory [10](theorem 1),
and elliptic curve cryptography [9].

Let E[N] be the set of N-torsion points for the curve E. Then Gal(Q/Q) acts
on these points by acting on the coordinates of the points. After choosing a basis

for E[N], we have that Aut(F[N]) = GLy(Z/NZ). This gives us a representation



of Gal(Q/Q),
peN  Gal(Q/Q) — GLy(Z/NZ),

which we call the (mod N) Galois representation.

We know that if we choose Frob, to be some p-power Frobenius element of
Gal(@/ Q), then the trace of its image under the representation pg x is congruent
to a, (mod N) for primes p which do not divide N or the conductor of E by [7](§5).
Suppose there is a subgroup of GLy(Z/NZ) which has no elements with trace 1,
and that we have a curve whose image under its (mod N) Galois representation
lands inside this subgroup. Then we are able to guarantee that a,(£) # 1(mod N)
for any p which does not divide N Ng (where Ng is the conductor of E), and thus
the curve is finitely anomalous.

Given an elliptic curve E/Q, let

O(FE) = {N such that the image of pg y is trace 1 free}

be the set of obstructions to anomalous primes for E. If we can show that O(E) # ()
then the curve will be finitely anomalous. If however the set is empty, then Lang—
Trotter would predict that the curve would be infinitely anomalous. Thus, we try

to find finitely anomalous curves by trying to find some member N € O(E).

1.2 General Approach

A theorem of Serre [2] tells us that given a non-CM elliptic curve over Q, the
(mod ¢) Galois representation is non-surjective only finitely often, as we vary over
primes ¢. If the representation is surjective, then ¢ ¢ O(FE). Thus, we need only

concern ourselves with those representations which are non-surjective. Swinnerton-



Dyer [1] tells us that the possible images of non-surjective (mod ¢) representa-
tions are limited to certain types of subgroups of GLy(Z/¢Z). These are Borel
subgroups, normalizers of split or non-split Cartan subgroups, or the exceptional
groups Ay, Sy, As. We can look at these various types of subgroups individually and
search for those that are trace 1 free. We also address a small number of composite
values N where the (mod N) representation is contained in a Borel subgroup. Let
Op(E) be the set of obstructions N so that the image of pg v is contained in a
Borel subgroup. We will call these the Borel obstructions. Similarly, we can define
Os(E), Oy(E), and Og(FE) for the split Cartan, non-split Cartan, and exceptional

cases respectively. Then we have
O(E) = Op(E) UOs(E) UON(E) U Op(E).

Now, studying the obstructions can be reduced to studying them within each
type of subgroup individually. In this paper, we focus on the Borel obstructions

and the split Cartan obstructions.

1.3 Results

We should remark that any elliptic curve which has 2-torsion is always finitely
anomalous. This is because for p > 2 where p does not divide the conductor of F,
a,(E) will always be even.

For the Borel case, the results can be summed up in Table 1, which contains all
those curves E such that Op(FE) is not empty, and thus are finitely anomalous. It
also contains any quadratic twists of those curves which are finitely anomalous as

well.



Table 1. Finitely Anomalous Borel Curves

Conductor | Class | Curve || Finitely Anomalous (Quadratic) Twists
121 2 1 No Twists
50 1 1 All Twists
50 2 1 Twist by —3
361 1 1 Twist by —19
162 2 1 Twist by —3
162 3 1 Twisty by —3
1849 1 1 Twist by —43
4489 1 1 Twist by —67

For the split Cartan case, we conjecture that one picks up no new obstructions.
For ¢ = 3(mod 4) (where ¢ is some prime), we prove that ¢ ¢ Og(E).
prove this for £ = 1(mod 8), and have strong indications that it will be true for
¢ = 5(mod 8). In other words, our conjecture is that for any prime ¢, { ¢ Og(FE).

While there could potentially be obstructions for composite N, we do not deal with

that in this thesis as the theory is not currently well-developed.

We also



CHAPTER 2

BOREL SUBGROUP

2.1 Borel Curves

First, we need to find those elliptic curves £ which have the image of their (mod
N) Galois representations inside of a Borel subgroup. The following result allows

us to relate this to the rational isogenies of the curve.

Proposition 2.1 An elliptic curve E has im(pg n) contained in a Borel subgroup

of GLo(Z/NZ) if and only if it has a cyclic, rational N-isogeny.

Proof. Let

o:F —F

be a cyclic N-isogeny which is defined over Q. Then we have that ker(®) = (Z/NZ).
Let P be a generator for ker(®). We know that P € E[N]. We can then find
Q € E[N] so that (P, Q) is a basis for E[N], since E[N| = (Z/NZ) x (Z/NZ). Let

o be some element of Gal(Q/Q). Then

a b
PE,N(U ) = )
c d

where pg n is with respect to basis (P, Q). Thus o(P) = aP + ¢Q and o(Q) =

bP + d@. We need to show that ¢ = 0 for any o. Since ® is defined over Q, we



have that o(®(P)) = ®(o(P). This gives that o(P) is also in ker(®), which shows
that ¢ must be zero. Thus, if we have such an isogeny, we know that the image of
the Galois representation is contained in a Borel subgroup.

Now, suppose that we have im(ppg n) contained in some Borel subgroup. Let {P, Q}
be the basis for E[N] giving rise to this representation. Let G = (P), a finite
subgroup of E[N]. Our representation having image inside a Borel subgroup shows
that G must be Galois stable. By Proposition 4.12 in [7] and the remarks that

follow, we are able to construct the desired rational N-isogeny, £ — E/G. o

Now, [4] gives us a complete classification of elliptic curves (up to twist) which
have rational N-isogenies, thus giving us a list of curves (up to twist) which have
images contained in a Borel subgroup. This allows us to reduce our search to a

finite number of curves and their twists.

2.2 Computing a,(F)(mod /)
We first do the computation for N = ¢, prime. Suppose we have that

pre s Gal(Q/Q) — GLy(Z/(Z)

has its image inside a Borel subgroup. Then we know that after conjugation (i.e.,

a change of basis), it has the property

x1(p) *
pE7€(FrObp) = )
0 xap)

where y1x2 = w, the ¢th cyclotomic character. Moreover, we know that a,(E) =

tr(pge(Frob,))(mod £)[7](§5.2). This gives us that

a,(E) = xa(p) + wx; ' (p)(mod ¢)



We are able to compute a,(mod ¢) by finding x = x;. If E has an /(-isogeny,
then it has f-torsion defined over some abelian extension of Q. We look at the
defining polynomial for the ¢-torsion subgroup over Q (which we call the ¢-torsion
polynomial), whose roots we know to be the z-coordinates of ¢-torsion points. We
then take the lowest degree factor and find the discriminant of its splitting field.
By factoring the discriminant, we can find the smallest s so that the splitting
field is contained in the cyclotomic field Q((s). We know such an s exists by the
Kronecker-Weber theorem (since these are abelian extensions). We then factor this
lowest degree polynomial factor in the cyclotomic field. Once we have a root, we
have an x-coordinate. We then put into the Weirstrass equation for the curve to
find the y-coordinate to get the point P. When we take (, to (!, it takes P to
mP for some 1 < m < ¢ with ged(¢,m) = 1. We then define x(i) = m. Then
using that w(Frob,) = p(mod /), we are able to compute a,(E)(mod ¢) using the
formula above.

In the case that we are dealing with an N-isogeny where N is composite, the
process is not very different. In the case that IV is 15 or 21, we use the same process
as above on the prime factors ¢; of N and then use the Chinese Remainder Theorem
to combine the resulting x;’s to compute x and then a,. In the case where N is
27, since we cannot use the Chinese Remainder Theorem, we simply find a point
of order 27 and use the same process as above.

Fiinally, let
An(E) = {p(mod $) such that a,(F) = 1(mod N)},

where § is the least common multiple of s (as above) and N. If Ay(E) = 0,

then N € Op(F), and we have found a finitely anomalous elliptic curve. Otherwise,

N ¢ Og(E).



Proposition 2.2 Let E be an elliptic curve over Q. Then Og(E) # () <= there

exists some N such that:

1. F has a cyclic rational N-isogeny.

2. An(E) = 0.

Proof. We know that in order to have a Borel obstruction, the curve must have
a Borel representation. These must have rational cyclic N-isogenies by the first
proposition. It is clear that if Ay (F) is empty, then we have N € Op(FE). Since
these are the only possible Borel obstructions, if Ay (FE) is non-empty, we have that

the set of obstructions would be empty. o

This gives us a way to find Borel curves which are finitely anomalous. These
are given in Table 1 in the first chapter. We illustrate this process via example in

the next section.

2.3 Example

We illustrate this process by an example. We use the Cremona tables to find a
curve of lowest conductor with an 11-isogeny. This is the curve of conductor 121
with Weirstrass equation y? + 2y = 2® + 22 — 2 — 7. The 11-torsion polynomial

factors in Q((y1) and the resulting torsion point P is

(_2@1 + 2C171 - Clﬁl - C151 + 2(111 - 2(?1 -3
12¢7) + 3¢, +2¢], + 10¢7, + 5¢H + 8¢ — 3¢ +9¢i +6 ¢ 1).

If we define 0;((11) = (iy,then we get the values for x(i) found in the following

table.



Table 2. Action of Sigma on the Torsion Point P

o | P| mP | x(i)
(o} P P 1
o9 | P| TP 7
o3 | P| 9P 9
o, | P| 5P 5
os | P| 3P 3
o¢ | P| 8P 8
g7 P P 6
og | P| 2P 2
Og P 4P 4
o | P|10P | 10




We then compute the values for a,(mod 11) using the formula, and we get the

following table.

Table 3. a, Table for Example

i = p(mod 11) | a,(mod 11)
1 2
2 1
3 2
4 8
) 1
6 6
7 9
8 6
9 9
10 0

In this example, Ay, (F) = {2,5}. Therefore, 11 ¢ Op(F), and this curve has

no other rational isogenies, thus we have Og(F) = () by the proposition.

2.4 Twisting

Now, once we have found the a, tables for each of the curves (see appendix A)
and thus found Opg(FE) for each one, we must also deal with the twists of these
curves.

In this paper we deal only with the case of quadratic twists, as most of the
curves of this type only admit quadratic twists (see appendix A). For curves with
other types of twists, one can find formulas for computing a, in [8].

Let D be a square-free integer and let Ep be the quadratic twist of a curve F

by a quadratic character xp = (£). Then [7] gives us that



This gives that twisting an elliptic curve will only change a, by a factor of £1.
Thus, if the a, table has no values which are either 1 or —1, we are guaranteed that
this will remain true for any twist of the curve. Thus, if a curve has an a, table
with no 1 or —1, it and all of its twists are finitely anomalous.

To deal with the curves which do have values of £1 in their a, tables, we must
consider twists which would flip the sign of those values, thus changing the curve
from finitely anomalous to potentially infinitely anomalous, or vice versa. The

following lemma shows that there are only finitely many such twists to check.

Lemma 2.3 Let x : (Z/sZ)* — (Z/NZ)* be a Dirichlet character. Suppose there

exists b € (Z/sZ)* and t|s so that

x(b) = x(a)(mod N)  for all a = b(mod t)
Then, the conductor of x divides t.
Proof. Proof 1: If x(b) = x(a)(mod N) for all a = b(mod t), then

1= (0)x " (a) = x(2)(mod V)

a

and,

Q| o

= 1(mod t).

Thus x(z) = 1(mod N) for all z = 1(mod t). This gives us that y is periodic
(mod t), and so the conductor of xy must divide ¢ as desired.

O

Suppose Ax(E) = {p1,...,pr} (possibly empty). Then we would wish to find a
character xp = (£) so that xp(a) = —1(mod N) for any a = p;(mod §) for some
1. By the lemma, we see that the conductor of yp must divide 5. However, this is

not enough. Suppose that {qo, ..., qx} are the set of congruences (mod m) so that

11



aq;(E) = —1(mod N). Then, we must also guarantee that xp(b) = 1(mod N) for
any b = ¢j(mod m) for some j. Otherwise, we might flip the sign of one of those
non-anomalous values making it anomalous for the twist. If we could successfully
do this, we would have found a twist Ep of E which is finitely anomalous, as
An(Ep) would now be empty.

We illustrate this via the following example:

Let E be the curve of conductor 50, class 2, curve 1 which has a 15-isogeny.
From the table of a, values (appendix A), we see that the curve is finitely anomalous
since Aj5(E) = 0. However, for p = 13(mod 15), we have a,(F) = —1(mod 15).
We are looking for a D so that (1%) = 1, so that the twist of the curve by yp will

remain finitely anomalous. We know that

|D| if D =1(mod 4)
cond(xp) =
4|D| if D = 2,3(mod 4)

Thus for this example we have that D = —3,5,or — 15. If D = —3, (I—S) =1
Therefore twisting by —3 gives us another finitely anomalous curve. However,
(%) = (5) = —1. Either of these would flip the —1 to 1, and thus those twists
would be infinitely anomalous.

The table containing the finitely anomalous curves and their twists is given in

chapter 1 and again in appendix A.

12



CHAPTER 3

SPLIT CARTAN SUBGROUP

3.1 Split Cartan Subgroups

In the split Cartan case we consider N = ¢, prime. In general, a split Cartan

subgroup C' of GLy(Z/(Z) is conjugate to one of the form

a 0
such that a,b € (Z/(Z)*

0 b

In the normalizer N of C, we also include the off-diagonal matrices. Given C|

a split Cartan subgroup of GLy(Z/¢Z), we have the following sequence
l1—C— N —Z/2Z — 1.

For a given curve E/Q, if we could find a subgroup G C N so that pg, has
image contained in G, we would need the determinant map from G to (Z/{Z)* to
be surjective (because of the Weil pairing [7]). If we could then show that G was
trace 1 free, and not a strict subset of C' (as this is already handled in the Borel

case), we would have ¢ € Og(F). Thus, we are looking for subgroups G C N with
e (5 is trace 1 free.
o |det(G)| =1 —1.

13



e G (.

G is not easy to get a handle on, so we first look at H = G N C. Consider the
following sequence:

GLNLN/C=Z/2Z

Then ker(¢poy) = GNC = H, and G/H < Z/27. Thus we have that [G : H]| < 2.
If [G: H] =1, we would have G C C. Therefore we need [G : H] = 2. This gives
us

l1—H—G—Z/2Z — 1

Then, we try to find an appropriate G which extends such an H.

Now, we consider H C C' such that
e H is trace 1 free.
o |det(H)| = (¢ —1) or G2,

Since H C C, we know that h € H has the form

hy 0
0 hs
If we take v € N C', then
. hy 0
Ty = = haip
0 M
Let
c:H — H

h — hﬁip

14



This gives us an action of Z/27Z on H, where 0 = id and 1 = . Through this

action we are able to further break down H so that we may search for obstructions.

3.2 The Subgroup H’

Define
H' = {h|o(h) = h} = {h|hy = ha2}
H~ = {hlo(h) = h™"} = {hlhy = hy"},
where o is the action from the previous section. We would like to have H = HTH ™,

however we cannot always guarantee this. We thus define H' = H*H~. We can

then define a map

H % H
(h1,he) — hihy!
Now, we wish to see which elements of H are actually in the image of ¢. In

other words, we wish to find h; € H* and hy € H™ so that h = hlhz_l. Consider

the following maps:

h — ho(h)
h — h~'o(h)
a 0
If h= , then

0 b

ab 0

ho(h) = € H'
0 ab

15



and

alb 0
h~to(h) = € H™
0 bla
We can now construct a map
H % H

Now consider
60 v(h) = d(ho(h),h™"a(h) = ho(h)o~ (W)h =
Moreover
b0 0, ha) = blhuhy ") = (huhy "o (hihs "), hahi o (")) = (3, 13)

This gives us that the squares are contained in the image of ¢.
Now, we have that
H/H' C H/H?,
and H/H? is isomorphic to one of 1,Z/27Z, or Z/2Z x Z/27. This gives us that
[H : H'] = 1, 2, or 4. We saw above that the determinants of H are either all of
(Z/lZ)* or the squares inside of it. We can then look at the determinants of H’,

which are either the squares or fourth powers in (Z/(Z)*.

Now, since H* C C = (Z/lZ)* x (Z/{Z)*, and we have that the diagonal

a 0
elements are equal, we can take HT = <

b 0
H™ = < > Then we have

0 bt
- < a 0 b 0 >
0 a 0 bt

16

>. Similarly we can take
0 a



3.3 Main Results

Theorem 3.1 Let E be an elliptic curve whose (mod () Galois representation has

image G contained in the normalizer N of a split Cartan subgroup C' of GLo(Z/lZ).
1. If { = 3(mod 4), then { & Og(FE).

2. If H € H=GnNC has determinants equal to the squares in (Z/UZ)*, then

(¢ Og(E).

3. If £ = 1(mod 8), then ¢ & Os(E).

Proof.
1. We have that
XS‘(W)(@) = XS_(£2)/W = XSplit(@?

where X1 (¢) is the set of all elliptic curves E whose (mod ¢) Galois repre-
sentations have their image contained inside the normalizer of a split Cartan

subgroup and w is the Artin-Lehrer involution.

Parent[3] tells us that if ¢ is not a square (mod4), that X, (¢) is trivial.
Therefore there are no elliptic curves whose (mod ¢) Galois representations

have images contained inside the normalizer of a split Cartan subgroup when

¢ = 3(mod 4).

2. For a general element h € H', we have

h = ' | =

Then we have that det(h) = a?.

17



Suppose that the determinants of H’ are the squares, and suppose a = g¢*

where g is a generator for (Z/¢Z)*. We know that (k, @) = 1 because a*

must generate the squares. Then we have

(¢—1) (-1

ord(a) = ord(g*) = V) ={—-1)or

If ord(a) = 52, then (k,¢ — 1) = 2, and thus & is even and 5! is odd. That

would give that ¢ = 3(mod 4), which is taken care of by the Parent[3] paper.

Thus, ord(a) = ¢ — 1, and a is a generator. Then we have that

g 0 b 0
H = : CH
0 g 0 bt
Then
— gt 0 ¥ o0 B g 0
0 ¢ 0 b7 0 g¢'b7

Then we have trace(h) = ¢g*(t/ +b77). Then for j = 0, we have that trace(h) =
g'. Since g is a generator we are guaranteed that we can find an element of H
with trace 1. Thus, there are no trace 1 free subgroups where the determinants

of H' are contained in the squares.

. If the determinants of H’ are the squares, this is handled by the previous
statement. Suppose that the determinants of H' are the fourth powers. Using
a similar argument as above, we see that ord(a?) = lle which gives us that
ord(a) = 51, Take a = ¢* and b = ¢*, where g is a generator for (Z/(Z)*.
Now, we have that for a general element h € H', trace(h) = g (g* + g=*).
When j = 0, we get that the trace is ¢?(2)(mod ¢). Now, as i goes from 1

to £ — 1, g* goes through all of the squares. If £ = 1(mod 8), we have that 2
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is a square (mod /), and therefore we would have that for some i, the trace

will be 1(mod ¢).

Conjecture 3.2 Let E be an elliptic curve whose (mod ¢) Galois representation
has image contained in the normalizer of a split Cartan subgroup of Glo(Z/lZ).
Then ¢ & Og(E).

The only thing left to prove is the case where ¢ = 5(mod 8) and the determi-
nants of H' are the fourth powers in (Z/¢Z)*, as then we will have dealt with all
primes ¢ which are either 1 or 3(mod 4). Again, there could potentially be some

composite obstructions, but the theory is still being developed to handle this case.
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APPENDIX A

DATA FOR BOREL CURVES

This appendix contains various tables containing the data for curves whose
(mod N) Galois representations have images contained in a Borel subgroup. As
outlined in the example in chapter 1, the a,(mod N) values were computed for
congruences (mod §), where § is the least common multiple of the isogeny, N, and
s, the conductor of the cyclotomic field where the torsion point lives. However, for
the sake of condensing the tables of a, values, we take the congruences (mod 3)
and reduce them to give congruences (mod NN). Then, rather than a single value
for a, for that congruence, we have a list of all of the a, values whose p(mod 3)
reduce to that congruence (mod N). The table of finitely anomalous curves and
their finitely anomalous twists is given again for completeness.

The reader may also note that we had to deviate from the standard Cremona
notation for elliptic curves. The first number is the conductor of the curve. The
second number corresponds to its isomorphism class, which is classically given as
a letter of the alphabet. However, since some of these curves had classes beyond
the number 26, it was necessary to refer to them by number instead of letter. The
third number is the curve from that isomorphism class. The reader will note that
we always chose the first curve in the class. As an example, E:121-A is referred to

as E:121,1,1 in our notation.
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Table 4. a, Table For Curves With An 11-Isogeny

E121,1,1 E:121,2,1 E:121,3,1
p(mod 11) | ap values || p(mod 11) | a, values | p(mod 11) | a, values
1 2 1 2 1 2
2 -1 2 0 2 1
3 2 3 10 3 2
4 8 4 7 4 8
) 1 ) 8 5 1
6 6 6 0 6 6
7 9 7 0 7 9
8 6 8 0 8 6
9 9 9 6 9 9
10 0 10 0 10 0

Table 5. a, Table For Curves With A 15-Isogeny

E:50,1,1 E:50,2,1
p(mod 15) | a, values || p(mod 15) | a, values
1 2 1 2
2 12 2 3
4 5) 4 5)

7 2 7 8
8 6 8 9
11 12 11 12
13 11 13 14
14 0 14 0
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Table 6. a, Table For Curves With An 17-Isogeny

E:14450,14,1 E:14450,16,1
p(mod 17) | ap values | p(mod 17) | a, values
1 0,2,15 1 0,2,15
p 3,4,13, 14 P 3,4,13, 14
3 2,5,12,15 3 2,5,12,15
4 5,12 4 5,12
5 2,4,13,15 5 2,4,13,15
6 4,5,12,13 6 4,5,12,13
7 3,6,11, 14 7 3.6,11, 14
8 6,8,9,11 8 6,8,9,11
9 2,7,10,15 9 2,7,10,15
10 5,7,10,12 10 5,7,10,12
11 1,3,14,16 11 1,3,14,16
12 1,8,9,16 12 1,8,9,16
13 3,14 13 3,14
14 3,8,9,14 14 3,8,9,14
15 1,5,12,16 15 1,5,12,16
16 0,8,9 16 0,8,9
E:14450,37,1 FE:14450,38,1
p(mod 17) | a, values | p(mod 17) | a, values
1 0.2,15 1 02,15
2 3,4,13,14 2 3,4,13,14
3 2,5,12,15 3 2,5,12,15
4 5,12 4 5,12
5 2,4,13,15 5 2,4,13,15
6 4,5,12,13 6 4,5,12,13
7 3,6,11, 14 7 36,11, 14
8 6,8,9,11 8 6,8,9,11
9 2.7,10,15 9 2.7,10,15
10 5,7,10,12 10 9,7,10,12
11 1,3,14,16 11 1,3,14,16
12 1,8,9,16 12 1,8,9,16
13 3,14 13 3,14
14 3,8,9,14 14 3,8,9,14
15 1,5,12,16 15 1,5,12,16
16 0,8,9 16 0,8,9
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Table 7. a, Table For Curves With A 19-Isogeny

E:361,1,1
p(mod 19) | a, values
1 2
2 0
3 0
4 15
5 18
6 10
7 3
8 0
9 13
10 0
11 14
12 0
13 0
14 0
15 0
16 8
17 12
18 0

Table 8. a, Table For Curves With A 21-Isogeny

E:162,2,1 £:162,3,1
p(mod 21) | a, values || p(mod 21) | a, values
1 2,20 1 2,20
P 3,15 2 6,18
4 5,11 4 5,11
5 0,6,15 5 0,6,15
8 6,9 8 12,15
10 11,14,17 10 11,14,17
11 12,18 11 3,9
13 2,5,14 13 2,5,14
16 8,17 16 8,17
17 0,3,18 17 0,3,18
19 8,14, 20 19 8,14,20
20 0,9,12 20 0,9,12
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Table 9. a, Table For Curves With An 37-Isogeny

E:1225,5,1 E:1225,6,1

p(mod 37) ap values p(mod 37) ap values
i 0,22, 1,35, 2,36, 15 1 0,22, 1,35, 2,36, 15
2 34,1,36,3,6,7,25,9,28, 12, 30, 31 2 34,1,36,3,6,7,25,9,28, 12, 30, 31
3 1,18, 36,19, 4, 23, 24, 25,12, 13, 14, 33 3 1,18, 36,19, 4, 23, 24, 25, 12, 13, 14, 33
4 34, 18,19, 3, 5,8, 9, 27, 10, 28, 29, 32 4 34,18, 19, 3, 5, 8, 9, 27, 10, 28, 29, 32
5 17,35, 2,20, 4, 6, 24, 8, 29, 13, 31, 33 5 17, 35, 2, 20, 4, 6, 24, 8, 29, 13, 31, 33
6 12,25,7,18, 30, 19 6 12,25, 7,18, 30, 19
7 1,36,4,22,5,7,8,29, 30, 15, 32, 33 7 1,36,4,22,5,7,8,29, 30, 15, 32, 33
8 33,4,5,28,9,32 8 33,4, 5,28,9,32
9 22, 5,23, 25,26, 27, 10, 11, 12, 14, 32, 15 9 22, 5,23, 25,26, 27, 10, 11, 12, 14, 32, 15
10 0,17, 20, 22, 26, 11, 15 10 0,17, 20, 22, 26, 11, 15
11 0,23,12, 14, 25, 28, 9 11 0,23,12, 14, 25, 28, 9
12 29,1,2,35,36,8,9, 11, 13, 24, 26, 28 12 29,1,2, 35,36, 8,9, 11, 13, 24, 26, 28
13 35,2,5,22,23,7,8,29,30, 14,15, 32 13 35,2,5,22,23,7,8,29,30, 14, 15, 32
14 33,22, 4,15, 18, 19 14 33,22, 4, 15, 18, 19
15 4,21,23,7,9,27, 10, 28, 30, 14, 33, 16 15 4,21,23,7,9,27, 10, 28, 30, 14, 33, 16
16 17,1, 18, 36, 19, 20, 21, 6, 27, 10, 31, 16 16 17,1, 18, 36, 19, 20, 21, 6, 27, 10, 31
17 35,18, 2, 19,22, 24, 8, 26,11, 29, 13, 15 17 35,18,2,19,22,24, 8,26, 11,29, 13,15
18 34,18, 1, 36, 19, 3, 21, 9, 27, 10, 28, 16 18 34,1, 18, 19, 36, 3, 21, 9, 27, 10, 28, 16
19 31,3,34,6,14,15,17, 18, 19, 20, 22, 23 19 31,3,34,6,14, 15, 17, 18, 19, 20, 22, 23
20 29,3,4,33,34,8,11, 12, 16, 21, 25, 26 20 29,3,4,33,34,8,11, 12, 16, 21, 25, 26
21 34,1, 36, 3,22, 23,6, 9, 28, 14, 31, 15 21 34,1, 36, 3, 22, 23, 6, 9, 28, 14, 31, 15
22 17,20, 22, 5, 23, 24, 27, 10, 13, 14, 32, 15 22 17,20, 22, 5, 23, 24, 27, 10, 13, 14, 15, 32
23 34,13, 24, 3, 16, 21 23 34,13, 24, 3, 16, 21
24 21,5,7,25,26,27,10, 11, 12, 30, 32, 16 24 21,5,7,25,26,27,10, 11, 12, 30, 32, 16
25 17,20, 4, 6, 25, 8, 26, 11, 29, 12, 31, 33 25 17,20, 4, 6,25, 8, 26, 11, 12, 29, 31, 33
26 0,2, 35,27, 17,20, 10 26 0,2,35,27, 17, 20, 10
27 0,16, 28,29, 8,9, 21 27 0,16, 28, 29, 8, 9, 21
28 35,2,21,23,7, 8,27, 10, 29, 30, 14, 16 28 35,2,21,23,7, 8,27, 10, 29, 30, 14, 16
29 24,13, 17,7, 30, 20 29 24,13, 17, 7, 30, 20
30 21,5,6,24,7,26,11, 13, 30, 31, 32, 16 30 21,5,6,24,7,26,11, 13, 30, 31, 32, 16
31 34,35,2,3,5,32 31 34,35,2,3,5,32
32 1,36,4,24,25,26,9,11, 28, 12, 13, 33 32 1,36,4,24,25,26,9,11,28, 12, 13, 33
33 34,17, 18, 19, 3, 20, 23, 7, 26, 11, 30, 14 33 34,17, 18, 19, 3, 20, 23, 7, 26, 11, 30, 14
34 34, 35,2, 3,4, 6,24, 27, 10, 13, 31, 33 34 34, 35,2, 3, 4, 6,24, 27, 10, 13, 31, 33
35 1,2,31,32,5, 35, 6,36, 17, 18, 19, 20 35 1,2,31,32,5, 35, 6,36, 17, 18, 19, 20
36 0,12, 25, 16, 6, 31, 21 36 0,12, 25, 16, 6, 31, 21

E:14450,37,1 E:14450,38,1

p(mod 37) ap values p(mod 37) ap values
1 0,22, 1,35, 2,36, 15 1 0,22, 1,35, 2, 36, 15
2 34,1,36,3,6,7,25,9,28, 12, 30, 31 2 34,1, 36,3,6,7,25,9,28,12, 30, 31
3 1,18, 36, 19, 4, 23, 24, 25, 12, 13, 14, 33 3 1,18, 36, 19, 4, 23, 24, 25, 12, 13, 14, 33
4 34,18, 19, 3, 5, 8, 9, 27, 10, 28, 29, 32 4 34,18, 19, 3, 5, 8, 9, 27, 10, 28, 29, 32
5 17,35, 2,20, 4, 6, 24, 8, 29, 13, 31, 33 5 17,35, 2,20, 4, 6, 24, 8,29, 13, 31, 33
6 12,25, 7,18, 30, 19 6 12,25, 7,18, 30, 19
7 1,36,4,22,5,7,8,29,30, 15,32, 33 7 1,36,4,22,5,7,8,29,30, 15, 32, 33
8 33,4, 5, 28,9, 32 8 33,4, 5, 28,9, 32
9 22, 5,23, 25, 26, 27, 10, 11, 12, 14, 32, 15 9 22, 5,23, 25, 26, 27, 10, 11, 12, 14, 32, 15
10 0,17, 20,22, 26, 11, 15 10 0,17, 20,22, 26,11, 15
11 0,23, 12, 14, 25, 28, 9 11 0,23, 12, 14, 25, 28, 9
12 29,1,2,35,36,8,9,11, 13, 24, 26, 28 12 29,1,2,35,36,8,9,11, 13, 24, 26, 28
13 35,2, 5,22,23,7, 8,29, 30, 14, 15, 32 13 35,2, 5,22,23,7, 8,29, 30, 14, 15, 32
14 33,22,4,15,18, 19 14 33,22,4,15,18,19
15 4,21,23,7,9,27, 10, 28, 30, 14, 33, 16 15 4,21,23,7,9,27, 10, 28, 30, 14, 33, 16
16 17,1, 18, 36, 19, 20, 21, 6, 27, 10, 31, 16 16 17,1, 18, 36, 19, 20, 21, 6, 27, 10, 31
17 35,18, 2, 19,22, 24, 8, 26, 11, 29, 13, 15 17 35,18,2,19,22,24, 8,26, 11,29, 13,15
18 34,18, 1, 36, 19, 3, 21, 9, 27, 10, 28, 16 18 34,1, 18, 19, 36, 3, 21, 9, 27, 10, 28, 16
19 31,3, 34,6, 14, 15, 17, 18, 19, 20, 22, 23 19 31,3,34,6,14, 15, 17, 18, 19, 20, 22, 23
20 29,3, 4,33,34,8, 11, 12, 16, 21, 25, 26 20 29,3, 4,33,34,8, 11, 12, 16, 21, 25, 26
21 34,1, 36, 3, 22, 23, 6, 9, 28, 14, 31, 15 21 34,1, 36, 3, 22, 23, 6, 9, 28, 14, 31, 15
22 17,20, 22, 5, 23, 24, 27, 10, 13, 14, 32, 15 22 17,20, 22, 5, 23, 24, 27, 10, 13, 14, 15, 32
23 34,13, 24, 3, 16, 21 23 34,13, 24, 3, 16, 21
24 21,5, 7, 25,26, 27, 10, 11, 12, 30, 32, 16 24 21,5, 7,25,26,27, 10, 11, 12, 30, 32, 16
25 17,20, 4, 6, 25, 8, 26, 11, 29, 12, 31, 33 25 17,20, 4, 6, 25, 8, 26, 11, 12, 29, 31, 33
26 0,2, 35,27, 17, 20, 10 26 0,2,35,27,17, 20, 10
27 0,16, 28,29, 8,9, 21 27 0,16, 28,29, 8,9, 21
28 35,2,21,23,7, 8,27, 10, 29, 30, 14, 16 28 35,2,21,23,7, 8,27, 10, 29, 30, 14, 16
29 24,13,17,7, 30,20 29 24,13,17,7, 30,20
30 21,5,6,24,7,26,11, 13, 30, 31, 32, 16 30 21,5,6,24,7,26,11, 13, 30, 31, 32, 16
31 34,35,2, 3, 5,32 31 34,35, 2,3, 5,32
32 1,36,4,24,25,26,9,11, 28,12, 13, 33 32 1,36,4,24,25,26,9,11,28,12,13, 33
33 34,17,18,19, 3, 20, 23, 7, 26, 11, 30, 14 33 34,17, 18, 19, 3, 20, 23, 7, 26, 11, 30, 14
34 34, 35,2, 3,4, 6,24, 27, 10, 13, 31, 33 34 34, 35,2, 3,4, 6,24, 27, 10, 13, 31, 33
35 1,2,31, 32,5, 35,6, 36,17, 18, 19, 20 35 1,2,31, 32, 5, 35, 6, 36, 17, 18, 19, 20
36 0,12, 25, 16, 6, 31, 21 36 0, 12,25, 16, 6, 31, 21




Table 10. a, Table For Curves With A 43-Isogeny

F:1849,1,1
p(mod 43) | ap values | p(mod 43) | a, values
1 2 22 0
2 0 23 7
3 0 24 28
4 39 25 33
5 0 26 0
6 29 27 0
7 0 28 0
8 0 29 0
9 37 30 0
10 30 31 34
11 42 32 0
12 0 33 0
13 3 34 0
14 20 35 22
15 19 36 12
16 8 37 0
17 5) 38 18
18 0 39 0
19 0 40 26
20 0 41 32
21 27 42 0
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Table 11. a, Table For Curves With A 67-Isogeny

F:4489,1,1
p(mod 67) | ap values | p(mod 67) | a, values | p(mod 67) | a, values
1 2 23 ) 45 0
2 0 24 30 46 0
3 0 25 57 47 11
4 63 26 39 48 0
5 0 27 0 49 53
6 52 28 0 50 0
7 0 29 7 o1 0
8 0 30 0 02 0
9 61 31 0 53 0
10 43 32 0 o4 45
11 0 33 20 95 32
12 0 34 0 o6 31
13 0 35 41 o7 0
14 18 36 12 o8 0
15 44 37 58 59 13
16 8 38 0 60 46
17 66 39 42 61 0
18 0 40 48 62 28
19 3 41 0 63 0
20 0 42 0 64 o1
21 34 43 0 65 27
22 50 44 0 66 0
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Table 12. Finitely Anomalous Borel Curves

Conductor | Class | Curve || Finitely Anomalous Twists
121 2 1 No Twists
50 1 1 All Twists
50 2 1 Twist by —3
361 1 1 Twist by —19
162 2 1 Twist by —3
162 3 1 Twisty by —3
1849 1 1 Twist by —43
4489 1 1 Twist by —67
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APPENDIX B

ELLIPTIC CURVE CRYPTOGRAPHY

In the mid 1980’s, Neal Koblitz and Victor Miller proposed a variation of the
discrete logarithm problem (as is used in the Diffie-Hellman algorithm), which used
elliptic curves as the main tool of the system.

Consider the process of taking an element a € F, and raising it to the n'®
power, ie, a”(modp). For a particular b € (a), the cyclic subgroup generated by a,
we have the b = a*(mod p) for some k < ord(a). The key observation which made
this a good tool for a cryptosystem is that computing a*(modp) is very easy if we
have a and k, but given only a and b, finding the power k such that b = a*(mod p)
is very difficult when p and k are sufficiently large. This is the discrete logarithm
problem over I,

For the elliptic curve systems, the idea is very similar. In this paper we look at
elliptic curve cryptosystems when the new base field of the curve is taken to be [,
and p is a prime number. Other systems use base fields [F, where ¢ is a prime power
or a power of 2. Given an elliptic curve over Q with equation y?> = 2® + ax + b,
we can then look at the curve over F,. That is, we have the points (z,y) where
z,y € F,, remembering to include the base point (or point at infinity) 0. We

denote the set of points of E living in F, by E(F,). Under the special addition of
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points on elliptic curves, we define for a positive integer n,

m|P=P+P+..+P

n times

Now, for a point P on the curve E, we can take the cyclic subgroup of E(IF,)
generated by P. For a point @) € (P), we have that @) = [k]P for some k. Similar
to the discrete log problem above, it is easy to compute [k]P given P and k, but
it is extremely difficult to find & if we are simply given ) and P if the order of the
point P and k are sufficiently large.

However, these systems, like all cryptosystems, are subject to certain attacks.
We will call a pair (F, p) an anomalous pair if p is an anomalous prime for the curve
E. Nigel Smart, in 1999 wrote [9], showing that if the cryptosystem used such an
anomalous pair, the elliptic curve discrete logarithm problem can be solved in linear
time. For this reason, using a finitely anomalous elliptic curve and avoiding its set
of anomalous primes gives a much more secure system. Thus, finding such curves

is important for computer scientists and cryptographers.
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