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his article is the first in a series about electronic dis-

covery in bankruptcy. It addresses the basics of elec-

tronic discovery, including history, rules and

resources. Future articles will apply electronic discov-
ery principles to bankruptcy law practice, review current tech-
nologies that can assist with electronic discovery before and dur-
ing litigation and discuss examples where the failure to proper-
ly handle the electronic discovery process properly in bankrupt-
Cy cases resulted in sanctions and the lessons that can be learned
from these cases.

Introduction

With the series of five decisions in Zubulake v. UBS Warburg?
and the revisions to the Federal Rules of Civil Procedure (FRCP)
in 2006, it is fair to say that the legal world entered the electronic
age in 2007, particularly as it involves the collection, preservation
and use of information in digital form.2° Estimates indicate that
between 95 — 99 percent of the information that is being creat-
ed today is being generated in electronic form. Moreover, stud-
ies suggest that as much as 70 percent of this information will
never be reduced to paper or other hard copy format. Electronic
discovery is not a luxury; it is a necessity in order to glean the
information that will be needed to build a case for litigation.
The importance of digital assets is clear — and commentary indi-
cates that many corporations that are faced with ongoing litiga-
tion are not only proactively preparing for electronic discovery
but also adopting an enterprise-wide approach to information
management. Another essential point is that there is a natural
lifecycle to information.

Clients, counsel, judges and bankruptcy trustees need to
understand the requirements for how to handle electronically
stored information (ESI), as articulated under the revisions to the
FRCP and by evolving case law. Other rules may also be relevant,
including the Federal Rules of Evidence, various state court rules
and the ABA Model Code of Professional Responsibility (as
adopted by each state), as well as federal and state statutes on the
privacy of various types of personal, financial, health and gov-
ernment information. Proper handling of electronically stored
information is particularly important in order to defend against
a claim of spoliation and to avoid being subject to some of the
increasingly significant sanctions that are being imposed. This
paper provides a framework for understanding electronically
stored information and where it might be located, discusses a
model of the steps in collecting and preserving electronically
stored information, offers some sample preservation letters and
considers the risks of spoliation and sanctions.

Depending on the complexity of a client or third-party’s com-
puter systems and networks and on the amount of electronical-
ly stored information that needs to be collected, preserved,
processed and presented, it may be necessary and prudent to uti-
lize the services of a computer forensics expert or a vendor that
offers electronic discovery services. This is particularly true as
many companies, organizations and individuals turn to cloud
computing and Software as a Service (SaaS) vendors to run their
software and to manage their confidential information.
Likewise, mobile devices, collaborative computing environments
and social networking sites may mean that an even larger array
of potential sources for electronically stored information must be

identified, protected and analyzed. Fortunately, the products
and technology that can be deployed as part of an electronic dis-
covery process continue to advance and improve, which will
hopefully reduce the time and expense of the process and miti-
gate the risks of human error, especially for the most labor-inten-
sive stages of the process. A computer forensics expert can be
particularly effective in gathering electronically stored informa-
tion that may have been intentionally or inadvertently altered
and in reconstructing a digital footprint of what transpired.

Defining the Concept of Electronic Discovery

According to Lange and Nimsger, electronic discovery is
defined as the “application of litigation discovery to electronic
documents and data including email, Web pages, word process-
ing files, computer databases, and virtually anything that is
stored on a computer.” Lange and Nimsger further clarify the
definition by noting that documents and data are “electronic if
they exist in a medium that can only be read through the use of
computers.” They note that such media include cache memory,
magnetic disks, such as computer hard drives or floppy disks,
optical disks, such as DVDs or CDs, and magnetic tapes.® Cornick
states that “electronic discovery refers to the process of produc-
ing and receiving litigation documents in electronic format.”
Another source defines electronic discovery as “a multi-step
process of actively managing, locating and making relevant ESI
available for legal, regulatory or compliance reasons.” Itis thus
important to point out that electronic discovery is not limited to
litigation or civil law cases.

One important principle behind the revisions to the Federal
Rules of Civil Procedure and corresponding changes to state
court rules is the desire to consolidate electronic discovery into
as streamlined and timely a process as possible. The Zubulake v.
UBS Warburg decisions were significant in identifying the ongo-
ing duties of counsel, especially related to the preservation of a
client’s information, the factors to be used in determining
whether to shift costs from the producing party to the request-
ing party and a suggested method for analyzing whether elec-
tronically stored information is accessible versus inaccessible.
More recently, in Pension Committee of the University of Montreal
Pension Plan, et al. v. Bank of Am. Secs., LLC,*Judge Scheindlin
repeated the duty to preserve, described preservation obliga-
tions and outlined how to determine the level of culpability (neg-
ligence, gross negligence, willfulness) when there is discovery
misconduct.® Another overarching theme is the expectation that
opposing counsel will work cooperatively to develop an elec-
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tronic discovery plan. An essential facet of electronic discovery
is that clients, counsel, third-party vendors and others must act
in good faith as well as take reasonable steps to prevent the loss,
corruption, or deletion of potentially relevant electronically
stored information (ESI) and to be able to document those steps.
For example, as stated in the Court of Chancery Guidelines for
Preservation of Electronically Stored Information (Delaware),
“[w]hat steps will be considered reasonable will vary from liti-
gation to litigation. In most cases, however, a party and its coun-
sel (in-house and outside) should:

e Take a collaborative approach to the identification, location
and preservation of potentially relevant ESI by specifically includ-
ing the discussion regarding the preservation processes an appro-
priate representative from the party’s |
technology function (if applicable);

* Develop written instructions for !
the preservation of EST and distribute
those instructions (as well as any
updated, amended or modified
instructions) in the form of a litigation-
hold notice to the custodians of poten- |
tially relevant ESI;

° Document the steps taken to pre- |
vent the destruction of potentially rel-
evant ES1.”?

Types of Data or Materials
Included in “Electronically
Stored Information” (ESI)

The term “electronically stored
information” or ESI was chosen to
encompass not only current informa- i
tion technology, but also to allow for 11
new technology in the future. This
term was also selected to make it clear
that the intent of the discovery process |
is that parties be allowed to cast a fair- ‘
ly wide net when thinking about &
requests for information that might be relevant to a case, at least
at the beginning stages of a matter, and when considering a
party’s duty to preserve. As stated by Cornick, ESI is “a term of
art and it is intentionally referred to extremely broadly by the
FRCP so that any new form of electronic information will be cov-
ered by the rules.”” Various kinds of ESI that might be discover-
able include email, RAM, text messages, chat rooms, message
boards, social networking sites, sound recordings and data from
any digital device capable of storing information.” Note that the
language from FRCP Rule 34(a)(1)(A), incorporated by refer-
ence in the bankruptcy rules through FRBP 7034, that parties can
request “any designated documents or electronically stored infor-
mation — including writings, drawings, graphs, charts, photo-
graphs, sound recordings, images, and other data or data com-
pilations — stored in any medium from which information can be
obtained either directly or, if necessary, after translation by the
responding party into a reasonably usable form.” As stated by
Lange and Nimsger, Rule 34(a) “was specifically amended to
expressly recognize ESI as a type of discoverable information”
and that “any reference to documents should be understood to
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include ESTunless it is expressly stated otherwise.” Itisimpor-
tant to note that requesting parties now can test or sample mate-
rials requested under the rule, in addition to the former right to
inspect and copy, although testing and sampling is
not a routine right.* Another point to remember is that the
language of the revised FRCP moves beyond a narrow concept
of “data compilations” to include all types of electronically
stored information.

How Does E-Discovery Differ from Traditional Methods
of Discovery?
The basic principles that have always operated in the discov-
ery process have not changed with the revisions to the FRCP or
wswesmzananns  Che inclusion of electronically stored
AR information in the set of what can be
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process. Although attorneys might think
FONTERO AR SR about casting a wide net at the outset of
g2 n‘; "‘,“%!“‘:,\"; litigation in terms of the material that
h. 2. 1 might be requested from the opposing
 party as well as the duty of their clients
| to preserve material, the traditional
| limitations on what is truly discoverable
will still apply. These limitations
include, but are not limited to, the best
. evidence rule, foundation and authenti-
cation requirements, hearsay, the attor-
ney-client privilege and the attorney
work-product doctrine, relevancy and
reasonableness. Some new twists in the
discovery process that have been intro-
. duced through the revisions to the FRCP,
the Zubulake case and more recent deci-
sions and the changing nature of tech-
! nology are:
e The multitude of places where ESI
may be stored — not just a file cabinet
" * The ongoing duties of counsel, espe-
cially with respect to issuing and overseeing litigation holds
e The sheer volume of material that must be preserved and
reviewed prior to production
e Therisk that information that could have —and should have
- been protected under the attorney-client privilege or as attor-
ney work-product will be inadvertently produced
* The expense of the electronic discovery process, especially
when thinking about clients in a bankruptcy proceeding who
may have limited resources
* Native versus image formats - spreadsheets and databases as
example, to allow the requesting party to conduct searches and
analysis. For a spreadsheet, the requesting party might want to
be able to see the formulas and any hidden cells, which would not
be apparent if provided only with the final financial report as a
stand-alone file or printed/scanned (PDF). Also beware of
redacting — which can often be manipulated through software
features to reveal the information.
e The increasing harshness of sanctions for spoliation and for
failure to participate in good faith in the development of an elec-
tronic discovery plan




° The reality that many attorneys are not prepared for — or even
aware of — electronic discovery

° The fact that the electronic discovery industry as a whole is
still in its infancy — with many more robust technologies still to
be developed

* Portable devices, home computers and any other places
where parties may be storing information.

° Email messages and other places
where information might be located that
counsel, trustees and clients may not even
think of (photocopiers as example)

e Although The Sedona Conference and
other groups have attempted to outline
best practices, there is still no standard-
ized approach for how to handle an elec-
tronic discovery process

e Clients may be ill-prepared to deal
with an electronic discovery process, espe-
cially clients in bankruptcy proceedings

e Electronically stored information is
fragile and can be altered even by booting
up the computer

* There may be a lack of clarity on some
issues, such as when information is rea-
sonably accessible versus when it is inaccessible

* The need to hire outside consultants and experts, including
computer forensics experts

* The decision on how much of an electronic discovery process
should be handled in-house by the client versus outsourced to an
electronic discovery vendor — and the selection and ongoing
oversight of that vendor

* Metadata and the duty to preserve it in a way that links it
with its corresponding files. Metadata is data about data and is
generated automatically by nearly any software, including
Microsoft Word, without the user even being aware of it. Some
of the metadata is also created by settings that the user chooses,
such as Track Changes. Metadata is a rich repository for elec-
tronically stored information and most courts will insist that
files either be produced in native format with the metadata intact
or that any documents produced (on paper, for example) are
matched with corresponding metadata.

VOLUME

* The opportunity to use sampling and testing

* The requirements for a meet-and-confer conference and for
opposing counsel to cooperatively develop an electronic dis-
covery plan

* The safe harbor provision and whether the client has a doc-
ument retention policy that it is following consistently

e Clawback and quick peek agreements

* The short timelines and deadlines for some of the require-
ments in an electronic discovery process, including the timing
of the meet-and-confer conference and the scheduling order

° New training and certification opportunities in electronic
discovery

Resources for Learning More about Electronic Discovery
One excellent guide for explaining the process of discovery is

the Electronic Discovery Reference Model (EDRM)." An impor-

tant point about the EDRM is that it illustrates that electronic dis-

_

covery is an iterative process, especially in the middle stages.
Note especially how the arrow moves between preservation, col-
lection, processing, review and analysis. Another consideration
is that some technologies, such as de-duplication and filtering,
may reduce the set of information that then has to be reviewed
prior to production by as much as 75 percent.

Another excellent resource for learning more and staying cur-

=
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rent on electronic discovery is The Sedona Conference.®® As stat-
ed on its website, “[t]he Sedona Conference exists to allow lead-
ing jurists, lawyers, experts, academics and others, at the cutting
edge of issues in the area of antitrust law, complex litigation, and
intellectual property rights, to come together - in conferences and
mini-think tanks (Working Groups) - and engage in true dia-
logue, not debate, all in an effort to move the law forward in a
reasoned and just way.”” The Sedona Conference has been a
leader in the electronic discovery movement, having promul-
gated principles and guidelines related to electronic discovery
that pre-date the revisions to the Federal Rules of Civil
Procedure.® Although not binding on courts, the 14 principles
and commentary from The Sedona Conference have become an
important guideline and may be used as a standard for best prac-
tices when determining if an electronic discovery process has
been handled appropriately. The Sedona Conference continues
to provide publications, conferences, institutes, working groups
and other initiatives in support of electronic discovery as well as
specialized and complex areas of the law.

One of the best resources for information on electronic dis-
covery is the K&L Gates website. Its database provides case sum-
maries, updates on rules and regulations and current news about
electronic discovery matters.” The law firm is embarking on a
project to classify the more than 1,800 cases in its database
according to EDRM standards and the cases will be searchable by
EDRM classification.” Another excellent source for case sum-
maries, rules and statutes and other materials is Kroll Ontrack.?

Because of the complexity of the world of digital evidence and
the various places that electronically stored information might
belocated, an important step in any electronic discovery process
will be to issue preservation letters — to clients, to opposing par-
ties and to third parties — to any person, company or organization
that could have electronically stored information which might be
relevant to the case. Two sample preservation letters are avail-
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able from Kroll Ontrack — one for the client and the other for an
opponent or third party.?»* Note some of the preservation obli-
gations outlined on pages 1-2, including the duty to discontinue
all data destruction and backup tape recycling policies per FRCP
Rule 37(e).? In the section Description of Data Sought, note how
many different types of data are covered and that the sources of
the data include computer systems, removable media and other
locations. Notice that in addition to electronic files of various
kinds, the preservation letter covers hardware, emails, Internet
web activity (remember social media sites and collaborative com-
puter environments), activity logs and supporting information.

The party receiving a preservation letter has the responsibili-
ty to disseminate the information to its employees (especially its
IT staff and any key employees who were involved in a matter)
and for monitoring compliance with all of the terms outlined in
the preservation letter. Pages 4-5 of the sample preservation let-
ter describe the expectations regarding data preservation for
both online and offline data storage devices. Other important
aspects of the preservation phase of an electronic discovery
process that will help a party or attorney to defend against a
claim of spoliation include using an activity log, securing a mir-
ror image of any storage media and providing a chain of custody
for each piece of media that is being preserved. Note that preser-
vation obligations and appropriate protocols extend to elec-
tronically stored information that is created even after the letter
isreceived. In other words, there may be an ongoing duty to con-
tinue to preserve electronically stored information that the client
or third party creates in the future.

Conclusions

Electronic discovery has become a mainstay of law practice and
should be a mainstay of trustee practice. Although the process of
electronic discovery may seem daunting, there are many resources
that can be consulted for a more complete understanding of each
stage of the process and where the potential risks might be. Asthe
electronic discovery industry evolves, the technology offered by
vendors will evolve to provide more innovative solutions designed
to reduce costs and minimize the chances for human error and the
spoliation of evidence. As more cases are decided, there will be
more guidance available on some issues related to electronic dis-
covery that may not be clearly resolved at this point, but there will
also be a greater expectation from courts that attorneys, clients and
bankruptcy trustees will handle the process in keeping with the
rules, tools and best practices. i
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