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Design of secure privacy-preserving data aggregation 

scheme for wireless sensor network 
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Abstract: A secure privacy-preserving data aggregation (SPPDA) scheme was proposed to preserve data privacy and in-

tegrity during data aggregation in wireless sensor network. Firstly, a complex number is composed from the private factor 

of the nodes and the original data; then the complex number is encrypted with homomorphic encryption method,which 

can realize the data aggregation in the case of not decrypt ciphertext. Also,the reliability of date is ensued by using integ-

rity verification method based on complex.Theoretical analysis and simulation results show that computational cost and 

communication overhead of the SPPDA are less, and accuracy of data aggregation results is high. 
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�(8)6�(11)x�/]� iPDA6 IPHCDA/SPPDA

�ô%����
>%%W 

4.4  ��� 

Û�%¾
$
&ÝÞV³÷2f�J%�J/

a
��ÝÞ��%ºÅl&¢W!ïýþ�/¾


$� 1W�Õ/��#$$��ÆÇ/���73

Ð.G��ðñ�òó��ôPýþ/¾
$º»%

� 1W� 4õ�ð SPPDA�IPHCDA6 iPDA%¾


$ÂÃV³WÔ� 4 x�/SPPDA XYÝÞ3°±

R�Õö�÷s/ÔQøöÎwxyÓe/SPPDA

%¾
$ê� IPHCDA/m
´� IPHCDAõï

F�/x�Ð¤¼¦.À/̀ ùúG��ðñ6òóW

iPDA 4?¤±%��]^��%[\�/�¤±g

hi/��±��ðñÕ.Gòó/û0¾
$]�

�0� 2Å��F&W� 4i¾
$%Qø�üA/

�ê�w
X3°±%R�ÕR�%We�üA%É

´
��������%#$��Ø/%/��ý¿

ðñ3/+,4�%
þà����/0��3°î

uÍ�ºs%ü
s�W 

 

� 4  SPPDA�IPHCDA� iPDA��� 



�160� �  	  
  � � 35 

 

4.5  ��� 

IPHCDA��4?¤+%����Vø/+,

p«+�+,%��;à�ÝÞ/8ÝÞV³��

MACJ/+,%MACJ�w�%ghi÷0�+

,%MACJà��o��/> ¿æ sink+,W

sink +,#gp«¿% MAC J5�	��%�ã

�W�Õ¦��Ù��	ÝÞV³w�b sink+,

%�ã�/���	�ÝÞXY+�+,��.À

¿+,3%�ã�/x�ÐOP)*+,�ÝÞ+

,�}����/sink+,W����%ýþW8

� iPDA/���ã�4� 2 Åü]I%ÝÞeà

�ÝÞ/�F0V³/R|ð#$W�³)*+

,�ú3¶Û 2ÅÝÞe�}����/§ sink+

,��.�WSPPDA �ô?ù�%x|�ÝÞ�

�/Z�?y�	���ã�/ÄÅ+,Æ�ºÅ

üú%\õ´ö s

j

/|õ²w�à�ÝÞW�³)

*+,�}����/sink+,Ï�Ð��/7y

SPPDA�ô�ã��	x��êW 

4.6  ��	
����� 

���ÝÞ[\]^��i/�F�%|õ

��
X�õ2¤.��

[24]

/¦��
"½%8â

|õ��Wõ2¤.�ô�õ2�¤1�.�í�

õ26�á	
õ2 3ÅXY�.W 

1) õ2�¤1 

��úG� K Åõ2%�õ2�y"LM%

¢�ä�0¦/ÄºÅ���+,Ô K Åõ2i

� k Åõ2/;� k Åõ2-.ºÅõ2zW 

2) .�í�õ2 

#gI�.��:/ÄºÅ���+,xy6

L%�K+,í�ºÅÛ?õ2W�³º8�K+

,Ü°í�ºÅÛ?õ2/���LMÜ°x��

á/ºÅòó%�pW 

3) �á	
õ2 

�í�õ2.�%>²XY/��í�ºÅÛ

?õ2% 2Å+,°xy#g�½ow¼½òó�

p�p%]�+,8Ü°¤1ºÅå¿å%	


õ2W�õ2¤1²/��º8+,Ü°��bè

ºÅÛ?õ2%Îì��(12)>eW 

 

2

connect

(( )!)

1

( 2 )! !

K k

p

K k K

−= −
−

 (12) 

�ºÅ>s%õ2�/��0�+,xyz{

|õ$:%Îì? p

overhear

£�/§

overhear

k

p

K

= W 

ij>sõ2�%` K=10 000/ÄÅ+,X�

�õ2%� k=200/§�* 2Å+,Ü°í�ú

ºÅõ2%Îì� 98.3%W��Ü/�* 2Å+,Ü

°��í�õ2%Îì� 1.7%W���í�õ2%

+,Ü°/z{w��í�õ2%Îì� 0.2%W 

îï4?úû|õ��8��à�|õ/��

��+,��ÜU/�i�+,G.õ2.>��

�+,Wi�+,G.ºÅn(1~255) byte%X��/

#g RC4 ���¿ºÅ S �/8 S ��?�ä�

��C�/ÔÕ�¿ k

j

6 s

j

W)*+,�����

+,%��%ÎìP� k

j

pÊ¸%ÎìW)*+,

#g]ú%��G.÷ k

j

]P%õ2%ÎìÏÐ�

0/�³)*+,Ù
\Ë%G.ºÅ int�*%X

��/§¦�P� k

j

%Îì� 1/2

32

W 

÷X�õ2¤.��]�/îïi%úû|õ

��%òó�^ê/�õ2%¤1y"|õæ¨^

|\Ë/�� $!Wúû|õ��xy�ü8õ

ï¸õ%ýþ��.��%ÝÞ/�&ð����W 

5  ��� 

îïéeðºñÙ��ã��	%úû|õ�

�ÝÞ[\]^�ô SPPDA/4?å¿å%úû|

õ��/ap8õïà���ÝÞ/"]	ð��[

\/#�&ð3�Wú3/_?ù�%x|�2�ð

��ÝÞ÷�ã��	/ÑÝÞV³òóx�W÷

IPHCDA6 iPDA��]�/SPPDA%����^%�

#$^è�¾
$^ê��ã�x�	Wîï%

SPPDA �ôa$?� count�average Px#g sum

°påe%ÝÞC�/���T?¿MAX�MINP

ÝÞC�Wy²%%¨¾&'$?^¼ÝÞC�%[

\]^��/()+,%*A�6��%¼+�/&

'*A�������%��[\]^��W 

����� 

[1] ��� ,�� .������������ [J].� !��"#

�,2008,45(1):1-15. 

LI J Z, GAO H. Survey on sensor network research[J]. Journal of 

Computer Research and Development, 2008, 45(1):1-15. 

[2] LI N, ZHANG N, DAS S K, et al. Privacy preservation in wireless 

sensor networks: a state-of-the-art survey[J]. Ad Hoc Networks, 2009, 

(7):1501-1514. 

[3] MOHAMED M E, MAHMOUD A, SHEN X M. A cloud-based 

scheme for protecting source-location privacy against hotspot-locating 

attack in wireless sensor networks[J]. IEEE Transactions on Parallel 

and Distributed System, 2012,23(10): 1085-1818. 



� 11$ %&'()*+�WSN,-./0123456� �161� 

 

[4] 78, 49:,;<=(.������>?@ABCDEF�@G

H0123IJ[J].� !
�,2010,33(9):1736-1747. 

CHEN J, FANG B X, YIN L H, et al. A source-location privacy pres-

ervation protocol in wireless sensor networks using source-based re-

stricted flooding[J]. Chinese Journal of Computers, 2010, 33(9): 

1736-1747. 

[5] LIANG X H, BARUA M, LU R X, et al. HealthShare: achieving 

secure and privacy-preserving health information sharing through 

health social networks[J].Computer Communications, 2012, 35 (15): 

1910-1920. 

[6] XIONG H, CHEN Z, LI F G. Efficient and multi-level pri-

vacy-preserving communication protocol for VANET[J].Computers 

and Electrical Engineering,2012, (38):573-581. 

[7] KLM,7N.OP������QRS0123 top-k TUIJ[J].

� !
�,2012,35(3):423-433.  

FAN Y J, CHEN H. Verifiable privacy-preserving top-k query protocol 

in two-tiered sensor networks[J].Chinese Journal of Computers, 2012, 

35(3): 423-433.   

[8] KLM,7N,VWX.�������,-0123YZ[J]. � 

!
�, 2012,35(6):1131-1146. 

FAN Y J, CHEN H, ZHANG X Y. Data privacy preservation in wire-

less sensor networks[J]. Chinese Journal of Computers,2012,35(6): 

1131-1146. 

[9] CHOW C Y, MOHAMED F, et al. A privacy-preserving location 

monitoring system for wireless sensor networks[J].IEEE Transaction 

on Mobile Computing,2011,10(1): 94-107. 

[10] PIETRO R D, VIEIO A. Location privacy and resilience in wireless 

sensor networks querying[J]. Computer Communications, 2011,(34): 

515-523. 

[11] BERGAMINI L, BECCHETTI L, VITALETTI A. Privacy-preserving 

environment monitoring in networks of mobile devices[A]. Proceed-

ings of the IFIP TC 6th International Conference on Networking[C]. 

Valencia, Spain, 2011,179-191. 

[12] HE W B, LIU X, NGUYEN H, et al. PDA: Privacy-preserving data 

aggregation in wireless sensor networks[A]. Proceeding of the 26th 

IEEE International Conference on Computer Communications (IN-

FOCOM)[C].Anchorage,USA,2007.2045-2053. 

[13] HE W B, LIU X, NGUYEN H V, et al. A cluster-based protocol to 

enforce integrity and preserve privacy in data aggregation[A]. Pro-

ceedings of 29th IEEE International Conference on Distributed Com-

puting Systems Workshops[C]. Montreal, Canada ,2009.14-19. 

[14] GROAT M M, HE W B, FORREST S. KIPDA: k-indistinguishable 

privacy-preserving data aggregation in wireless sensor net-

works[A].Proceeding of the 30th IEEE International Conference on 

Computer Communications (INFOCOM)[C]. Shanghai, China, 2011. 

2024-2032. 

[15] [\, ]*^, 7_`(. abcde�,-./0123 f[J].

� !
�, 2011, 34(5): 792-800. 

YNAG G, WANG A Q, CHEN Z Y, et al. An energy-saving pri-

vacy-preserving data aggregation algorithm[J]. Chinese Journal of 

Computers, 2011, 34(5): 792-800. 

[16] YAO I B, WEN G I. Protecting classification privacy data aggregation 

in wireless sensor networks[A]. The 4th International Conference on 

Wireless Communications, Networking and Mobile Computing[C]. 

Dalian, China ,2008.1-5. 

[17] ZENG W, LIN Y, WANG L. Privacy-preserving data aggregation 

scheme based on the p-function set in wireless sensor networks[J]. Ad 

Hoc & Sensor Wireless Networks,2014, 21(1-2): 21-58. 

[18] HE W B, NGUYEN H, LIU X et al. iPDA: an integrity-protecting 

private data aggregation scheme for wireless sensor networks[A]. 

Proceeding of the Military Communications Conference (MIL-

COM)[C]. San Diego, USA, 2008.1-7. 

[19] BISTA R, KIM Y K, SONG M S, et al. Improving data confidentiality 

and integrity for data aggregation in wireless sensor networks[J]. 

IEICE Transactions on Informationand Systems, 2012, 95(1): 67-77. 

[20] CHEN S M, LIN Y H, LIN Y C, et al. RCDA: recoverable concealed 

data aggregation for data integrity in wireless sensor networks[J]. 

IEEE Transaction son Parallel and Distributed Systems,2012, 23(4): 

727-734. 

[21] IOSE I, PRINCY M, IOSE I. PEPPDA: power efficient privacy pre-

serving data aggregation for wireless sensor networks[A]. Proceedings 

of IEEE International Conference on Emerging Trends in Emerging 

Trends in Computing, Communication and Nanotechonlogy[C]. 2013. 

330-336. 

[22] IOSE I, KUMAR S M, IOSE I. Energy efficient recoverable concealed 

data aggregation in wireless sensor networks[A]. Proceedings  of  

IEEE International Conference on Emerging Trends in Emerging 

Trends in Computing, Communication and Nanotechonlogy[C]. 2013. 

322-329. 

[23] OZDEMIR S, XIAO Y. Integrity protecting hierarchical concealed 

data aggregation for wireless sensor networks[J].Computer Networks, 

2011, 55(8):1735-1746. 

[24] ESCHENAUER L, GLIGOR V D. A key-management scheme for 

distributed sensor networks[A]. Proceedings of 9th ACM Conference 

on Computer and Communications Security[C]. Washington, USA, 

2002.41-47. 

 

����� 

 

 

 

 

����1991-��������	���
���

������������������ 

 

�	
�1955-�� �!"#$	���
��

%&���������������'()*+,-.

/
0� 

���1976-�� ���12	�

3����
��4%&������

���������'5678� 

����1990-�� �!"9:	�

��
��������������

������';<=>?@� 


