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Inter-domain routing security mechanism for
crossing autonomous system alliance
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Abstract: Through studying and analyzing SE-BGP (security enhanced BGP), it was found that it couldn’t validate the
cross-alliance AS (autonomous system) and defense the self-launched active attack. To solve the security problems,
two-layer cross-alliance hierarchical structure CAHS (cross-alliance hierarchical structure) was designed. Based on
CAHS, using the idea of passport visa and the features of AdHASH (additive hash), a cross-alliance BGP security
mechanism SCA-BGP (secure crossing alliance for BGP) was proposed. The mechanism has higher security, which is
able to effectively validate the identities and behavior authorization of the cross-alliance AS as well as the message car-
ried by them. The experiment results show that SCA-BGP can effectively reduce the certificate scale and extra time over-
head to get better scalability and convergence performance.
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PRI 23 i BRI TCP Skifdk, 1fi TCP i&
B v el 2 00 =7 IELLF, 1B OF W s 5L o
NG ER: 2) BHRERM 2. BGP M
Update ¥ S AL 356 W] 1A (5 B, Joil st W 8ot # Al
A& A0 B 2 0 n] DA sk B 5 il i 2 Bk A
Je& P Ik B AR B A L, 51 TR IR Bk 34 4 il
S5 H

ek, EX BGP 4tk l, kA A
TR T 2 RR TS, ER ERTRA O 2 KK
BT 2 () B T 5 AT % e ARG 0 1 4
BRI TT 5. R TT R M R R
S-BGP(secure BGP)?, ‘&ifiid “#Hrha"f) PKI F
RANUEUESS, ffH “rE R0 %844 7 AR UE
HAE B Ak, (FEEAMOTERETT 4 BRI n)
7 A MR LA STl (1) 77 52 38 B #AT I 7 AR W AT
PEJ7 T K AT #7411 soBGP(secure origin BGP)®! ¢
psBGP(pretty secure BGP) it [ 78 2z 4 VE AT A 47
PE 51 3 48 2717 55 . soBGP K H 2% T nl {555 (5
AR B SO “AFAE M7 DA AN S T nT AT %
R ARIGUE 7 5K, T psBGP i 51 APFALHLHIK
SELH LR SR SR o X LT AL T AR T A
AN e BRI H, 124 Nk, XEETT R
KAEMAR R S-BGP [ I e 1 S5 i il o i A 2008
4F, SE-BGP (security enhanced BGP) i ¥k J7 275
FAR AL G807 SEVERETTF A I RIS, AR GF O BRkb 1 A)
PRI S ERE T T AR AE AN, (HITT 23
AL E M 2RI 3.2 %) SA-BGP(secure
aggregation BGP)*/J: 3L SE-BGP HIWIFT R, 4]
ANREXT T SR AS (1) 53y LA K ShaA 5 T BT 4
PIEVEPEREAT 0 o 5 2R AR vk 7 Sl A 0 2% eh
R WA BGP [ 2e 4, Horhdg by i
U1} PGP(pretty good BGP)VRIFIAE R4 i e
SR EE o SR BRI B a2 ARE
BGP (% 4. b4k, Listen and Whisper™ I
RRVT(remote routing validation tool)” 1 J& -t
R TT % AHIE ST B2 () 32 B B U T S AH
be, w2t T b T3

L LPTIR, S—RARTT % H LUK HE BGP
LA TAER B, A SCIRFE AR 6527 £ 5
K, AT SE-BGP A, & TSI 24
MLl SCA-BGP(secure crossing alliance for BGP), H
Tl SE-BGP FIT A7 () 224Ul , i SEEIE
W7 5 AT SEAF IR T 4 VR 2% 1k e

2 SE-BGP W&t 5{5E&E

2.1 E{KZE

A HIRME B CEC AS AUk, B4 AS
ZIEEE TR R ——“ LR - 7 7 R &R R
27 SRRA I KRR, Rl AS ZM & (i
SRR UEERL DT MIEREE, & AS AL
B A, AS Z RN L B .
SCHR[TT]R I AS #MFAES rich-club M4, R/
HEAT KRBT 5 0 A B, 2 1
25 RS RN RS, XA A
Tk A HG P v RO AR S AR A A R O, X
LE/DEGAT PRRZ A rich 555, rich TR M 45 4
i Fgrh rich-club! LG ) “ A% )2 (core tier) T Ao

T rich-club L5, SCHR[S1FEH T AS Bk
B AS B, mht—41 AS WAES, 4T
(71 AU DB rich 1 2 S AR A AN AT S,
MK K rich 35 25 SRR BT M. HAKE
JRELTE A TSN rich T PR ST SR A, R
AT SSAER — A AS BRB PSS 1 AN A RS
8 T XA SCHE Y AU T A H A AR OB Y S
P RIS AS BB, an IR 25 7 e
A HAB AR SCHE Y SR Y A, RSN, H A
BT A RSB A& AT s sE ik . SEPR AR
W, S RENT AS BBV . SE-BGP &k
3L T PKI ) AS BREIFRA “24 AS BRI, il
SA, Wl 1 Fios.

E1 AS W

Kl 1, SA1. SA2. SA3. SA4 K AS B,
T1. T2\ T3 T4 @ RBE R, CA 2R LA
(RIE 2 AL o
22 HEEERE TIM

SE-BGP 7 &, ARBEEMN CA Z[MIFAH
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AFAUEE S, 3CHE 2 18] A5 B A IE 58 A AT T AH
FEREI BT 5. Wil 1 B, BT A T A T3
I K E SA1 F1 843 1) 2 Bk, [ C4
T AU R RL BRI R o I (1) A BE 15 oA — & E 15
TTM BRI JEE R i S43 197955 a 8K
PHAE B m RATA SA1 WY 5 b, T3 Bk A0 A
a (658 m )5, M S43 i C4 3 BE AP T
OUE, WREGUERT), AT SA1 K CA SRR ) FA
G BN m, . BT84, 1938 S,,0m, 15) - 4
T1 W EE S5, M 73 48 SA1 I ASIE K
UE S, (m, ), WHRIIERLD), WH S41 1) c4
By BE I RAEIEAT 244, 0 S (m,_py) o T b IR
FUGSEB m' s Sp(m,_ps) ~ Sp(m, ) BAFS4,
HR 488 56 AE 45 S 505 5 W S0 m 18— B ok e e A 1
P2 AE I, T SEELG % A5 SR BRAIE

3 SE-BGP Z&1&9 47

3.1 IXP #fR

Internet 22 # £ (IXP, Internet exchange point)'
TEANFAHZ AS Z MR ALRAE RS, X4 AS 2
[3E st IXP g T AR PUP(public peer-
ing), A BDHR LR 15 SUASP 9 s KM v] B
B 5 HA AS A HHTIEAS . PUP Jik/b T HE 4L Y
RUFERAE U, BB RAE AS Y A DU E
R HAE R, JRE SR S S DA AR SR
[13], HETHREM KL 380 24~ IXP, B4 IXP 1)
FEAEAEIE N, AR e LUA BRI BT
3.2 SE-BGP Z£iFi

SPHT R, SE-BGP fE{ELA R 3 i A .

1) AS ICHE M OCHET 5, B rich 1555, SRYET
AS W28 T RZ 0 2 (A ELH Tier-11SP Al Tier-2 ISP
ZRRIY,  AS TP A S G A Y 2 SRR B
B A P A, GBI N R K
JU-BRAIE R 7 9% A (BN Tier-2 ISP /2 Tier-1ISP ¥
AT ). SE-BGP Ah AS IR 2 [a) i i S )
FERANZESRE TS rich 1A%, RISCHENT A, BB
15 B TF L I OB A UIE R AT (HR e
R PR % R R ENEH IR T LR 2 PRk ol G
A A AOE 5 OB AR & -
B OER:, al LB IXP $2E PUP $4 8% s
SR T AN R R OGBS AU e AR
IEIRAT R DGR - OCRRYY p EHE, tnT Dl
IXP $2 A1) PUP i B —AN sl JUAS OB m0RE 2% e

GRER AR AR N, WK 1 PR, SA3 11
W a P AT IXP B SA1 15 f b BTG
SA4 TROREENT AL T4 nTLLE . IXP B S43 1%
BT S T3 HHTIEA . OF HIm SRR 1A%
W, BRI AS IEFE T @7 PUP B RAGE, 1M
AN N ZRUCKS % R A Bl I “PRAER 7 T R AT
Ko MM AEZ Geid « AT 55 -SCHETT 557 JEHZ
MEZES PUP KR K I R % 5 B =
R R T A RN TS E 5, T 515k
“% b I B

2) B P4 RE IR, BRI 2 1) AS 1Y AR
W IXP @57 PUP #k s s S, RN tas HEl
HELE AS 1 SO PUP (1B DL, HHbES I 2 538
AR B2 A4, AU L PR T BT 25
SE-BGP J7 & GBS T i, X sl fh, R
SEILB A E

3) SE-BGP 4L, W10 e it 7
SRR, BUE RN T HAS BRMES L. —H
HEAT AR O TR, AR BT
ORI, KA L I R B E A
K, 1 SE-BGP % A H& AT AT AH DG 1K 22 4 73
5 it
4 SCA-BGP Z£H##|

H4: SE-BGP 1A R &5 AS 11 s ANl D REdy
PE, ASCK AS BRI A9\ g e RS A A
245K CAHS (cross-alliance hierarchical structure),
Bl 2 fizn. CAHS S5HH4 5 AS 5 R TR,
AN ESIE CAHN I DhRe, TS TEBRISEIL. HET
CAHS %4, %1%} SE-BGP FiAEAE ) 224 i, $2H!
— AT I I e A Lfi——SCA-BGP. J7 %t
5 B 1) AS(f0.4% SE-BGP 1 ST )Gk ol 5
IEEEE CAA(cross-alliance AS), FBE M4 AS
W RASHAT “HUE”,
4.1 CAHS ZEL4&H

& 2 W LAE Y, CAHS 254545000 0 2 2
1) %—)2 Layer——2%-5H(¥ )2 MARO-CA; 2)
9% )7 Layer,— K # W ¥l 2 (1A, internal alliance).

EX 1 MARO-CA

MARO-CA & fi7 il izt %5 156 W 3% $2 (CAL, cross
alliance link)3REE7E LI AS 9 ri. AL CAL
R MNES, KBITE 2 MSECE AS 24
TR E iR R CAL 8, ERAFBESR
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Layer, §MARO-CA

Layer,

PSTRIEHCAL

T
PKI

x-y: T RXEV R R

yx: iR BIx

K2 CHAS &40 45

I BAE TR . CAL IERANEIE AS i [H]

M E SR, WA 2 AN AE IXP 7 %R
(BB IXP 15 55 AT B 1E— 4% BGP & 1HiEH).

TA 2 TR A FH AR B N 38 1) CA 2R IE 15 56
WEE R, AW RBEEZ M5 H .. MARO-CA
JAE T IA 1 B — )2, BRIl A AS BRI
Z A NIERS B o

EX 2 b PKI

tuly PKI A SV CAA WUR AP IE, &4
CAA VLS CAA (A1 4B a] LAAE 0y PKIT Hr 2 i 4
flt CAA I EIET . H0 PKI 5&AEEAN CA
FTAi R FAIE ¥ 36T X509 AE Py JgiE 1, H
AR R A%

EX 3 AS Security Mark J&:

AS_Security Mark J& HEAAEIRZ A AS 5 R
RGBT E% 4, EMERNINT BGP ik
JEEF .

4.2 FEIUERIAE

£ MARO-CA |2, CAA iliid CAL ¥EH%5¢
PPREAIE P () 25E S0 CAA FIBhAIE, Jfil i il
15 B AR CRR B CAA [ 51 AT AR &
EE
4.2.1 AAXAFIT
PRSI o BRI & LR 1 R

AiEpidAz
1) E KRR
AHUIER B CAA, FFAT 0 PRI R
UES, AIUESEIL S SR jJT B ARAT
BRI, CAA,, Jlid CAL #4 i FbIpE H 1
CAA, FHBEUE R Passportgy,,  » H3(1). ZXiE

4.2.2

HFEd, {fiH] Diffie-Hellman! %8 448 #6 47 v: 52 1
CAA,, 5 CAA,, JEZ IR . CAA,, THSES™
£ — X} Diffie-Hellman 2 /A # 91 ( PUK,,,, -

RKas, )» FIHICAA,, BHE A PK,, XFH
PRIRET id,, A1 PUK .,  EATINES, JEAEH A 5
(FIFAIST I 8 5 PassPort,, , A3 expiry, At
WEAR N id,, ER N R — R4, KiES

A CAA,, -
Fz1 ZIEMRXHRIE
(i) fifiik
HA R AS I
CAA,, HA 5 &
PassPort,, P
expiry IR UE AT 0
Passportiy, — AHUEWE CAA HIP IR
SK 5 A 5 B M3t
PassKey AT
FA Sk H R AS I
CAA,, FA IE5IE R ( CAA,,, MEBIET7)
Visay,, IR
id, Sk A TR
Visaga,, FEHBIC N CAA RIB 25T
h(x) PR B B
Passportg:‘A ={Sigcus,, (PassPorty, expiry,
idy, ’PKCAAHA (idCAAHA ’PUKCAAHA N (D)
2) ZiF

CAA,, HWEIE IE 5, APl PKI E A K
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CAA,,, ¥ A5 BBy UEAS , A IEAS (1 A P56
WA, RIS, Wi, . R
PUK ¢y T3 BRI 5. 401 5 (3 B
Tk, RS I T ARE, T CAA,, LI
BUR, W(2). CAA,, FIFT ALK AP PRy, X
bRARAT id,,, F1E 7L/ Diffie-Hellman 2> 4]
PUK ey SEATINE, JEFIF G 2 00RL IR 1 5
PassPort,, , %5E'5 Visa,, » AW expiry, RN
BRSBTS, KIEBEAMER B CAA,, -
Visagy A = 1518cpn,, (PassPorty, ,Visay,,expiry,
PKpn,, ((depn, PUK AL, )} 2
3) IR EY]
CAA,, R CAA,, 73 Jill £ W 23S T3 7 A 1Y
Diffie-Hellman A %] PUK.,, » PUK., - HR#i

Diffie-Hellman 577k, vF & &A1 ] 1) 3 5% 51
SKCAAHA-CAAFA *ﬂ SKCAAFA CAAy, E

SKCAAHA CAApy SKCAAFA CAAy,

p ARG LIS E, HAEE, W
PRK can
SKcan,, cany, = PUKCAAFA mod p

SK,

_ PRK caxps
CAApy-CAAg, PUKCAAHA mod p

4) 1WATHH] PassKey

WIRZAUE ALY, CAA,, FICAA,, 75l
IT% 4 PassKey, WA(3). ZEHNIY expiry W,
CAA,,, " LUE ] PassKey XTESERIEME E “ di5e” 21
J& Stamp i, A CAA,, BEIRAIFFEAE Stamp, M
AT R ORUE S I 5 5 03 BAT A AU &b
PassKey = h(SK 4, can,, -Visay,, PassPorty,) — (3)

4.3  EFHIEHRHEHLEH

SE-BGP J5 %, BHINERIA AS dliid CA
IR IRUE N B B 5 S AT R, A SRRy,
M Je o5 — ko B SR 22 [R) 1 A8 . 58 A A f T
CAA, HEARHELMH K CAA,, RERLIE (S B IE
ik, SRR CAA, AT EFUAEY], T
T E CAA,, MG B Al . 3K B g ol O & T
CAA ZEAVEN, R0 CAA RARCEEZ
Yok B AR N BT AR B ok TR A, 2R
X R E B Bt B UEX O Y S R AT
VR H 0 7 (AT R R vl AE, BRI B A1 R
AR B e B o WERASHLER B 1Y) CAA X 2%

A5 BT P IE R B, SEHbICRE ) CAA,, IRATE
155200, SCA-BGP J5 Xt Tk (k)7 0 5
SE-BGP AHEL, EFXTERARAE S, $EH T A Tid g il
Y1 ek % AdHASH 1) 3= 3h B Di LTI (AAD, active
attack defense), BN 1L CAA A5 KL F5)
Wili, f#¥T SE-BGP FTAFAEN 22 4T

43.1 AdHASH

K 3 3y AJHASH [1)J5i# K]

| <1>,xl | <2>.x2 | <n>x,
Y Y Y -
0 O C e
\
AdHASH

Kl 3 AdHASH Jf 2

AdHASH" 7V 51273 1 — & 71 B ds Sk i
HAMRESWEINL, KBARESTHENTRES
WHAER G, fRE RS ST IS5,
HJ AH, WLE(4).

AH, ={((h(<1>.x)+ h(<2>.x,))mod M

+--+h(<n>.x,)mod M} (4)

h SRR UER Y R B (MD5 BX SHA), M 221
KI b LERe 3L, <i> 25 BEATHATHE Y, 1)
JEHS, ALV e S 845 B SR e s A
A rME—E . AH SVEEAG CUR LA

1) AR

AH WV EAEARE RS ia S 0 Sl AT A
B, WIN—AICER, HEIFE IO — XA
— WSS, ARk AR R T ARHE RIS 5

2) H4itk

AH WIS BOE ST LR N 44 k bit (5B,
BN P TR BRI 2 B RA T 8 O

3) kG E

RS AH (E R Z 0T ULl e 7 A2 i i 1
AR W —AN o0, B AH T LG
LG AH (EVH AR E,

AH, = {(AH,  +h<n>.{AS, })mod M}

4) TehiEPE
AEUEE 31 5RO 3 o — 41 0 A1 75 B A [H)
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() AH ARV FEANTATIY, IF R e i R
P BEAF [T IBCH A, & T NP-hard i)l
432 AAD AAREA

1) 1 RE BRIINT)

RAEE B =R A+ a7 8" s, R4
AS i BINAZAE AL AR R B Rl

Message

out

=Message, +Message, .,

AH (Message,, )=AH(Message, y+AH(Message, )

WURFEANTT 5 AS, /e BB E AS_PATH il
I s B2 R, A
AHi # AHifl +AHlocal‘ (5)

Wb, 4H,, =h(<i>m)mod M , J& AS, H =L
FE, BRTE AR AS AFAENEE N
m, ={f,AS,} A RO AR A It | A
FR: my={4S,}, m, ={AS,}, =+, m ={4S,},
WEFRH ARG B TR AS, Brs ings &
FIERTE R ECSE T, B T3(5)HR tH NT Kl 5%,
HARSELRE IR .
Notation:
Sigk; (AH,): the signature of AH, by AS, ,
denoted by S,
Ver,. (S,) : the verification of S,
|AS _PATH|: the length of AS _ PATH
Input: AS _PATH, S,,S,,
Output: true : the self-generated message by A4S,
inthe A4S PATH is correct
false: the self-generated message by A4S,
inthe A4S PATH is false
if Verkf (S;) is success
AH, = Verk‘+ (S);
if |AS _PATH|=
AH, =0;
else if |AS _PATH|>1& &Ver,. (5,.,) is
success
AH, = Verkr_1 S
m, = get(AS PATH[0]);/*#3%|4S PATH
s — A ou*/
if AH,={(4H,_,+<i>.m;)mod M is true

return true;

else
return false;
else
return false;

2) RARAE EALI(PT)

AH {HR ARG RE Mg AS 15 AR
PG B BN, WS AS, XA SR B A B
AT T PhiE . Bk,

AH, | # {(hW(<1>.m)+h(<2>.m,))mod M

+o+h(<i—1>.m_))mod M} ©)

T RSS2
i, BETHRI T PT 83k, BARSEEREMT .
Input: f,AH, ,AS _PATH,NT
Output: true: AS PATH has not been attacked

false: AS PATH has been attacked
if NT is correct
m._, = get(AS _ PATH[1]);
m,_, =get(AS _ PATH[2]);

m, = f +get(AS _PATH[i-1]);
if {AH_ ={(("h(<1>.m)+h(<2>.m,))mod M
+--+h(<i—1>.m_))mod M} is true
return true;
else
return false;
else
return false;
433 AAD J73E
1) WIaskrBe
AN AS BRI BRI R B CA IECTHIE
AL RASOE I B A BN (k) » R K PR
RAATES, MAP K, TERRAERE 4, JF B
AS K135 HAHAR 2 Bk B 1S
2) BB WAAESE
@© BRI AS, B EIR H A4S, () Update;
5 RUA, K AT Validate BAFHYE, W FFIR.
Input: A4S _PATH={AS, ,AS, ,,"--, A4S}
output : true: Update will be processed
false: Update will be dropped
if |AS_PATH|==
if NT is correct

return true;
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else
return false;
if|AS _PATH|>1
if NT is correct & & PT is correct
return true;
else
return false;
AS, ESRRAIE AS,_ 4540 AR B (B R IEEC
S5 NUNT RIS R AT ), i REG Uk %Ly, K
SHAT S B EDET AP, a5 Update; o
@ R AS, $ATHUEHE Validate K145 2 1
TH, R AS, Fe Ak ifE BELSE RIS, AT %
SR, FE RARIRERE A .
Input : Validate,
if Validate, is correct
S = Sigk; (AH,)
Delete(AS_Security Mark]1])
/*HIBRAS_Security Mark A1) 0 25%/
Move(AS_Security Mark[0],AS Security
Mark[1])
/*¥AS Security MarkBAZIEH ICEBE S
JEHR/
ADD(S,,AS_Security Mark[0])
/RUNINS, Z2AS Security Mark BB 1) & 0/
ADD(4S,, AS _ PATH[0])
[*INNAS, BAS  PATHR\BIK B/

else
drop Update, ,
AS, SERHURTANESG, B Update, | ek 2~
RUAS,,, » = HEAS, KHEPHE Update, #K

RAHUBCHE SR CAA,, — 28 n BT 25,

3) BREZ A UE S

CAA,,, PUTKAESYE Validate, 41545 B E,
AT B b OB Bk, JF “EmE 7 K
Stamp = h(PassKey + AH ) I8 N7t Update 15 B J&
#, PN Layer;, il CAL 4 K% CAA,,,
TR CAA,, « WIR CAA,, $44T Validate [F#f, 4
UE Stamp {8, Stamp WHRABIEM, 7 LA RHUE
W] CAA,,, & Gk s M, AT A O CAA,,
A, B mfE RESEw 5, VPR Update,
NG FA. WR CAA,, KIS TG B
RAET—EREL, CAA, K HCAHT I CAA,, » A

IT5 FRAMEFET, HEE R R T SR
W
5 SCA-BGP AX4#

51 =&t

EI 1 BHECE CAA KB R AS 1Y
MRS AN R Dt

MEBR  CAA R NFEEA AS 9 AL
HAHAGHA, IEAEAELEDT R N, Yok
HARMESRAZRLEH o I T 54 21 RA B 11 DRI w1 55
7] 1 SR B OB A, By LA AR i
CAA FIIAh AS 715 A S JL P AN AT fiE

EIE 2 ST BB AT AL HARRUAS
Al fhit.

MERR IR (AT R A S T R/ AU ) SRl
AR . LSRR A T AR ) AR, g
HIE R AL T, MBIk m G4 %
i E, SCA-BGP ' “its” MRINAE Stamp {07
DU A B L ATAT o AESUE LR oS #R3E 1E
SR, NSRS TEEE A G BOR Hig %
UEEE W HBAT AR L 2 AN CAA T AS
., ot E T IEAT % PassKey. BIMEAE(E B
LH R, BEE 5 EiEG, w R B RIS
WEAH S S B, AR S EAT %5 4] PassKey .
JIT LA B3 Stamp AR NAE, AT 250 PR AUE T #5156 B
AT RFERU 241k

FIE 3 BEEEE CAA A AE AT
Phit, AnTEEERIL.

WERR R AHBER WY CAA,,, BT 57T 115 B
H{f,CAA,,,AS, -+, AS,} » AS_Security Mark A
ViM% S, R%4N S, R CAA,, HZ LY
AR, WIENIE 4H, NS, A E
NT ${k——AH, # AH,  + AH, ., R%& SR
Ko SR CAA,, IRHMEIRTT AS, | FIFAEH, PBrll G
thi& o —A AH' | = AH, . 335 AdJHASH [ JCHhlE
FErE, MENERSSS—A AH 5 AH, fEPE R
HAFAT. CAAL, I ALy PKI SRAFUEA
AS, RYPIIEEA T Ver, (S,)# 4H", , N
K CAA,, FTHEFT AR5 BB SEnI (S, Jk
HEF . mubfSan, FuiE sy s s BA T
thit, —HOhE, Mamaiih, IR AT

WA CAA,,, BRI B m={f,CAA,,,
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AS, |-, AS,, AS, |-+, AS,}, W

78 X 1351
m'={f,CAA,,,AS, -, AS X, AS, -, AS,}
Tl AS,_, 755
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