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Abstract; To compress and encrypt images synchronously, a joint compression-encryption algorithm
by using a hyper-chaos Chen system and a improved zero tree coding was proposed. Based on the
improved zero-tree coding, a key stream produced by the hyper-chaotic Chen system was used to
modify the context and the decision after bit-plane encoding, then they were fed into a MQ arithmetic
coder to compress and produce the corresponding code streams. The code streams were feedbacked
into the input end of hyper-chaos Chen system to produce a new secret key related to the plaintext and
to realize the joint compression-encryption. Experimental results indicate that the Peak Signal to Noise
(PSNR) of proposed algorithm is improved at least 1 dB, and the key space is 256 bit. The encryption
time percentages of total time are all less than 45% and the plaintext and secret have higher
sensitivity. The proposed algorithm realizes the synchronization of image compression and encryption,
and the image reconstruction quality is higher than that of embedded zero wavelet. It is characterized

by the high resistance for linear attack and differential attack, a large key space and better safety

r#s B H3:2014-01-07 ;48T HH#3:2014-03-04.
HEETHBRA HRBEE A 7B H (No. 613155) ; ¥fF 7 44 35 18 #5545 27 KB 5% A4 1) 37 B F 2k 4 9 B 3t B (No.
S201315)



9 ]

TS SR R D AR GE Y PR g o o e Ik 2529

performance.

Key words: compression-encryption algorithm; hyper-chaos Chen system; MQ arithmetic coding; bit-

plane encoding

1 3 7

B UG AR B K (H A% a4 58 AL it = )
A B PRSI AT 8 6 H i A7 R 4 DA 2D A i 2
6] 5 53 b Sy A7 1 78 40 B0 R I 1 B AL
TR FLHEAT N DUARIE R A . SRR
T 4 AN 25 3 AR 02 o3 TR HEAT 1 O S M 22
TR R IS VA D O [R) 20 592 90 4 A 4% 3E
I, R4 H 0 FEAR R R 0 £ it 2 1] DL S 3
PO A SO AL L 40 ], M. Shapiro 1 T P %
E BN B 48 5 ( Embedded Zerotree Wavelet
encoder, EZW) BRIk . 5 3L 2 H I 4 941 1]
FBCIE D7 1) F1 23 )b g AR DL KN it 22 03 B3
R SR B A5 e 80 o XA i 0 AR e A R
X A N Sk i F 5, TR TE R 48 B IR S A
A B PR SR B B A AR B T S B AR
VT JUAE [ PN AP ox T AR T 4 23 1 IF 5 B R e ™
1z, SCHRC10 AR 4 B SCARF 5t B ARG AL 32 8 3l 7 )
At A TR, SR T L AR B A 1y T T R A 4R 3R
HR AR Tl R G248 17 Bk 1 A 4R 3% P 48 R W] SRy
T IR R RBE S s AT R
1H S 45 303, 1A S B0 B SCORI %% SCAR G, 85 3L
FARHE, MR SCk 10 6 2 mY A 4k 2=, SCik(11 ]
SR HIAS 30 52 il R A AL 1) O S A 4k, Rt iz
A7 B PR L e 45 55 3R T (ELR AT S BT SO
ARG B RORA AL, HZ S A 5 T8 W] S
PIRAR 2R s TR 1 52 2 AH G HE A KIS & T IR0
@, SCHRC12J42  SHA-T B vk B B4y 1% 78 e
(Discrete Wavelet Transform, DCT) 3L HLEE S &
i e A5 DCT A2 8 28 8000 AR A0 28 208 ooy A
AR IFICH T AN 0 DCT 728 e 23 7 A= J5
PO o SCHRC T3 ) R T e 7 2 — A 4
F— AP BB AL H U 43 5 1 TR V8 A Hi L (H X
ol D A 92 B Y S5 A OGO 4 0OR 22
HEAU G 46 1 aE . STk [14 48 1 72
EZW gt 0 KL mli 51 A H 3 058 R S B >k 55 3
R G H 4 fin  AEL R 2 B 0 6 o A %%, T
91 B 23 A0S OB AR, AN BEAR 4 b IS BT K

i SCHRCI5 8 3 T EZW B0k i R R 4 5
NG B R Logistic TR MU %, JF 5
P H15 W] SCAH G, {H Logistic M52 8 g —
eI VE R Ge, Hm 25 B/ 45 5 32 3 o ® B0
IR R G BEILVE RO 2 P22 . SCER(16 4@ o
Xof /)N e 2 U0 bR o WS A Logistic W #4749
BIOFIE ¥ o 0 % L 7 A 4R 5 B 58 7% (Set
Partitioning in Hierachical Tree, SPTHT) & 1k if
A7 540 AR AN 2% 2072 T R 4 RE & 53 A AN 8
FHA] B A OCHE  BRAIR T IR 0 T 4 808
{7 B A IR 4E TR 1l R G2 AU — A Lyapunov #§
B e B IRA B 2 Bk e oA
WA IR Chen RS2 /DA WA IE
() Lyapunov 38 %, A %L v] LA7E 55 £ J7 ) i# 47 43
B AR B T N EE e BB SR E R,
PHBEALPE B 4F S5 00 i, 38 & BRI . A S04
2 TR T Chen 5 48 1Y K5 4 I 4% 1 & 5
2 IR I Chen 2 40 A W% 51 X 061 °F- 1HT 4w
ok A% vh ™ AR By R SO A e E AT R, 126 A
MQ A G it 5 TEAT 0 9 015, 545 8 5 10 %85 SC
St 3] Chen & 40 04 i A s » 52 B0 %5 81 it 5 W SC
FIRH G o IR X B — S B — A T ol kA
JE 45 FUIN 2 o DA SE 43 90 3 R 40 #%

C:YS

2
oE

3, Chen & % F= & i3t A %

5

2.1 HBRE Chen REREFAF M %
BT RGge —MELHA 2 DIE
Lyapunov F§ 891 1 R 48, 5 K46 1R 71 & 48 M
Lo, HAH B AT DLAE B 22 05 ) b AT 0 B, oA s )
S5 A7 o BN A%, 6 B 2 () B D BB P B
U PRI IS NS5 . Li 76 2004 4F )N Chen R &E
HORI AR 2 PR 285 B it 4 o 2 453 BB R I Chen
AU VH RGBS ¥R
x=m(y— )+ w,
j/:qx* xzt+ by,

= XYy N,



2530 A=

T TR

522 %

w= yz+ tw, @D)
Hrf.mn, p Ml t BIRMEARAENERNSE; 2, v, 2
Mw BRI REWREERE, Ym=35,n=23,
p=12,q=7, H t€ (0. 085,0. 7980}, R G &b T
MIRMOR A, AT 1=0. 6,1 Z RS H WA IE
Lyapunov $5%¢, 23 %4 0. 907 6 #10. 002 120, H;
s FanE 1 iR,

20

=20

() TE Cxs ys ) L BGHETR P 5] K5

(a) Hyper-chaos attracted factors on Ca,y,2)

(DT Cxy yyw) ERGEIRHR S| F T

(b) Hyper-chaos attracted factors on Cx, v, w)

401

101

(OFE Cxy ) ERHIRIE R 5] FF

(¢) Hyper-chaos attracted factors on ( x, 2)

100+

-100F

20 -0 0 10 20
(DTE Cy,w) LRI G] FEF

(d) Hyper-chaos attracted factors on (y,w)
B 1 #IEN Chen RGNS T

Fig. 1 Attracted factors of hyper-chaos Chen system
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Fig. 2 Improved zero-tree coding structure
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Fig. 3 Functional diagram of joint compression-encryption algorithm using hyper-chaos system

4 BEGAZEHAE S

ARSCR 9T T i BN AR e L 53 it A
3. HIRTE Chen REGHY 4 AR AR B ) W 7
GibSE
2= 0.562548568541258,
v, =0.125478965412592,
% =0.563584251478521,
wy =0. 365412874584269.
ALK R 0. 05, % K/ R 512 X512 0K
JEG o 256 B EMGHEATINNR .
4.1 BEBGEBRRESH
R A AR SCR S A R L R T Y
Z 5 AR SCE B S R EZW Bk SCRk 15 A9
EZW + Logistic B Hs 4 i %% 552 F1 SCHR[ 16 119

SPIHT+SHA—1(8=1) (15 & J5 45 hin 28 5 1 it
TR . A o AR A R SR /AN ) 06 1 R
I, (Peak Signal to Noise Ratio, PSNR), 24 #i H
245 %1k 0. 25,0, 5,0. 75, 1. 0 B}, PSNR 4113
1 RN . TEM 3 W W 45 10 AR SOk iy R
AT R AR EZW B A RS R
PSNR £/ 1 dB. [FI 48 S8 32 1 R 5 5 8 i
& e EZW + Logistic 1 SPIHT+SHA—1(56=1)
W, XEEEH T EZW + Logistic 2 1 J2 fii
FH—4E Logistic k6 W5 7= A %5 41, L% 51 ph Bl
MLPE2Z T SPIHT 4 SHA — 1 (8= 1) & g % /N
FECGHATY WORIRE - B3R T /N Dk 28 5000R) 9 4H ¢
PE. Z5RFW L 5 AR i i % I i EZW 45
PR S ST R R R R 8 SR T A
F T o T g A, AR IR 7 Chen RS HEAT
T et ST G N &



2532 ¥ HE TR o 22 %
F1 IHEZEGERRETLL
Tab.1 Comparison of image reconstruction quality of some algorithms (dB)

SRS 5% /bpp AR JF A EZW 53 EZW + Logistic SPIHT+SHA—1(8=1)
0.25 32. 83 25.19 32. 94 29.55
0.50 36.01 31.93 35. 96 31.13
Lena. raw
0.75 37.85 35.51 37.72 31.73
1.00 39.17 37.10 39. 22 32.02
0.25 31.51 18.09 28. 64 27.37
0.50 31.54 28.01 31. 42 29. 14
Boat. raw
0.75 33.93 31.02 33. 86 29. 96
1. 00 35. 04 33.67 34.92 30. 97
0.25 22. 40 20.01 22. 54 21. 60
0.50 24. 14 22.72 24.05 23. 39
Baboon. raw
0.75 26. 28 24. 21 26. 10 24. 50
1.00 27.53 26.18 27.42 26. 26
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Fig. 4 Histograms of original image and reconstructed image
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Tab. 2 Plaintext sensitivity test
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Tab. 3 Total time of joint compression & encryption

algorithm and the percentage of encryption time

% /bpp LAMFIE] /s VB8] /s 025 I ] /G ] (96)

0. 25 0.625 0. 281 44.9
0.5 0.610 0. 266 42.5
0.75 0.625 0. 281 44.9
1.0 0.610 0. 266 42.5
1.25 0.625 0. 281 44.9
1.5 0.625 0. 281 44.9
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Tab.4 Running time comparison of some joint

compression & encryption algorithms

X %3 /bpp
=RV Fisf [
0.25 0.50 1.00
ST /s 0.625 0.610 0.610
AR

B mt e =t/ % 44.9 42,5 42.5
S e /s 1.11 1.17 1.23

EZW+ Logistic
SN WHE F 40/ % 42,20 42,66 44,33
SPIHT+SHA—1  &BFE/s 5.66 8.09 12.29

O=D fnmmtEE 4/ % 45.84 31.48 21.35
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