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1 EHAT MyriaNed & HEER 5T HZ
1.1 AES ZRE %

AES(The Advanced Encryption Standard) f& 32 [ 8 G bR 5 5 AR 58 BT F 1 in 2 o 750008 10 B, & 8k
T RE B AT AR I A 45 42 il L F AR ABURN BCT5 B 7 . AES Bk %0 il 3 FAr4 AL 1 D0 ih
AR EE D] Nr - 1 540784 1 A 2h R i 8 4. AES 45 A [A] 9 28 3 B8 2 AE PR Z RS R rh ) 45 21 i A
. RS AP ) I B R 45 L, BT DU 0 1 AR R R IZ MR A 4 17,5050 Nb. Nb 5T i K
WL 32, T LATE 128 fi 4344 BE () AES o, No=4. AES (i il T 57454 8 515 2 % 18 R [/ 19 42 . B % 25
B YA L AES 5880 (NP AT AR Y. 128 LB B BE XTI 10 $8.192 S B K EXF I 12 48,256 {3 %
B BOR N 14 58, SCh R 128 S B I AES k.

« YR BEH2012-07-11
BEEWAB ) ArFb R 4 % B m H (11BS41301)
TEE BN IR 1981 L Lo TR A T AR R F B ST E R B vR s 8 A, E N E 5T



553 IRAE B %5 - MyriaNed #2188 F 6 20 48 950 L 1 SE L 5 101k 67

T AES SFIEAZ L IF U b BRAT  S2Ke 4 A R I S0 1 16 A 8 37 19 534 #2200 e A U I S DR 28 8 o v
L IE BT PR M R HES A 1 R, B AT 45 30 % S0 4. T AR S MyriaNed ~F- 5 2
S AES Bk Bk .

# define AES—128 Encryption (message.key) {

for(int i = 031 << 10;i++) {
state = AddRoundKey(sessage,key) ;
state = SubBytes(state) ;
state = ShiftRows(state) ; state = MixColumns(state) ;
key = UpdateKey(key) ;
}
}

1. 2 SKIPJACK Z R HE %

1994 4FSE [ BUN A A 1 %5 A 645 0 %5 b o 76 % 5 408 I A o v 32 200 1T 1 B L 0 2 A e
CLIPPER. 7£ 12t i R T 20 4L 5 65 5507 SKIPJACK. %58 vk B 16 F Tt A R 5% T SCRE 14 S 80 14 418
H B 7RSS Tl B9 iz A A]. SKIPJACK I 5k R T 80 bit B AL 64 bit fiy A Jp 2 e 4l
64 bit fi th o 2H L S0 R A0 B B L B SR A R AN TR 2 SR CACRT BY SR XS 8 AN Hi e o 4H EA T
AR SR FE RN T .

(D) 5 SN A

# define RULE_A(skey,wl.,w2,w3,w4,counter, tmp,bLeft, bRight ) {

tmp = wi;

wh = w3;

w3 = w2;

w2 = G(skey,wl,bLeft,bRight);
wl = w2 “tmp " counter;

counter+ +; }

(2) 5E N B

# define RULE_B(skey, w1 ,w2,w3,w4,counter,tmp.bLeft,bRight ) {

tmp = wl;

wl = wi;

wh = w33

w3 =tmp ~ w2 ~ counter;

w2 = G(skey,tmp.bLeft,bRight) ;

counter+ + 3 }

(3) GZA8¥ (H F RIA%E LB F-table) .

# define G(key,b,bLeft, bRight)

(bleft = (b>>38),

bRight = b,

bLeft = pgm_read_byte(&.F[bRight ~ (key)[0]]),

bRight “= pgm_read_byte( &F[bLeflt -~ (key)[1]]),

bLeft = pgm_read_byte( &.F[bRight ~ (key)[2]]),

bRight "= pgm_read_byte( &-F[bLeft -~ (key)[3]D,

(bLeft <<<C 8) | bRight)

() R AN WL 1<<i<<4, counter B2 1. $hAT 8 AL AL SRS S #3820 p9 LI B, 5 555 ]
IR A AT ORI 8 & 5 SE UM AE AL B. counter #25 A4 1.5 th o Wi 1<<i<<4.

voidskipjack_encryptTask (uint8_t * ekey,uint8_t * in,uint8_t * out)

{

uint8_t counter = 1,bLeft,bRight;
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}

uint8_t * skey = ekey;

uintl6_t wl,w2,w3,w4,tmp;

wl = (uintl6_0in[0]<C{<8 * (uintl6_v)in[1];

w2 (uintl6_t)in[ 2]<C<8 ~ (uintl6_t)in[ 3];

w3 = (uintl6_t)in[ 4 ]<<< 8 ~ (uintl6_t)in[5];

w4 = (uintl6_t)in[ 6]<<< 8 ~ (uintl6_t)in[ 7];

while (counter <<= 8) {
RULE_A(skey,wl,w2,w3, w4 ,counter,tmp,bleft,bRight ) ;

skey += 4;

}

skey = ekey+2;

while (counter <<= 16) {
RULE_B(skey.wl,w2.,w3,w4.counter, tmp,bLeft,bRight );

skey += 4;

}

skey = ekey+4;

while (counter <<= 24) {
RULE_A(skey,wl,w2,w3,w4,counter, tmp,blLeft, bRight ) ;

skey += 4;

}

skey = ekey+6;

while (counter <<= 32) {
RULE_B(skey,wl,w2,w3,w4,counter, tmp, blLeft,bRight ) ;

skey += 4;

}

out[ 0] = (uint8_t)(wl >> 8);out[1] = (uint8_tHwl;

out[ 2] = (uint8_t) (w2 >> 8);out[3] = (uint8_t)w2;

out[4] = (uint8_t) (w3 >> 8);out[5] = (uint8_t)w3;

out[ 6] = (uint8_t) (w4 >> 8);out[ 7] = (uint8_t)wi;

1.3 Klein Zi3 &%

Klein 57325 & — ][] S04 52 B 0 5 k0 O A 938 A 000 L T 64 bit 1Y 23 A BT, BR0VE 8 B QB8 T ik %
64,80,96 bit, {E[a] i 75 B %of 7 A [ A4 32 AR 46 4 (HI 12,16 F1 20 %) . Klein 5 15 /2 AT BE M SR F 18 1) 5% 1 4 Ak 2
RS, DA SR 37 BRI S5 0 i v 7Rk A R e M A B, Kllein BRI T B A RCPER Y 4 bit S &, 155
DAL EATI 1A S &M R SE I 25 i 2% 12 5. AE 9 HUREE , Klein 4 AES 1) MixColumns pREUEIE R 53
T MixNibbles PR, [F] B 55 1 [0] 75 (108 25 22 5% PR %X RotateNibbles AHZS G o AR LR IE T 553 1A A {4 2%
HR.TEB I AL Klein $E8E 1 LA 2% 19 40 31 77 325, AT PR IEJE T Klein (9 15 Ay bR 0 BAT B 1 2 4
PE L KLEIN 595 19 4 20 SRR AR T Sk 6 1 i DAk o7 k.

2 BEEBITERIER
1 MyriaNed ~F- 5 19 P30 FTI S5 R T AR — i A1 & i % A R B4 AE 45 ) 6 St AR 2 45
R X RFHFLE S MyriaNed V- 6 B2 19 B AU 5 0 R 2 o , HEI0 320 2 530 0% i ) TR AR an °F
startTime = mcGetUptime() ; /BT N I SE3 ECY AR ]
[ x AT = /
for(i = 0;1 << EXPERIMENT_TIMES;i+ +)

{

klein64_encrypt(message,key,cipher) ; //PURhE 3543 51 0 32 h A 7

//kleinlmp64_encrypt(message, key, cipher) ;
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//aes(message,cipher. key) ;
//skipjack_encryptTask (ekey, message,cipher) ;
}
endTime = mcGetUptime() 5/ /0% 58 JFF-UC3R B R v 1] 5
mnUartPutStr("n The encryption time is ") // T4 L imkin i
mnUartPutDec(end Time -startTime) ; / /5 SR [R] -2 4 e B) B Sy B3 3 A T e T
/[ B >/
mnUartPutStr("n The ciphertext is ") ;
for (i = 0;1 << BLOCK_LENGTH;i++) {
mnUartPutHex2 (cipher[i]) ;
}
Jeb g i 5 i DR AR P SO S #E MyriaNed V-6 . S8 J5 48 USB # HIALSE 145 R G5, 247 5 H R 28 .
BCE A S RETE 2 um A URE PP R LS 40 1 L 2% SR I TR T R 1 B,
R 1 HBEEXTHE MyriaNed E EHITEELLE

Bk 3 25 g s/ ms
AES c2cd4fa92e39105d 2 047
KLEIN(LUT) 0x01,0x02,0x03,0x04 , 331631e78483194d 967
KLEIN(Xtime) 0x05,0x06,0x07,0x08 331631e78483194d 835
SKIPJACK 20cel519493a1386 530

ML S5 0T LAE L KLEIN Sk AT AES 5k, BoA A AR D etk . A7 T s AR 34 . R 1
HORCE AT LA L KILEIN Jiinss ol B 42 700 &k, ) xtime PR SCENSA 35 MixNibbles 45 B b A 26 7 35 SC B B
HLARH AF TR RS E— 20 BRAIR SR S B A — S8 4R T, DO 25 3 5 2% &, SKIPJACK 5.3 7E MyriaNed -5
FI L HERR .

3 Z5iE
MR T ICEAL RIS M %% J MyriaNed 14 38 & 10 % F G 5000 T M AT T 2 A F & BI04 5
WL T B 20 SCILRY N 4 B R B AT D0 AL, 0 EL A SR R T4 | T RERSIE I MyriaNed 4.
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Optimized Implementation of Block Cipher Algorithms on

MyriaNed Sensor Platform
WEN Ya-min', HE Xiao-lian®
(1. School of Mathematics and Computational Science, Guangdong University of Business Studies, Guangzhou 510320, China;
2. School of Computer Science,South China Normal University, Guangzhou 510631 ,China)
Abstract: In this paper,we mainly introduce a software-oriented method to implement AES, SKIPJACK
and KLEIN block ciphers on MyriaNed platforms. The implementation is well-balanced by considering
security, performance and costs. Based on the comparison of memory costs and processing speed, KLEIN
shows obvious better results than AES on MyriaNed Platform.
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