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Abstract; Derived from Shamir’s secret sharing idea, an identity-based inter-domain authentication and key
agreement protocol is proposed. The protocol requires all nodes of a domain to participate the generation of the
shared key, thus two knotty problems that the reliability of the representative nodes of the domains cannot be
guaranteed and the efficiency of key agreement is very low are solved when using the existing two-party key
agreement protocols for inter-domain authentication and key agreement. The correctness and security analyses
show that this protocol meets not only the basic security properties of the key agreement, but also data confiden-
tiality, data integrity, resistance to impersonating the representative nodes and so on. Compared with the exist-
ing two-party key agreement protocols in inter-domain key agreement, the proposed protocol is less in communi-
cation and computation, and at the same time, it improves the participation of the common nodes of the domains
in the process of key agreement.
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