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Breaking the RSA public key cryptosystem using self-assembly of DNA tilings
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Abstract; Computation by self-assembly of DNA is an efficient method of executing parallel DNA compu-
ting where information is encoded in DNA tiles and a large number of tiles can be self-assembled via sticky end
associations. This paper shows that how the DNA self-assembly process can be used for breaking the RSA public
key cryptosystem, whose security is based on the difficulty of factoring the product of two large prime numbers.
Thus, a method for implementing the product of two primers using self-assembled DNA computing is expoun-
ded. Then, a non-deterministic algorithmic is provided to break efficiently the RSA public key cryptosystem. By
creating billions of copies of the participating DNA tiles, the algorithmic will run in parallel on all possible factors.
The computation takes advantage of non-determinism, but theoretically, each of the non-deterministic paths is executed
in parallel, yielding the solution in time linear in the size of the input, with high probability. It presents clear evidence
of the ability of molecular computing to perform complicated mathematical operations.
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Non-Determinstic (P.Q,N){

P=0, Q=0;R=0; p,= ¢, =1

for Ci=1, =, k—1) {
Assign a value (0 or 1) to variable p; ;
Assign a value (0 or 1) to variable ¢ ;
Computing R= p,***p; * qo***q;
If (m;==r;) continue. //HW r, b R W i i,
Else return failure. }

Computing R=P % Q

for Ci=k, =+, 2k—1){
If (n,==r,) continue.
Else return failure. }

Return and output Q.

}
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