B2 FHOM f§ 5 & #H Vol.28 No.9
2012 49 A SIGNAL PROCESSING Sep. 2012

ETEUNMAIRENMEERSE
PR R AR E X 33457 AT

F o8 K O HRIK BEMK KRE
(EBfsAks R FfE TRER, Kb 410073)

 OE: R T RS RLE YRR, NG BIB R BT T HRE . by R Gk
W KRN T (5, W@ IO R A A Z N LA, ik THEEER
PRI, BEEXTHIZ RN GIVTE , BAMRMNE M, AN EFHIEA EE BN T —F “REXE" Mg
&, MBESE XN R G B AL BT TR R AR T, T UMEN YR L 2 I AR E R B ER . S AR
i EEE B TR B o Z eI THEC BB, TR “ OREF IXE0 BB A4 i DA M 3L B 1) A B T4
WE R A ERE

KB WHERS; NTWA; f%XE; s g

mESES: TNO1I XEtFRISAD: A MEHS: 1003-0530(2012)09-1314-07
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Abstract: A novel approach for ensuring confidential wireless communication is proposed and analyzed from an informa-
tion-theoretic standpoint. In this method, the legitimate receiver generates artificial noise (AN) to impair the intruder’ s
channel. This method is robust because it doesn’ t need feedback of CSI and can withstand multi-antenna or colluding
eavesdroppers. Furthermore, using the average signal-to-noise ratio, which is only a function of the path-loss, we determine
the insecure regions, which is the geographical regions where Eve may decode the secret message. The secure region is the
region where Eve cannot decode the message. To improve the probability of communicating securely, the target of our design
can be the reduction of the insecure region. For each target value of the secrecy capacity, we derive the secure region for
both SISO and MIMO systems when the channels are unknown to the transmitter. Analysis and simulation results in practical
environments show that the proposed method has a good performance.
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