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Supporting dynamic intention agreement for authorization
delegation in multi-party collaboration
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Abstract Delegation is an assignment of authority and responsibility between persons for sharing re-

sources and working collaboratively. Many models and solutions have been proposed with respect to

delegation permanence, monotonicity, levels, granularity, and revocation etc. However, the important as-

pect of delegation agreement is less discussed which aims at carrying out delegation with consideration of

the intention of both delegator and delegatee rather than the currently considering delegator only. In this

paper, we propose delegation intention logic that is expressive, fine-grained and inferential in specifying

the intentions of both sides and system security constraints. With the help of fuzzy logic, the proposed

intention algorithm finds the most appropriate candidates for a delegation intention. Some experiments

are performed to verify our method, as well as the implementation architecture is provided.
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���� [5], 
,��-+����,013, -12"��3".��4.. Crampton 5/����/
������4��5 [6]. 01�67�
, Wang ������"���2���,08�302 [7], 3
4�������5"416��,0	95. Atluri � ���6�������� [8], 77
"02�
����8, ��: �������9:�2�.

3	, ������84��3����8, :
��;�3�9:, ;�3;;��56;, <��6
��, ��	7���
=7�����8���, 
���<9�8
��.��	96;�����=
:. ��: 
9;�>���<=>������
���?�9;�, ����
,�����3�9:,
>���;�3�9:, �?�@;�	9:96;:��. <;, 
Æ��?��
9�5", #����
�Æ	9:�<=, /�
Æ	9:�AB.

84

����
=, ������9:C@, �
������Æ	9:���13�!����A
�����9:�
9<=; ?B�A9:AB@7, >D=��Æ	9:�CA3�A>?�1���3
D;�3, �
Æ	9:�AB; /�����C@
55!1����������, �
������
�����. �70E@A�6: ? 2 FE�����9:C@, /4����9:C@G��B@B, ? 3
F��9:AB4@	7	�A9:AB@7, FHI���, ? 4 FJ���������K�C, ? 5
FD0�7��	6� 5/@B.

2 -./01234


9�����9:C@<=, ��D=�6�B: 1)I
A@<=G, �����9:<=�, 
,#
�L��9:13�8, C�>�#���E����B3	�
E�. 2) #������!��<=. 3)
#�����9:/I
D�M;. 4) ����9:C@FG;NOHH�EFC���3�I��I, �
���P��. 5)D=,0�,#���3QR�P�
,��JDD=��,04.�������S,/
?B!313S4��"1, EKGF��,0��
��, 16��,0.

QR���2, �7�����TC@�����9:C@, ������Æ	9:�<=, /?B�
A9:AB@7, �����Æ	�9:G�AB. �D=��,013�GHL, 2"��
�5".	
IH9:JK, >-�
���������9:��.
2.1 5J67

����9:@DI@��JU���V�����K�������D=�4.�. �������
	�9:�KL3���:9:���,�
���S1<M� S;V�	�9:�NK�����LH,�
7.�LR�JK, �
V��S1<M� O; ��	����V��I��M�, �NW�IH�, �
�
��S1<M� A; �
	��
9���M���, <M� 〈o, a〉,  � o ∈ O, a ∈ A, �
�
�S1<M
� P .

QR����Æ	�<��K���
<�43K����9:,  �<9<�O�9:<�. ���
��9:C@��13MP (constraint predicate) 4E�9:<�, <M� Predicate(x1, x2, · · · , xk),  �
Predicate 	MP@, xi ��	B��Q�D3	�TMP, i = 1, 2, · · · , k, 13MP�S1<M� CP .

���13MP��JU: O.���	9R��P�D3E�, �O.�� x 	9	
;���, <
M� IsRole(x, “professor”); O.���	9I�
	��D3HB
	E�, �O.�� x 	9S�B
NXOP, <M� Participate(x, “surgery”).

89 1 L13 (constraint-element): 	��
��DI������D=���4.	
", <M�:
Q1x1 · · ·Qmxm(e1 · · · en),  � Qi ∈ {∃,∀}, xi <M��B�, i = 1, 2, · · · , m, R��P “∃”<M���MQ
R��9��, 0O�P “∀”<M�����
��; ej ∈ CP , j = 1, 2, · · · , n, <M13MP.

QR13LH�
C, L13��@�RS:

1) ��13	�4�������TT�������
��B�13. ��: �8�� x 	����
D 5 U��NOJ, <M�: ∀x IsRole(x, ‘‘AttendingDoctor”) ∧ IsLarger(WorkExp(x), “5Y ”);

2) V�13	�4�����V�<��,0�8�V�S��13. ��: �8V� y 	QPU��
UV, <M�: ∀y IsType(y, “Patient Record”) ∧ IsCategory(y, “Cardiopathy”);

3) �
13	�4����KJ���E���67�
�13. ��, ��13: ������V�
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[8:30AM, 11:30AM],<M�: T imeWithin(“8 : 30AM”, “11 : 30AM”); 5213: ����KJ��K13,
<M� ∀x IsLocation(x, “office”); ���P.13: ��S:<V���13, ��8�� x ��W 8:30
�YYNZ[U[, <M�: ∀x Examine(x, “ICUs”) ∧ T imeBefore(“8 : 30AM”); 9:13: ��;�3
�;\;�?�����9:Z��9:TX8�GH�9:I����13; ��13	���I���
���ÆYD=�V\13, �9]�����I�8
]GF+���,013, �"�13��
@[�
?Z��UV�.
2.2 :;<=>?

��^V	��
��33K�134., �;�3��������52�
", A>D=�T9:
�8�;�3; ;�^V	��
;�3��;�9:, �4��3TT���9:GH�I����
",
A>D=�T9:�8���3.

89 2 ��^V: Can delegate[s, o, a] ← ce1, ce2, · · · , cen,  � s ∈ S, o ∈ O, a ∈ A, cei �L13,
i = 1, 2, · · · , n, <M�1,�;�3D=�
�L13 cei �, ��3 s :9��.��
 〈o, a〉 ���;
�3.

89 3 ;�^V: Accept delegate[s, o, a] ← ce1, ce2, · · · , cen,  � s ∈ S, o ∈ O, a ∈ A, cei �L13,
i = 1, 2, · · · , n, <M�1,���3D=�
�L13 cei �, ;�3 s :96;��3����
 〈o, a〉.

�� 1: Davis	
OW��@�NOJ, 	
��AttendingDoctor, �
S {〈Patient Record, write〉,
〈Patient Record, update〉, 〈Patient Record, read〉}. DavisKL��9:: ��C>�,�����
���

 39X����_C��^�[OJ, <M�: Can delegate[Davis, Patient Record, {read, write,update}]
← ∀x IsRole(x, “InternshipDoctor”) ∧ IsLarger(WorkExp(x), “3M”) ∧OnDuty(x).

Mary 	�@�[OJ, 	
�� InternshipDoctor,  �
S {〈Patient Record, read〉}, Mary KL
;�9:: :9����^��C6;��MQ��NOJ���\8, <M�: Accept delegate[Mary,

Patient Record, a]← ∀x IsRole(x, “AttendingDoctor”), T imeWithin(“8 : 30AM”, “11 : 30PM”), a ∈ {read,

write, update}.
��2"�NOJ� �
�����,D=��,04., QR����Æ	9:<=, Davis	Mary

�9:�`AB, V� Davis [<a, Mary b���^.��LI� Davis �����.

��������B��, ����Æ	8
Y]^������8, ÆY=7D=����13_;
�
����, ��13O�=713. 3��P���, 
	����9:E7]^�<=, ��8;�3
“_C`a”�“Z[c\”�;D3����Æ	4�����132"��.C\�GHL4.D=���
��8, ��13O��A13. �;b��AC@, ���A9:�<=�AB.
2.3 @A:;<=BC

�M�AC@	�c�S1���d4_<2��A3,�`�a�]^	�4<M	@B
^.�J
K. ?B4�AS1��<94_�_<2�4<M:4_<�S1���. �AMP	���AC@�M
P8�.

89 4 �AMP (fuzzy predicate): 8� 〈e, thrd〉,  � e ∈ CP <M13MP, �L thrd ∈ [0, 1], <
M:9:<�AB��b
].

���Æ	9:AB��b
]d-,�9:AB� ≥ thrd�,<]d-4_D=:9:Kc3�9:
<��8, �AMP�^. � thrd = 1 �, <M:9:<�ÆY�0AB, ���=713; � thrd = 0 �,
<M4:9:<�
���8,��
��e������CA�.�R��9d��;�3�,�f���
�Æ	�9:AB� ≥ thrd, ��:��D=��3�9:�8, � ��;�CA3; �fAB� < thrd,
<]:�����3��8CgB�, 
;G�����.

������, �eNK�99:<��13�8, b��A���;�^V4<=���;�9:.

89 5 �A��^V: Can delegate[s, o, a] ← 〈e1, thrd1〉, 〈e2, thrd2〉, · · · , 〈ek, thrdk〉,  � s ∈ S, o ∈
O, a ∈ A, 〈ei, thrdi〉 ��AMP, i = 1, 2, · · · , k.

�A��^V<M: 4�
9�.���9:, ���Æ	4 ei <=�<99:<��AB��4�
�b
]G�d-, e�
��AMPe�^�, ;�3_;D�:9:KL3�;�CA�.

89 6 �A;�^V: Accept delegate[s, o, a]← 〈e1, thrd1〉, 〈e2, thrd2〉, · · · , 〈ek, thrdk〉, � s ∈ S, o ∈



2784 & ' * * . / , $ + � 32�

O, a ∈ A, ei ∈ CP <M13MP, thrdi ∈ [0, 1] ����L, <M9:<�AB��b
], i = 1, 2, · · · , k.

�A;�^V<M: ;�3��4
9���;�9:, ���Æ	4 ei <=�<99:<��AB
��4��b
]G�d-, e�
��AMPe�^�, <M;�3:96;��3��
 〈o, a〉 ��,�
�3D�:;�9:���CA�.
2.4 :;<=BCDEFGHIJ

6�>9:<=�8	E�FG�B	�@B�7�������9:C@, /H�`!a]:

1. �<=�: ;N
9!1��E����<���2<V. ��, ��3 Marry ����� �f9
LR0Eh��;�IH�b�U8bJDi����9:, 9:�
,4��3����f9�h�G�
13, >4V��S�G�
".

��9:<M�: Can delegate[Marry, student record, update]← 〈IsRole(x, “Professor”), 0.8〉,
〈IsCourse(x, “Data structure”), 1〉,〈IsCategory(y, “freshmen”), 1〉.

2. !����: ;NQR
C�8E�����
��c�
C������8. ��, ������
[OJgU�UV��
, <M� 〈Internship doctor, patient record, read〉, ������NOJIHU�
UV��
, <M� 〈Attending doctor, patient record, update〉.

3. D�;G: ;N4���9:G�!3�D�, ��jf���d�9:, �����3C9;�3
4LRkG�IHM��, Æg_C9;�34LRkI�g�dM�.

4. ���: ;N�l��I��I, ����P����.

5. ,0�: ;NE�+�,0�8. ��, �
@[,013��<M�: ∀x ∀ yIsRole(x, “Account”)
∧ IsRole(y, “Audit”)∧ ¬EQA(x, y).

`�, �7�����9:C@;N-m5D=����Æ	�9:�8, I
���, C�;N<=
��,0�13.

3 -./012KL

3.1 BCMGNOPFQR
4�9:<�AB��4@, b�����Æ	9:<�hhAB�	�G�d-, ?B�9:<�C

\]ha3, j]9:<��AB�. eX, 4@9:<�C\]. ���
C<�]G�����<=, b
� Han ����C\]4@	7 [9], 4@h99:<�C\], n� fe(v, vi),  � v 	 vi @i<M
j
d-��13MP e �2�9:<�f]. ?Q, Y3 v <M��9:��9:<�f], a3 vi <M
j
d-�CA;����9:<�f]. QR9:<�f]S��
C, ��oih�9:<�C\]�4@
	7: ]b�S1�<�C\]4@, ?Bd-S1�<�]�C\9L, j]9:<�C\], ���<�
�; f]�ÆfL]�g�<�C\]4@, ?Bd-9:<�f]���g�C], j]9:<�C\],
����Uj��j�<�.

9:<�C\]4@��:

fe(v, vi) =

⎧⎪⎨
⎪⎩

∞, e v = null D vi = null

0, 9Ve v = vi

a|v−vi|
MAX−|v−vi| ,  �

(1)

 � i = 1, 2, · · · , k, v, vi ��L, MAX 	c�� |v − vi| ��L, a 	�9�� 1 ��L.

�� 2: ��3 A ��4;�3��<��8, <M�: 〈IsRole(x, “Professor”), 0.5〉, �
S1�
P= {p1, p2, p3, p4, p5, p6, p7, p8, p9} . R��@��CA� B, C, D,  ��@i�k;� Asso.Prof, d�;
� Assi.Prof,pk Lecturer, �
S1@i� P1 = {p1, p2, p3, p4, p5, p7, p12}, P2 = {p1, p2, p3, p4, p10, p11},
P3 = {p1, p2, p12}; l�S1<�C\]4@��<�C\���Z,  � v, vi @i<MS1 P , Pi(i =
1, 2, 3) �h9f], |v − vi| <M�S1 P �3
�S1 Pi �LV�9L, 3 MAX=100, a=2, QR��
(1) 4@8] B, C, D ��<�C\]@i� fe(v, v1)=0.083, fe(v, v2) = 0.337, fe(v, v3) = 1.376, L]e
�, <�C\]e�.

 �G�<�C\]ha3, ��
C9:<�f]
C, b�C\]4@	7=fD4@0fC\�,
1
I
�d�, ��4 ha3. �7b� sigmoid qLG�ha3
�, 4@�
��CA3�:9:
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�9:<�AB�, n� Me(v, vi).
9:<�AB�4@��:

Me(v, vi) =

⎧⎪⎪⎨
⎪⎪⎩

0, e fe(v, vi) =∞
1, e fe(v, vi) = 0

1− 1

1 + e(−k)×(fe(v,vi)− m
fe(v,vi)

)
,  �

(2)

 � fe(v, vi) �9:<�C\], k, m �l�1Z� 1 �QL. Me(v, vi) �]b� [0,1] ����L, 1
Me(v, vi) hY fe(v, vi) �rQ-��gs.

�� 3: ��3 Alice KL����139:, <M�: 〈T imeWithin(“8 : 00AM”, “11 : 00AM”), 0.6〉,
;�3 Bob ijI������ [7:00AM, 9:30AM], David ijI������ [8:30AM–11:30AM], V
|v − v1| = 1.5, |v − v2| = 0.5,  ��<�f]<M�k 1 �M. 3 a = 2, MAX = 100, m = 0.1, k = 0.1, Q
R����4@8] Bob���<�AB�Me(v, vi) = 0.585, David���<�AB�Me(v, vi) = 0.669,
VD=4.���3� David.

S 1 TUVWXYZ[
?a,b�s�me74@!�9:AB�. 4��4��9:<M�: Can delegate[s, o, a]← 〈e1, thrd1〉,

〈e2, thrd2〉, · · · , 〈ek, thrdk〉, NK�9L13, �� <=<9L13�!9��9:��>j��, ��Q
RZt_C3KL13� uh, n� W = (w1, w2, · · · , wk),  � 0 ≤ wi ≤ 1, i = 1,2, · · · , k,

∑k
i=1 wi= 1,

wi ��]�L, <M
99:<��!9��L13S��i�d , wi e+<M:L13�!9��9
:�e �.

!�9:<�AB�4@��:

ri = (w1, w2, · · · , wk)×

⎛
⎜⎜⎜⎜⎝

Me1(v, vi)
Me2(v, vi)

...
Mek

(v, vi)

⎞
⎟⎟⎟⎟⎠

(3)

 � wi ∈ W, i = 1,2, · · · , k, Mei(v, vi) <M�
��CA3 si 4 ei <=�
99:<�AB�, v <M�

�9:<�f], vi <M�
��CA3 si �9:<�f]. !�9:AB� ri e�, <MCA3 si ��
�9:C\�eZ, eD=����8, ri ?�3��?TCA3.
3.2 @ABCNOR\

�����e	���3�����Kc3, �7������3��Q��A9:AB@7, >��
��Æ	9:�Nj?1��;�3. I� k: QR��39:4@D=9:�;�CA�, 4�
D=

99:<�AB��8�, 
vfG�9:AB��4@, mlCA�!�9:<�AB���ZG�d
-Nj, �fAB]?��;�39:�Jw��3, VÆ	9:AB, 9VvfNj �;�CA�, mM
Æ	9:AB�n.

@7: �A9:AB@7
l7: �4��9: di 	<9L13��] (w1, w2, · · · , wk), ;�9:S1 AI = {a1, a2, · · · , an}.
l�: AB0fS Result.
1. Candidate Queue =∅, Result =∅//Candidate Queue �;�CA3nF
2. for (j = 1; j <= n; j + +) do

3. for (i = 1; i <= k; i + +) do

4. if (wi > 0) then

5. Calculate Mei(v, vj) //4@;�3���9: di �<9L13 ei 9:<�AB] Mei(v, vj)
6. if (Mei(v, vj) < thrdi) then

7. break;
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8. endif
9. endif

10. endfor
11. Calculate rj //4@;�CA3�!�9:AB� rj

12. Insert sort(rj , Candidate Queue) //ml rj ���Z
mo7�CA;�3nF�
13. endfor

14. while (!Candidate Queue.empty())
15. Candidate Queue.Delete(ai) //npnn�;�9:qM ai

16. for (t = 1; t <= m; t + +) do //m �;�9: ai �L13 ei �9L

17. Calculate Mei(v, vi) //4@��3�;�9: ai �<9L13 ei 9:<�AB] Mei(v, vi)
18. if (Mei(v, vi) < thrdi) then

19. break;
20. endfor

21. if t = m + 1 then
22. return Result = {ai}//Æ	9:ABDM
23. endwhile
24. return Result =∅//9:ABor

3.3 ]^IJ
���E�<M�����	�
��2��BK, n� ST = 〈U, R, P, UR, PR〉,  � U 	��S, R

���S, P ��
S, UR = {(u, r)|u ∈ U, r ∈ R} 	������2�, (u, r) ∈ UR <M u 	
�� r,
PR = {(r, p)|p ∈ P, r ∈ R} 	���
��2�, (r, p) ∈ PR, <M�� r 	
�
 p, 
OW���E��
< 1 �M.

o 1 _Æs̀ asbcdeo
U UR PR

Alice opt�%%pq( p1, p2, p3, p4, p6, p7, p8

Bob x�%pq( p2, p3, p4, p5, p6, p7, p8

Cathy opt�%%rq( p1, p2, p3, p4, p7, p8

David x�%rq( p2, p3, p4, p5, p7, p8

Ellen opt�%$pq( p2, p7, p8

Folw x�$pq( p2, p7, p8

s: R ={opt�%pq(, x�%pq(, opt�%rq(, x�%rq(, opt�
$pq(, x�$pq(}; P ={p1 opq�rs, p2 tutq, p3 trtr, p4 vw$

pq(, p5 xq�rs, p6 uvqs*%, p7 twqsu(&', p8 x,qs*.}.

Alice 	:OWQPUXu��9OJ, ij�vwy>������������Z[�c��^O
J, <M�: Can delegate[Alice, Patient Record, {read, write, update}] ← 〈IsRole(x, “AttendingDoctor”),
0.5〉, 〈IsProfessional(x, “Cardiopathy”), 0.4〉,〈T imeWithin(“8 : 00AM”, “11 : 00AM”), 0.5〉.

;�3 Bob KL;�9:: Accept delegate[Bob, Patient Record, {read, write, update}]← 〈IsRole(x,

“ChiefDoctor”), 1〉, 〈T imeWithin(“8 : 30AM”, “11 : 00AM”), 0.6〉.
;�3 CathyKL;�9:: Accept delegate[Cathy, Patient Record, {read, write, update}]← 〈IsRole(x,

“AttendingDoctor”), 0.5〉, 〈T imeWithin(“8 : 00AM”, “11 : 30AM”), 0.5〉.
;�3DavidKL;�9:: Accept delegate[David, Patient Record, {read, write, update}]← 〈IsRole(x,

“AttendingDoctor”), 0.5〉, 〈T imeWithin(“8 : 00AM”, “11 : 30AM”), 0.5〉.
3K9:<��]uh W = (0.4, 0.4, 0.2), 4@�99:<��AB�, ml!�9:AB��ZG�

vm,  � Cathy �!�9:AB�?�, C�;�3 Cathy ;�9:S1�Jw Alice, Æ	9:AB, V
� Alice [<a, Cathy ���^>�I� Alice �����.
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S 2 opqbrstu
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9�,QR��������349:AB��. �C�
� CPU1.86GHZ,
LR 512M, x.�
 Windows XP, <K�I MyEclipse+MySql. }y9:k, 3K9:��z@�Uj�
�j����Z[���JK�K4<99:<�ABb
]��]��8.

y3����9:k�;�9:L� 1–100 9, 3K 5 9��9:<�,  �Uj<�]z�� 25–65
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