17 6 Vol.17, No.6
2009 12 Chinese Journal of Management Science Dec. , 2009

:1003 - 207(2009) 06 - 0163 - 07

( , 230009)
Denoeux
:TP311 A
L ( TEF, conr
pliance, benignity , stability
' [5] Mark-
ov , risk safe
(1 , ty reliability ,
, [6]
[21 ,
[3]
Trust Soft ,
(
) 3 , 2008
4
[4] (7]
:2008- 12- 22; :2009 - 09 - 08
: (70631003 , 90718037) ;
(200803590007) ; '
(081104F) ,Dempster

(1948-), ( ), : TBM (Tranderable Belief Model ,
' . )



. 164 .

2009

(8]

(Intrindc relationships) (Extrindc
relationships) Denoux [9]
Denoux
2
[4- 6]
/ /
, 1
smurf*mzfmunu I
"Tfﬁh!ﬁaﬂ‘fﬁ DG ﬁlffﬂ‘{?i
ﬂ‘fﬁﬂ)ﬂé ﬂl’ﬂ!iﬂlﬁﬁ I Wﬁ‘iﬁ)ﬁ& ﬂ‘féimﬂéJ

.
................................

= =ECCR=» = =ECCR=p
IR ! AIfEIRE
ABEEFS | ECCR | ABEVEEM

I_,éé‘_l

B TR |

(extended cautious conjunctive

rule, ECCR) ,
3 Denoeux
3 1 [9-12]
ECCR ,
1 Q ,S Q ,
S BBA (basic beligf assgnment ,
) m: 2" -[0,1], zAng(A) =
1
BBA m(Q) =0, BPA (basic
probability assignment)
2 A cQ, m(A) >0, A
m (Focal Element)
,m
BBA a ,
BBA J ;
BBA Q :
BBA 2
2 ,Q ;
BBA ;
BBA A
3 m Q BBA ,
Vaaq(A) = ngZAm(B) (com-
monality function)
Shafer [11] BBA
BBA m,

BBA ,
m = @gzaca AW ,
, VA CQ A % O w(A) [0,1],

( ), Dempster



- 165 -

,Denoeux BBA
ms= dac,A""
, VA CcQ ,w(A) [0,1]
w(A) [0,1]
[0, + o],
(inverse)

[11]
w(A)
BBA ,
w(A)

Smets
>1 BBA
BBA

w(A) = [a(e) Mo =
!_!B DA Bl €201 q( B)
|_|BQA,|B| 20 q(B) ,

!_!BDA Bl 20 q( B)
|_|B 2DA,| Bl €20 q( B)
2N Al A

| Al 2N,

] A] §2N,

BBA ,
w(A)
w(A) =
m(Q)

m(h) + m(Q) "’
m(Q) H§:1[1+mm((?h2ﬂ L A= 0 (1)

1, otherwise
(Least Com-

A:hp

mitment Principle L CP) ,Denoeux

4 mu me
BBA ,wi 2(A) =min(wzi (A) ,w2(A))
,Denoux (Cautious Conjunctive
Rule)
mo=m m= O A" 2

32 ECCR

21 Q={h,p=1, ,Pb.m Q

&~
BBA, m@Q) mQ)

O
_ &~
w(Q) = — Q
m@Q) + m@Q)
m(Q) :_mQ) + m(Q)
mQ), A =Q
q(A) = < <
m@Q), A =Q
,m _q e
m(g) = q(g) = q@Q) +qQ),
m(g) = qQ) ,
m@Q) = q@Q) - q@).
_ Inw m, -%Inq q,
Inw@) =- InqéQ) +1nq@Q) ,
= Ing(—)'Q = In—m'(—)—%—— £ ,
a€) E(n(Q) + mQ)
W(a) = — Q
m@Q) + m(@Q)
5 m me
BBA W1*(2(A) =min(w:i (A), wz
(A))
wi 2(A) =

min(Wl(hp),WZ(hp)),A: hp,p:]., ,P
mnw:(Q ,w2(9Q), A = O,
min(wl(§_2) ,Wz(f_l)) , A= 5

Denoux
moe=m m= OA™ 2
, € =[(1- m9)Q-
m@)) 1"
ECCR
33
Denoux
BBA
1 Denoux
Sepl. Q={h, p=1, ,P} ;
m(t=1, ,I) Q BBA ,
ji=1,i=2;
Sep2 (1) 21 mp, m
wi (A), wi(A);
Sep3 Denoux

m <m  m, E=(1-m



- 166 - 2009
(@) , ,
Sepd i=1+1, i~i+1l, Sep2;
Seps “ K
, m’ 4.2
m =m(1- mQ)) (2 ,
m’ m, ,m TEIS
4
4.1
(Trustworthiness eval uation index system, TEIS) ,
[14]
, , TEIS
TEIS , ,
TEIS ,
6 BBA :

, TEIS = (Xe, Xm, Xw, subelem, indeva, Xem={m,i=1, ,1} Q={h,p=1,
weis) : , P} BBA , ki mi , Wi
Xe:{er, Xan, Xd} y

, e s T
: Xem , 1- k , Wi = 1,
; Xa _wi(l- k)
’ ! m = , Wi - 1,|(i * 0,
, , ziWi(l - ki) (3)
, ) Wi , ki =0
Xm BBA , m Xm, Tt , mi :
mt € ; m = Tim; =Ttimi(hy) , p=1, ,P,
Xuw ) @) =1-m mei(hp)
’ m@Q) =1-T,
subelem , Subelem S Xe X Xe, %n o 1 o @
i =TI - i .
a e Xe , (e, @) sub m: () ( me( )
elem e e ; : Z.’Ti =1
indeva , indeva S Xm X Xe, BBA nif |
IT11 Xm ,el Xe 3 y i)
(m,e) indeva mi1 a Q , e , k=0,
BBA ; mT=w
weis , weis S Xuw X Xe, 4. 3
W1 Xw , €& Xe y ECCR y
(w:,e) weis w1 e :
3 Sep 1 Q={h,1<s< S}
BBA , V =



6 - 167 -
{vs, (1559}, TEIS= (Xe, Xnm, 1)
Xw , subelem, indeva, weis) , ‘Xe={e&, Xen, (61 ,
Xa} & , Xem = { emu, )
em} , Xe ={{elp}, {ela}} (p, g [1,m]), elp
elq EM ={emy} 1S )
(1<x<X) : : (safety)
{Wen } (1 £ x< X); '
Sep 2 Hi(1<t< N), ( , reliability) ( ,
, Xw ={{ Wen } ,{ we, }} (1< availability) ( , securi-
i<n,1<ksm); , , ty) , 2 TEIS
[15] 2
trustworthiness
Q BBA , Xm = {{ma}, [ . | 1 —
{mi}}.(pa [1,m]); sty rliabiliy sy, avallibiliy
Step 3 T, (4) ’_ojs 0.45 0.2 a\:j
BBA Xn = el dewe;lfauh ely \‘,}J, J,‘, el
{{ mTép} A mré'qx}} ; i réhib:luy de,:»c/::;rl‘;l’::m L.“"'m:;’:muh“‘ ’"I;f(’n” e
Sep 4 03 e
el | ' 2 s
{ma;} (g [1,m]); Q={h,, p=1, ,5 :
{wa,}, BBA {nl} (T = w={01,03,05,07,09 DM=
Wa,) ; {DM1, DM2, DM3} ,
Sep 5 Hw BBA , wom ={0. 3,0 3, 0 4}
Hn-1 BBA { men } (i [1,n]); Q Xm
{Wen } BBA ={{me,}, {mi}}(1 < x <3, p={11,31,32,
{ M.} (T = Wem,) ; 41} ,q = {21, 22}) ,d, elq
Sep 6 N>1, N=N-1, Sepb5;
: ; k w, (3)
Sep 7 , T, BBA
Me, ; X = {{ms, } . { m&} -1} 1 2
Sep 8 , (BBA)
hs , BBA
V ={Ve { Ven}i=1,{ Ve }k=1} , elq
Ve, = Zilme, (hs) v(hs) ' el el
s , 3 BBA
Ven, = Zszlmeﬂi(rk) v(ih) ,i =1, ,n o, ok,
Vo, = Z:ermk(hs)v(m),kzl, m (5 ,
BBA 2 BBA , ,
u " 4 , 2 :
e Q , me, ={(ha,
0. 3233) , (1s,0.5541)} , (5)
ve, =0 725
5

(industrial inspection software,



- 168 - 2009
, , Q m = {(h, 0 397),
) (hs,0.528)}, vV =
, (5 0. 7531, “ , ,
Y , »
, Ve, ) )
=0 725 5, ER V> Ve,
, (evidential reasoning,
ER) [15]
1 BBA
d k Wel md T s _
el 015 1 { (hs,0.25) ,(hs,0 75)} / { (hs,0. 2125) , (hs,0 6375) ,(Q,0 15) ,(Q,0)}
ela 025 04 {(hs,0 62) ,(hs,0 38)} 0. 4098 { (ha,0 2541) , (hs 0. 1557) ,(Q,0. 5902) , (Q,0)}
els 0.28 06 {(hs,0.71) ,(hs,0 29)} 0. 5902 {(ha,0 419) , (hs,0 1712) ,(Q,0 4098) , (Q,0)}
ela 031 1 {(hs,0 16) . (hs.0 84)} / {(hs.0 1104) (hs.0 5796) (Q.0231) (Q.0)}
2 BBA
DM WDM el k mj s 11
DML 03 ela1 005 {(hs,02),(hs,07)} 03523  {(hs,Q 0707) ,(hs,0 2473) ,(Q,0 6467) ,(Q,0 0353)}
el 02 {(hs,06),(hs,04)} 0. 2824 { (hs,0 1694) , (hs,0. 113) ,(Q,0. 7176) ,(Q,0)}
DM2 03 ela1 032 {(ha,02),(hs,08)} 0. 2522 { (hs,0.0504) , (hs,0 2018) , (Q,0 7478) ,(Q,0)}
el 01 {(h,06),(hs,03)} 03176 {(hs,0 1906) , (hs,0. 0953) ,(Q,0 6824) ,(Q,0 0318)}
DM3 04 el21 02 {(h,03),(hs,0 5)} 0.3955  {(h4,0 1187),(hs,0 1978),(Q,0. 6045) ,(Q,0 0791)}
el 015 {(h4,06),(hs,0 4)} 04 {(hs,0.24) (hs.016) .(Q.06).(Q.0)}
3 ela ex
el W M iy _
ela1 03 { (hs,02297) , (hs,0. 5996) } {(hsa,0 0689) , (hs,0 1799) ,(Q,0.7) ,(Q,0. 0512) }
el 07 { (hs,0 5774)  (hs,0 3265)} { (1.0 4042) (he.02285) (Q.03) (2.0 0673)}
4
Wan Men 11 — \
em 0 35 { (hs,0 2125) , (hs,0. 6375) } {(a,0 0744) , (hs,0. 1881) ,(Q,0 65) ,(Q,0 0875)} 0. 7225
e 0 25 { (ha,0.2042) , (hs,0. 7175)} {(ha,0 0511) , (hs,0. 1794) ,(Q,0 75) ,(Q,0 0196)} 0. 7887
emg 02 { (ha,0. 1495) , (hs,0. 6065) } { (hs,0 0299) , (hs,0 1213) ,(Q,0 8) ,(Q,0 0488)} 0. 6505
emy 02 { (hs,0 1104) ,(hs,0 5796)} {(hs,0 0221) ,(hs,0 1159) ,(Q,0. 8) ,(Q,0 062)} 0. 5989
e / { (hs,0 3233) (hs,0 5541)} / 0.725
5 1
V 1
0<v=<05
05<v<0 75 '
Q75<v<0 9 ' , :
09<vs1 '

(1)



- 169 -

[1] Avizienis,A. , Laprie, J. C , Randdl, B. , et al. Basc
concepts and taxonomy of dependable and secure compu-
ting[J]. |EEE Transactions on Dependable and Secure
Computing, 2004 ,1(1) :11 - 33.

[2] , , , .

[J]. E ,2006,36(10) :1156 - 1169.

[3] seffen, B., Wilhelm, H., Alexandra, P., et al.
Trustworthy software systems: a discussion of basc
concepts and terminology[ C]. ACM SIGSOFT Software
Engineering Notes archive, 2006 , 31(6) :1- 18.

[4] Gabriele, L. , Andrew, T.. Managing trustworthiness

—_—

in component-based embedded systems[J]. Hectronic
Notes in Theoretical Computer Science, 2007, 179:143
- 155.

[5] Water, J. G.. Sftware dependability evaluation based
on markov usage models[J]. Performance evaluation,
2000, 40:199 - 222

[6] Shi, H L.,Ma,J , Zou, F Y.. Sftware dependabili-
ty evaluation model based on fuzzy theory[ C]. In Inter-
national Conference on Computer Science and Informar
tion Technology , 2008:102 - 106.

[7] , , , ”

[J1. , 2008, 22(3) :145 - 151

[8] Hasselbring, W. , Reussner, R.. Toward trustworthy
woftware systems [J]. |EEE Computer , 2006 , 39(4) :91
- 92

[9] Denoux, T.. Conjunctive and digunctive combination of
belief functionsinduced by nondistinct bodies of evidence
[J]. Artificid Intelligence, 2008, 172:234 - 264

[10] Yang,J. B. , Wang, Y. M., Xu,D. L. ,eta. Theev-
idential reaoning approach for MADA under both
probabilistic and fuzzy uncertainties[J]. European
Journal of Operational Research, 2006, 171:309 - 343.

[11]

[J]. ,2006 ,14(4) :121 - 127.

[12] Smets, Ph  The canonica decompostion of a weighted
belief[C]. In Int. Joint Conf. on Artificia Intelligence,
Morgan Kauf man,SanMateo ,CA ,1995:1896 - 1901

[13] Shafer, G.. A Mathematical Theory of Evidence [M].
Princeton University Press, Princeton, NJ, 1976

[14] Blouedi , Z , Mdlouli , K , Smets, P.. Assessing sen-
or reliability for mul TEISensor data fuson within the
tranderable belief model [J]. IEEE Transactions on
Systems, Man, and Cybernetics Part B: cybernetics,
2004 ,34(1) :782 - 787.

[15] Yang,J B.. Ruleand utility based evidential reasoning
approach for multiattribute decison analysis under un-
certainties [J]. European Journa of Operationa Re-
search, 2001 ,131:31 - 61.

[16] :

[J]. , 2007 ,3: 38 - 41.

A Software Trustworthiness Eval uation Model Considering Correlation of Information Sources

YANG Shan-lin,DING Shuai , FU Chao
(Institute of Computer Network System ,Hefel University of Technology ,Hefel 230009 ,China)

Abgtract : This paper studies a software trustworthiness eval uation model , consdering the correlation of
information sources. Firstly, an improved Denoeux cautious conjunctive rule and a horizontal evidence
combination algorithm are introduced. Secondly , an association coefficient is defined to the index or group
opinion aggregation. Finally, on the analysis of objective problems, such as information uncertainty and
correlation of information sourcesin the process of evaluation, a software trustworthiness eval uation model
based on evidence theory is proposed. Experimental results show the rationality and validity of the model.
Key words: software trustworthiness;correlation of information sources;evidence theory ;evaluation model



