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Abstract: As the Beijing Oil and Gas Control Center plays its role in undertaking the centralized control of long-distance pipelines op-
erated by PetroChina, a distributed SCADA system relying on communication network is gradually formed, for which security is
highly required. There exist many risks in data transmission of such a SCADA system at present: lacking access control, using open
standard protocols, transmitting in plain texts, and connecting a plenty of insecure network devices without appropriate protection
measures. Especially, a potential higher risk even threatens the data transmission between the central control system and station con-
trol system with an application layer protocol based on Ethernet and TCP/IP, which relies on the optical fiber network, satellite and
public network. In view of this. according to the standards published at home and abroad associated with SCADA security and many
security protection strategies proposed by some scholars, this paper presents the following countermeasures: setting up an access
control mechanisms based on authentication and authority control, deploying hardware firewalls and encryption gateways, strengthe-
ning the exterior security, etc. This study will be a reference for engineering design.
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