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Security of Distributed Information Integration System
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Abstract: In order to ensure the security of information integration system under distributed environment, the security strategies of information
integration system are researched from three aspects, i.e. the authorization mechanism, guarantee of the communication security and Wrapper
pledge; and the authorization mechanism based on scheme is proposed. The global scheme and data source local scheme are authorized, and ai-

ming at the unsafe factors, the methods encryption and digital signature are put forward. In addition, the Wrapper safety strategy in distributed

environment is designed to ensure the security of information integration system under distributed environment to avoid possible attacks.

Keywords: Information integration system Distributed environment
=]

G —H O X5 | H ISR BRI T2
WREBERARBHIE " A TRIEARRS, %
R RR BTG BRI, SCk[4 ] T 2
T Mediator {15 B8 AR GURY 222 (R RR, {5 % SCA T
WRREIEE, A% B X RE L2,
Web (31 X R R E RN E B L2 H T R,
AT 4, ] BEE LS B e e B £R B
AP RERGEMNE ARG RE S AP &R R
I RHRA PR o PRI, NI 22 4 B I 46 R85 T FRAIE
B BB RE & RA TR R

Bt oA M5 B AR AR G P 0% ek IR, A3
TE T ZGERBALHLH , 332 7 P A TR B O
TRESE L 2R,

1 BAHLH

TEHET Mediator K5 BEMALH , FE— T
AP Ry 2 )R, P AR UR & X2 R
Ty 2 JaRAT DIAR B EEH | i SO 2 R X

5 B A E] B #1:2010 —05 - 07,
F—AEE T 2k, $,1977 44,2000 £ 50 T A dy K 5 #dk B 34K
F0, KFLFL, TR EERFAFINAAERG T AR,

Authorization mechanism

Security guarantee Digital signature

B X TR SRR , B —A R EE TR (2
FERZREAEPE OR B4z .00 BdE e A 4540 AL B
) iR AT DR 7R B M B S5 4 5 R B XA DL
Tk WS PR S 1 4 SRR R A — AT B

EX L RER F AT, Bl ; global _authoriza-
tion(T,i) , K% i FH P A VIR LREXM N FE T
HIAXBR . #A global_authorization ( T,,i) \global _authori-
sation(T, ) , HL i <j, A T,CT, B T, & T, {47,

SEARAL AN S5 AL B BCE TR A BI85, B
PER i 17 3 A P 8 e XK local _authorization
(T,)), &% FRA P A VIR R ER T RFR,
[F]#2 A local _ authorization ( T, r) . local _ authorization
(T,,s),Hr<s,MIEFTCT,

Xof F 7] B A 152 A0 B A A B IR, X — BAUL R
TR, 2R G Fm IR LAFTEE XF B K
Fo XFIXTRIKR AR REL £ : 62", HEAFEH
Xof IO BRI f 2B R AN 338 Uk o 4, 7 B 4 R AR XA A
m NEREH N 80,8185 8ur |, AFEEXA n 4
BAEER Ny, 1L b o TEBI R, i <j B, AR
il ef(g),Lef(g),Hr>s,

XA AT 1 4 R AR 23 R AR X A A S
Z [ A BB AE v, FETE R IR DL 2 VT BB AR 7E 2 R AR X
HR R FEANGE A n, FE X RE ABAE TR A AR X

12 PROCESS AUTOMATION INSTRUMENTATION Vol. 32 No. 2 February 2011



SHRERERREREMHR TR, %

G55 ny, Hor  n X0 B i B & BN 7, n X N B
R ELEFNR kT f(g) >, TEXFIELT, L
BRI AR B SN R IE N, PATE R B B S 52
PO,

B—NEAERNGG | AP AW ¢, B REIN2
JtER g, , KB g, =g, NT,, e T,3RIR i XL
K, g, %R BIEHEIR w iR BB K B R
1,,J i XT3 w BRI, EERIE b7 905
Xf L AR T, , AT DAFE SR IR B2 i R A =X
Hl'=1,NT,,

2 BERHEERERE

ZIRBINGBEEIALERNE, W TREA P&
WHLR MR Z 42 FER P RETRMEL T, R4
A LIRS P2 F AR R EE AT I

B, AP AT DA AE A o SCR B A T 2N
HECE IR SR T BN, & BT : OEN-
CRYPT( <ZE#MIEH > ), & HE A7 Z 0% ; @QWITH
RESULT ENCRYPT( < &EHiEFA] > ), LR FEINE;
(@ENCRYPT( < ZFif)iEH] > WITH RESULT ENCRYPT),
BN R TEINE . ERRSERR RIS =2
NGNS

EEEERRGET, REE—ANTEH P i
Wrapper #8 ] R ¢ I iy, R 48 ' Mediator Hl & — 4>
Wrapper w fF7E & — B4 k,, WA P 42 ) HO & R 78
Mediator Hr 483 25 1) it & FN % e J5 , 28 46 J o T 1) 4
ANBARIR AL, WR P R R)TE A SR A )
HEAT I, WA X > 2 ) K 45 Wrapper (533 B2 /%
BHEAT NG % T Wrapper w K2, 2838 kN5 %
EH w,,

Xf Web HEATRE )R IE DL EE NS 2%, DX Rt e 3] —
AMEATE 8RS | ERE R IR AT E RS AR
EARE R HAT (5 BRI A E ) proxy, KL, 7E%
— M ERAEE B B T B AT B N . —J7TH Me-
diator ZLLRFFFIEL ] proxy p, Z [B] B k, 5 73— THI A
1) proxy p, 75 BARE T BT E#ER) Wrapper w, 22 8] (1%
BA ke R kX5 p, A w, IS HAEB HEA TN

XoF I [0 45 B n % , 2% i 3 2L AR [F] 42450
HIANIR) F P 22 18] ] 68 T AR 25 BOBCHE , TRt , 3R AT SR BX
Diffie-Hellman 2 """ | Bl i Mediator 1 proxy/Wrapper
B{# proxy F11 Wrapper ;=4 %%, Wrapper #l Mediator
FAER T HERRRE n Ml g BHTELBRMT,

D Wrapper H 8 — AN K FEHVL R », 715 X =
g" mod n % X k%% Mediator;

@ Mediator - — N K MEVLEER v, iTE Y =

(BRI 32 B2 2011 42 A

g’ mod n ¥ Y K i%k% Wrapper;
® Wrapper i+8 k& =Y mod n;
@ Mediator 11 k' = X" mod n,
k 0 k' [FIBHE A N2 B %51, X RE , B Media-
tor H1 Wrapper B 2540 i i BR % 57 0T, B T 3 A
INETR RN
B FEARIEE 516 /Y, D I AT R 7 76 508 U8 1 3K
VEAT J , BIVAE 2 FAth 5 T 4 50808 U8 O 3 B8 X R G i
TR, WA e — I O 2 R & R v A 40HE R [m]
%5 Mediator , 3 i, Mediator f{) 171 2533, AT 3K B H Ak
WHB ., FIREFELESE = 1h2E Mediator, A Wrapper
TR X TREMEBERAZLEER, RATRK
BP0 7 ok gy, B R A DSA (digital signature
algorithm) "', i F45 /> Wrapper w, # 77 7E %5 M — Fl
Mediator ZJ5E (%4 k., 3% 1> k, 52 HAth Wrapper NHELH
R, I, X T4 Wrapper, X MEHAREZ 2K
REHAE 1024 L EH p. 5(p-1) M
160 A () H L g LI g =h"™"" mod p, HHf h <
(p-1),HAWHR[R? " mod p] >1 KIFERERL,
1E Mediator F11 Wrapper w, 2 [a] {) 3@ {5 3 2, R
FBF 4 A A EIES B aT
RIEE BITHE—NNT q BIBENLEL k)
r=(g" mod p) mod ¢
s={k'[H(m) +w,r]} mod ¢
A om SRR BT WA s H(m) Ry B 805 BRI
r F s HECFEL A FEREEMLERAER
HICT o B # B LA T ik R 28 24 AT B0 0E -
w=s"mod q
u, =[H(m)w] mod ¢q
u, = (w,w) mod q
v=[(g"y") mod p]mod q
R, 2R v =r, M2 AR

3 Wrapper ££{RiE

XA E T, Wrapper 7] 88 32 2178 2 40 5
M, R 2 AR AS 7 SR IR — J7 38 17 i) Wrapper Ji.
HAG sz, R EAsE R R v, %
TR R G s E SR % 2.

Ntk Wrapper fRASIEZ 177 & FHR £ b, AR 4 4k
P EVRY L LRI IR Wrapper (1% 4 ; TSR Wrapper
BIAEEIRR ENREE = F EW L BAXTHE
BRI S — Lo R R AT IR IS RIE
Wrapper %4 SRIEUNT o

O W4\ Wrapper i 173535 , X4 Wrapper 75 L35 2,
FIFEAN R G AT H BV, B H WA BN E

13



SHRERERREREMHAR TR, %

W EEBRT, FINZ 2R UFER , B3
AL XA E o

@ it5% Wrapper i217 H 7 , Wrapper X Fl £ HL 5
G — R BEHATIC R, R R IE % KB &
%% Mediator; X} F £ 1# 52 B i) Wrapper, B F B 1)
REALRBARAE, 4 F WL Y F B gy Wrap-
per B, 525 R ORI 19 T BN LB 5

@ X Wrapper 1 CEEEE B L AT ING , B R
G BRI E R E ST N R, AT IR A
CEF ( cisco express forwarding ) {77 i34 72" . M@
CEF A i i 2 (B 20T F 2T =R HE R L
REEFATH . T LR —F % A 2 R 80t
T BT IS , X 7R B AR Y R B S W FT L
AR TN

4 LEFRiF

LA AR A IR T 15 B4R A B R AL
ATABHEPEEERRGE L2, AR E T —F
FIBA  NIRALHLH] |8 15 % 2 PRBEF Wrapper %22
=ATTERES G B RMA RN L et RATH
L ARG TS F T 0 A SUIR SR R 2 BOdE JR A 58 A, X
FAAHETREEERARRE R HAEF
R ESCRMNE
5% ik

[1] Hasselbring W. Information system integration[ J]. Communication
of the ACM,2000,43(6) ;33 -38.

[2] Garcia-Molina H, Ullman J D, Widom J. Database system imple-
mentation[ M ]. USA ; Prentice Hall,2000 ;254 —272.

[3] Wirderhold G. Mediators in the architecture of future information
systems[ J]. Computer,1992,25(3) :38 —49.

[4] Candan K S, Jajodia S, Subrahmanian V S. Secure mediated data-
bases[ C] // Proceedings of the Twelfth International Conference on
Data Engineering, IEEE Computer Society, Washington DC, USA,
1996:28 -37.

[5] Bray T, Paoli J, Sperberg-McQueen C M. Extensible markup lan-
guage( XML)1.0[ S]. 1998.

[6] Stalling W. B34S 5 M %4 B 5L [(M]. 1, %
JU3E s B F Il s Akt , 2001 ; 351-357.

[7] Schneier B. Applied cryptography : protocols, algorithms and source
code in C[M]. USA:Jon Wiley & Sons,Inc,1996:412 —418.

[8] Kudo M, Hada S. XML document security based on provisional au-
thorization[ C] // Proceedings of the 7th ACM Conference on Com-
puter and Communications Security, New York, NY, USA, 2000
87 -96.

[9] Ertaul L, Panda J. Mobile agent security[ C] // Proceedings of the
2006 International Conference on Security & Management, Las Ve-
gas, USA,2006:172 - 178.

[10]Chu Y H, Feigenbaum J, LaMacchia B, et al. Referee:trust man-
agement for Web applications [ J ]. Computer Networks and ISDN
Systems, 1997 ,29(8-13) :953 —964.

(11T xR, 2%, ok A B3 Agent i £ MERIBEZRIN[T]. /)
F MR LR S5 ,2000,21 (12) :1316-1319.

[12]Sander T, Tschudin C. Protecting mobile agents against malicious
hosts[ C ] // Proceedings of Mobile Agents and Security, Springer-
Verlag, London, UK, 1997 ;44-60.

(E%®FE 11 })

EMHR B} LEACH il FFREHEATY MR T4
IR ALASE 9 199 28

&% ik

[1] Akyildiz F I,Su W, Sankarosubramaniam Y, et al. Wireless sensor
networks;a survey [ J ]. Computer Neworks,2002,38 (4):393 -
422.

[2] Tlyas M, Mahgoub I. Handbook of sensor networks ; compact wireless
and wired sensing systems[ M]. CRC Press: New York,2005:13 —
18.

[3] Heinzelman W R, Chandrakasan A, Balakrishnan H. Energy-effi-
cient communication protocol for wireless micro-sensor net-
works[ C] // Proceedings of the 33rd Hawaii International Confer-
ence on System Sciences, Maui, HI,2000:1 - 10.

[4] Manjeshwar A,Agarwal D P. TEEN: A routing protocol for enhanced
efficiency in wireless sensor networks [ C] // International Parallel
and Distributed Processing Symposium IPDPS 2001, San Francisco,
California, USA ,2001 ;2009 -2015.

[5] Manjeshwar A, Agrawal D P. APTEEN; A hybrid protocol for efficient

routing and comprehensive information retrieval in wireless sensor

networks [ C] //International Parallel and Distributed Processing Sym-
posium; IPDPS 2002, Fort Lauderdale, Florida,2002 ;195 —202.

[6] Xu Y,Heidemann J,Estrin D. Geography informed energy conserva-
tion for Ad hoc routing[ C] //Proceedings of the 7th Annual ACM/
IEEE International Conference on Mobile Computing and Networ-
king, Rome, Italy,2001 ;.70 —84.

[7] Younis O, Fahmy S. HEED: a hybrid, energy-efficient, distributed
clustering approach for Ad hoc sensor networks [ J]. IEEE Transac-
tions on Mobile Computing,2004,3(4) ;366 —379.

[8] Huang Wenwen,Peng Yali, Wen Jian,et al. An energy-efficient multi-
hop hierarchical routing protocol for wireless sensor networks [ C] //
Proceedings of the 2009 International Conference on Networks Secu-
rity , Wireless Communications and Trusted Computing, Washington
DC,USA,2009 :469 —472.

[9] Heinzelman W B, Chandrakasan A P,Balakrishnan H. An application
specific protocol architecture for wireless micro-sensor networks [ J].
IEEE Transactions on Wireless Communications,2002,1 (4) ;660 —
670.

[10]Hu Limin. Distributed code assignment for CDMA packet radio net-
works[ J ]. IEEE/ACM Transactions on Networking, 1993 (6) :
668 -677.

14 PROCESS AUTOMATION INSTRUMENTATION Vol. 32 No. 2 February 2011



	12.pdf
	13.pdf
	14.pdf

