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Abstract : ZigBee, an emerging wireless sensor network technology, has wide application and its security is increasingly
significant. This paper presents its security architecture, security service, security model, security components, security
keys and trust center and security policy of each layer. The paper also gives its security implementation steps. The paper
eventually proposes a new idea for its key management, which is favorable to its security enhancement.
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Fig.2  Architecture map of ZigBee protocol stack
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Table 1  The table of ZigBee security components

L N N Eeo) sl
AR Bl HERIE o NBH B WEE RSIERCTR) et
0x00 000 None P M=0
0x01 001 AES-CTR ENC X X X M=0
0x02 010 AES-CCM-128 ENC-MIC-128 X X X X M=16
0x03 011 AES-CCM-64 ENC-MIC-64 X X X X M=8
0x04 100 AES-CCM-32 ENC-MIC-32 X X X X M=4
0x05 101 AES-CBC-MAC-128 MIC-128 X X M=16
0x06 110 AES-CBC-MAC-64 MIC-64 X X M=8
0x07 111 AES-CBC-MAC-32 MIC-32 X X M=4
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Table 2 Key acquirement schemes
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Table 3 Availability of key types

o 2 [N

MR ME Zef sresi
M4 %45 YES YES YES YES
FHH NO YES NO YES(0)

By NO YES  YES(O) YES(0)
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Table 4 Derived key types
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Table 5 Key distribution
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Table 8 Security operation of NWK layer input and output frame
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Table 9  Security operation of APS sub-layer input and output frame
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Fig.3 Security procedures of ZigBee
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