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2. Key Lab of Computer Networks and Information Security of Ministry of Education, Xidian Univ., Xi’an 710071,China) 

Abstract: Key management is one of the important issues for the ad hoc networks security. According to the characteris-

tics of ad hoc networks, a threshold key management scheme without secure channel was proposed. In the proposed 

scheme, the role of the traditional certification�authority (CA) is completed by a local register center and n distributed key 

generation centers, which can avoid the single point of failure. By using threshold cryptography, the ad hoc interior 

members collaborate to conduct the distributed generation the system private key. The mutual authentication between the 

user and distributed key generation centers was provided through the public cryptosystem based on the bilinear pairings. 

The user’s private key is signed blindly to ensure that the private keys can be delivered securely in the public channel and 

cannot be eavesdropped. The analysis results show that the proposed scheme achieves the trust level III, has fault toler-

ance and is secure against the active and passive attacks. It is concluded that the proposed scheme satisfies the security 

requirements of ad hoc networks and reduces largely the cost of computation and storage.�
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nomial time)Ù( A+ G1�)�� CDHP��*%

í+@,Pr[A(<P, aP, bP>)]? 

CDH-.,²y�/ PPTÙ( A*Pr[A(<P, aP, 

bP>)]�401?� 

��2  2cDHwx[6]
?ðc<P, aP, bP, cP >*
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(G2,K)*����$²LM e: G1× G1→ G2*N P

�G1���#?IJ³OP4H: {0, 1}*→ G1
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�4 s0∈Zq
*
�@Òt*_Î>�ßt@ PLRAWs0P?

()st§ßt�¼@,s § PpubWsP?.�é(

)st�����@ n�1XnXN�~ DKGC ��
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t�;�$, 

 
?

( , ) ( , )IDh IDh he Y P e Y R′ =  (4) 

ÔÕ�·��È*jQ7ó h�x�*3ik

l? 

3) DKGC�� iØÙ Xi = siY′IDh*Ñ� Xh��

ß��ñÇþð7ó h? 

4) DKGC�� i�7ó h��r{ IDh, Rh, SigIDh, 

Th}¥Ú+�~4d|t? 
3.4  ����
� 

7ó hfl DKGC�� iÇ¶� XiÈ*��¾

(5)�·_¨©$, 

 
?

( , ) ( , )i IDh sie X P e Y P′=  (5) 

�·��ijQ Xi*3ikl?+fl t~¶



� 1 � �����	
 ad hoc ��
������������ �115� 

 

% DKGC��� Xi(iW1, 2, U, t)È*7ó h��
Lagrange}Y(9l�I�st IDhy′ *N Lagrange

(4@
1,

t

i j j i

j
l

j i= ≠
=

−∏ *ØÙ
1

t

IDh i i h IDhi
y l X r sY

=
′ = =∑ ?

ÓÈ7ó hg7\sY rh���st y′9lh¨�
st yIDh,

1 1 ( )IDh h IDh h h IDh IDh hy r y r r sY sY sH ID− −′= = = = ? 

4  ������� 

�� 1  +()st�Ç�nL*n ~ DKGC

��Ð�*ªÈ���~�()st@
1

n

ii
s d

=
=∑ ? 

��  +()st�Ç�nL*Q~ DKGC�

� iõö�~�¾(1)� &¾ fi(x) (i=1, 2,U,n)*�

] n~ &¾ fi(x)Î�9l��\s &¾ f(x), 

1
( ) ( ) mod

n

ii
f x f x q

=
=∑  

( )2 1
,1 ,2 ,( 1)1

mod
n t

i i i i ti
d a x a x a x q−

−=
= + + + +∑ L  

    
2

,1 ,21 1 1

1
,( 1)1

mod

n n n

i i ii i i

n t
i ti

d a x a x

a x q

= = =

−
−=

= + + + +∑ ∑ ∑

∑

L

 

N
1

n

ii
s d

=
=∑ * ,1

n j
j i ji

a a x
=

=∑ (jW1, 2, U, t−1)*i

; 2 1
1 2 1( ) modt

tf x s a x a x a x q−
−= + + + +L *f(x)�@

n ~ DKGC ��Ð����\s &¾*jk;

1

n

ii
s d

=
=∑ �ö? 

�� 2  �¿ t~ DKGC�� i[ïb��\

sº» si�4À�()st 1

n

ii
s d

=
=∑ ? 

��  ���7$*. t~ DKGC�� i(i = 1, 

2, U, t)*�� Lagrange}Yß¾��À�~��

st, 

1 1,

tt

ii k k i

k
s s

k i= = ≠

⎛ ⎞= ⎜ ⎟−⎝ ⎠
∑ ∏  

,1 1 1,

tt n

i ji j k k i

k
s

k i= = = ≠

⎛ ⎞= ⎜ ⎟−⎝ ⎠
∑ ∑ ∏  

,1 1 1,

tn t

i jj i k k i

k
s

k i= = = ≠

⎛ ⎞= ⎜ ⎟−⎝ ⎠
∑ ∑ ∏  

1

n

ii
d

=
=∑  

�� 3  ��¾(3)Y�·�7ó h²>��j

H Rh�ï($? 

��  7ó h+ LRAqoD#*LRA�� Rh

ØÙß��r Uh = H(IDh||IDLRA||Th)+Rh*Ñ²_Å
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LRA �ßt PLRAWs0P §7ó�ß��r Uh = 
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t*� TTP��-�7óßt*�4·�´ßt@-? 
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*ØÙ R″h = r″hP�U″h = H(IDh|| 
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DKGC���lm n−t~*¤ÓY�¨©¡Æ7ó

st�Ç? 

��  �y�7(n, t)®Vs¯°±��7ós
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1) -�RS,+7óÒtÇ��nL*RS��

�YÅÆ��*�(-�§����*j@°±¡Æ

�nLÅÆ��¨·*�DKGC��²7óÇ¶��

rÅÆ¨·*p7ó²DKGC���©à
ÅÆ¨·?

��*�DKGC���©àXi = siY′IDhL�jØÙ rh

�d"������B³²4wx�úÝ$? 

2) À¦RS,�ØÙ7ó� �ÒtÄ�^7

\sY rh*RS��^À¦4ªv9�©à*�y

|;\sY rh*
�(��9l7ó�Òt? 

3) L'«RS,��RS�e	m DKGC �

��©à¡� �Òt*¬­+stGà5�L*

7óY���¾(5)ÅÆ�·*�p�4y®lRS

����Æ@? 

4) ) RS,��°±L�oD*Y§stÇ

�*YÃh��*�¼� LRA§DKGC¶Ã�*]

+>? 2~X�@A�6#*̄ �4;�
ÏÎ°O

²°��¿Æ@?� 1)L������/ DKGC �

�¡ LRA��-��~7ó:��y®l? 

�� 8  ��stÇ��nY����	RS? 

��  +�	RSL*RS���±²�ñ�p

v97óé DKGC ��³+´?+��°±L*�

y�7m\sY rh²aò�7óst�rÅÆ�I*

�Ä���gh�ñr�4ÅÆghaò?jk*�

^RS�9lm�³+´*
�(9l7ó�Òt? 

6  ���� 

+��¬­�°±L*()EFI ��7�

�¾�y LagrangeµY�°(��()st*]�

 ��4ÅÆôqv*jk²()�$Y¶�W�

Ö×A���st�Ç�n? 

��°±��yûº� ad hoc��stÇ�Ð

�*���ûº�rr�4�@·�ßt*�Ä�

»��ßt��§aò�n?��°±��ÂW�

�y����s¯�ECC, elliptic curve cryptogra-

phy��O*́ �Oßtç¸*st¹º@ 160bit �

ECCs¯�gh$Îêyst¹º 1024bit �RSA

�gh$
[11]
*pëØÙ�¸?jk*��°±Î�

y�ya)ßtÙ(�� RSA�ElGamalÙ(��

ad hoc stuv°±[1]
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