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Quantitative evaluation of topology intrusion tolerance in  
wireless sensor networks based on semi-Markov process 
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Abstract: Based on semi-Markov process (SMP) a quantitative evaluation model was proposed to estimate ability of the 

topology intrusion-tolerance. For some limitations of node computation ability and storage ability the model was set up 

on the uniform intruding results to simplify the design. Using the DTMC embedded in SMP to solve attributes describing 

intrusion-tolerance, thus such attributes of the topology as availability, stability and servicing rate could be obtained. A 

Bayes network reasoning model was proposed to enhance accuracy of evaluation of intrusion tolerance ability. Sensitivity 

of parameters in the model was analyzed. It confirms validity of the quantitative evaluating model of topology intrusion 

tolerance through examples analysis and comparison. 
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