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Access mechanism of TMP under mobile network 

WU Zhen-qiang, ZHOU Yan-wei, QIAO Zi-rui 
(School of  Computer Science, Shaanxi Normal University, Xi’an 710062, China) 

Abstract: The publication of TCG MTM standard ensured the safety of mobile terminal and its promotion results in the 

changes of communication on mobile terminals. An access mechanism to trusted mobile platform (mobile terminals with 

MTM chips, TMP) was proposed on mobile Internet. This mechanism defined an extended service set as a service field, 

introduced TMP and Internet ISP of strategy decider management field, and defined two visit mode of TMP on mobile 

Internet, self field service and cross field visit. The progress of each mode was described in details. Cross field visit mode 

was defined as roaming service and resource request. The trusted evaluation system of TMP access mechanism was spe-

cifically described. Universal combinational safe mode was used to analyze the safety of the two TMP access. The analy-

sis shows that this mechanism brings about trusted TMP access on mobile Internet and is safe, practical and high effi-

cient. 

Key words: trusted computing; trusted mobile platform; mobile trusted module; universally composable security 

 

1  �� 

��������	
����
�����

���������
������ !"
#�

$%$&���'(
)*+,-.+/012�

3����1456�78�
�,9:;<
�

�=>���?@AB,CD��EF��
G

H�����I9:�J
KLMN��OP�PC


�'(
QRSTU�VW��XYZ�[2�

\]
^_�0`abcdef
ghijkl

�����2010-04-08������2010-09-28 

�������{����	�~���863�~����\����2007AA01Z438200��������bc��\���

�60633020� 

Foundation Items: The National High Technology Research and Development Program of China (863 Program) (2007AA01Z438200); 

The National Natural Science Foundation of China (60633020) 



� 10� ��������������� !"#�$ %159% 

 

3�mn�op��qrLs
2�%tuvwx

PC 
QRyz{���XY|}/~��&QR

ST�����
QR+�������
��

[1]
y  

������AB
QR����F
���

�q SSL��%���qP�
����q��`

a%�����
}��7��� ¡���¢£

¤AB¥+�[¦§
¨©+3yªz�«¬­®

6¯°±����
QR­²�³´^µE
QR

���¶y���������J
QR�2006·

9¸p�
�¹º(TCG, trusted computing group)[2]


��»¼½@¹�¾���p�¿À (MTM, 

mobile trusted module)[3]
ÁÂ V1.0�ÃW��XYZ

ÄÅp�
QR�Æ%�¢FÇ
ÈÉ�J,K

L`a�ÊÄËwQRpÌ
��'(y 

MTMÁÂ
�¾��������
QR+�

ÍÎ MTM 
0FÏÐ��XY��¿Ñ
ÒÓ�

Ôm MTM ÁÂI³ÕoÆÖW��×ØÙÚ"o

MTMÛÜ
��XY(TMP, trusted mobile platform) 

Ý
���¶�|Þßà TMP��¿Ñ
ÒÓ�´

^��×ØÙÚ TMP
p�áâ�Æ�Öã� TMP


 2DäG¿Ñ──|åæç,èåäGy 

|Þé 2 êëì TMP 
µ�°±½@íé 3

ê´^��×ØÙÚ
 TMP p�áâ�Æ�à

TMP
 2D½@¿îïðñòëìíé 4êóF�

Fp¹�QR¿îà TMP p�áâ�Æ
QR+

ïðôõíé 5 ê�+�ôõ�³ñòëì TMP

áâ�Æ
p�+ö÷øAíé 6ê�ùúûy 

2  ������ 

üý{�&°±�Êþ��)����å
�

��³�1�ËÖ
��y 

TCG ��½@¹Ð	
� TCG µ�ÁÂïð

���F

���'(
QRG�

[3,4]
íIntelþ

IBMþNTT3���^4 TCG MTM���
��

XYp�+°±
��´^�p���'(
¦

§þ�§øAùÊ,��ÁÂ

[5]
y 

�üWp���'(,��×ØÙ�~
°±�

��Á¿yÞ�[1]ôõ�p�����
øAùÊþ

TMP
p��6�M���Æ�³´^ËD�
�M

��¿î%�� TMP '(
¨©+íÞ�[6]ßà�

�XY
¥+�́ ^�
MTM
 TMPøAùÊíÞ

�[7]´^�o MTM
 TMP �
�¶�'(�F�

� !",EF !"ô#
ùÊ�$FMTMÊÄ

4EF !"�I%
p�&åíÞ�[8]ßà_oÙ

'FÇ}�(!)�6}�(!�¶9W
�*��


 TMP ¨©++�þ�¢9:6�M'(+�3Q

R¥+�´^ TMP}�(!�¶,��[9]
y 

ü,-Ô.��/0�1��×ØÙ'!2	

�3��4,ü, 9730�1Ëø�p�Ù'	5

5æçøA��°±46ôõ��×ØÙ
øAù

Ê,¥�^��°±��×ØÙI
789��

!íÄÅ5F
��XY,��:Ù
��×ØÙ

78��

[10]
íÞ�[11]à_oEF
��×ØÙ


P2P��ïðôõ�´^� P2P��EFW��×

ØÙ ~�
;<,EF¿Ñy 

3  	
��
� TMP ������ 

|Þ
 TMP p�áâ�ÆI���×ØÙÚ


Ëw��æç=Öã�Ëwæçå�W>wæçåI

?â@àp�
éA�─BC�B�(PDP, policy de-

cision point)(!©wå
TMP6�D Internetæç´

E�(ISP, Internet service provider)�� TMP 
p�

+�ÍÎr!�Få TMP 
èåæçG²HJ�PDP

Iaà�
p�+ö÷ù�ÆÖµE
äGJÆBCy 

[K 1  L|Þ
 TMP áâ�ÆM6
Nø

O®o TMPþISP, PDP��I TMP��oMTM

QRÛÜ
��XY��G²áâ
Nø��#�

��^äGG²�P=p�+NQR³�ST

PDP�3U PDP à�'(
p�+ö÷ù�íISP

�Ù'æç´E��� TMP ´EæçíPDP O®

¨�|åI TMP '(
VN+6¨©+���W

X�|åI TMP Y��Z���ÍÎr!�Få

I TMP 
èåæçG²�PDP Iaà�
p�+

ö÷ù���Y�èåäG���³nWXÆÖ,

ô� TMP
}�[\BC6'(p�+ö÷BC�

à TMP
}�ïð[\��� TMP��
o]+�

+� TMP'(
p�+y 

 
& 1  ������ TMP"#�$ 



%160% '  �  �  ( � 31� 

 

W|Þ^ÊI�Ia TMP 
�ø½@qMÖ

ã� 2DäG¿Ñy 

1) |åæç¿Ñ_TMP�|æçå
 PDP�

`æç�aG PDP Y�
�Z���b1���

c�TMP dp"�	|åý
£¤ ISP ïðæç

e×�ISP �q����
��+¨�à TMP 


p�+ö÷y 

2) èåäG¿Ñ_TMP G²	�Få
 ISP

ïð���W�¿ÑI�TMPfgïâ�Fæçå�

daG�FåI ISP��´Eæç��q	�Få

PDP , ISP 
e×�p� TMP b1 ISP ´E
µ

�æç�¨�èåäGy 

��1  æçåI
PDPb18p�I%CAC

h�
�i�����jk PDP
�i6 CACh

l3�J�³�qQRmn�{�¾�i�W CAC


�DÚC PDPÝpQRo�pq¼�iyNø A


}���rÑ[Úy 

CertA={IDA�KPubA�DateA�LFA�EKSCAC{ IDA�

KPA�DateA�LFA }}��I KPubA� A
�i�KSCA

� CAC 
Éi�DateA���
hsit�LFA�

��
o]ty 

�� 2  TMP ô\8C-
 MTM uV�É

i�³��i�qQR
mn�{�¾�e×qM

IP/
�þ��`uV3?@v8MTM¨�y 

3.1  ������ 

TMPw�|æçå ISPaGæçÎ�xy�|

å PDP�`æç�aG�Y�
�Z���b1�

��c�TMPdp"�	|åý ISP¨�æçe×�

ISP�q���Z��
��+%��TMP'(


p�+y 

3.1.1  ���� 

[K 2 LTMP	 PDPÄÅzá�aG8 PDP

Y�
�Z��y�áÄÅ� TMP �
 MTM ï

ð¨©+NQ�aGb1µ���Y��h�


AIK ��6'({+��yTMP �q	 PDP 
�

p¨� TMP 	 PDP Ý|�
}�}�6 PDP à

TMP '(
p�+ö÷yTMP �q}�}�,'

(p�+ö÷c�PDP � TMP Y��Z���W

���
o]ÎÝýFÇ"���dp	|åý

ISPÄÅæçzáy 

~ TMP→PDP_RequestHello[Nonce||ID|| TMPPK]y 

� PDP→TMP_ResponseHello[Nonce || PDPPK 

||RPDP]y 

 
& 2  TMP)*+ PDP,- 

�q Hello HJ TMP 	 PDP ïðq¼�
�

p�Nonce 8ÎÝ�,��`¹��F4���S


HJ��1vµE
���ID� TMP
}� ID

��TMPPK� TMP
�iíPDPPK� PDP
�i�

RPDP� PDPuV
F
 TMPhl
��`y 

� TMP→PDP_Authentication[Nonce1||SIG (RPDP) 

||{Certattr|| RTMP ||PCRsTMP || CertAIK}
PKPDP ]y 

TMPxyàPDPuV
��`RPDPïðhl�

� AIK��þ{+��,'(¨©+NQRF PDP


�iP�c�zÍhlR�ST PDP��I RTMP

� TMPuV
F
 PDPhl
��`�SIG(RPDP)

� TMPà��` RPDP
hlR�CertAIK� AIK�

��Certattr�{+���PCRsTMP� TMP'(
¨

©+NQ�Jy 

� PDP→ TMP_CertTransmission[CertMember || 

CertPDP || SIG(RTMP) || Nonce1]y 

PDP xy�� TMP hl
��+���|�

àhlR
����|�}�
VN+yPDP
�

HJb� TMP
{+��3�J�à TMP'(


p�+ïðö÷�d�� TMP"o AIK��6{

+��
��+�p�+ö÷�qc�PDP� TMP

Y��Z�� CertMembery�I SIG(RTMP)� PDPà

��` RTMP
hlR�CertMember� PDPY�
�

Z��y 

TMP �qà PDP 
}���,hl
��+

���} PDP 
}�yTMP b1�Z��c�d

"����|å ISP aGæç�ISP �q����


��+�¨�à TMP 
p�+ö÷��p�


TMP´Eæçy 

3.1.2  ����	
��
� 

TMPq�o� PDPaGæç��ÏÐ PDP


½@]����ÍÎOP TMP
¨©+NQW��



� 10� ��������������� !"#�$ %161% 

 

�´� TMP áâ�Æ
½@]��|Þ0F��

�Æ4��æçaGqM
p�+���`���

ùÊ[K 3 Ly 

 
& 3  ./0123 

�I_Validity_��
o]��Î�íTime_

��
Y�ÎÝíID_����à�
 ID �í

Signature_PDPà��
hl�Jy 

W��
o]tý�TMP"���&�aGæ

ç��q����
��+%�� TMP '(
p

�+y����ÎÝ� TNow��q4Ú�����

�
��+y 

1) xy��hl�J
o]+��0����

��Y��
}��ÍÎ����ý���e�Òy 

2) ���� TNOW�Validity + Time���Å�

�0������W��ÎÝ��o]y 

3) �c�� TMPID = ID���Å��0��

����"o������
aG�y 

 Z¡��¢�q�£� TMP  "
��W

��ÎÝ��no]y 

3.1.3  ����� 

TMP'(
p�+ö÷j¤àMTM
VN+

��,'(
¨©+���d�q�� TMP "o


 AIK��6{+��
��+�¨�à TMP'

(VN+6¨©+
��yÚ~ñò¥¡ AIK��

6{+��
��+��qMy 

(1) VN+��─AIK����+�� 

W TCG ÆÖ
 DAA �¶I�DAA Y���

Ëw�¾ DAAhl
�S�Ê�Cw�Í
 TPM

¦p¢�§o-¨
 DAA Y����©ª«��

µà¬Å
�£å��Í
�£åo�Í
 DAA

Y����Í�£åý
­	���£�Í
 DAA

Y���ÏÐ_o
 DAA �¶®5F
¯�£å


gh��°
�Í�£å
���,L��­®

e×Î�|êT^
èå±l}��¶p4¨�

TMP , PDP Ý
±l}�y�ËqMô�åý±

l}�,åÝ±l}� 2Dghy 

1) åý±l}�_�L�� TMP 	���

PDP �ÍËp�å
 MTM FÇÎ�PDP 0FÒ

ï
²á±l}��¶

[12]
à TMP
VN+ïð±

l��y 

2) åÝ±l}�_� TMP	 PDPô{�Í


p�åÎ�´^èå}��¶¨� PDPà TMP'

(
VN+��y 

[K 4 L
Ëwæçåý
èå±l}�³

^I�jkp�éA�BC�B� PDP, 2w�Í

MTMÛÜp
p�å DOA�DOB�Nøo TMPþ

PDP, DAA��Y����I TMP��^èå}

�æçG²
MTMFÇíDAA��Y���DAA

�¶I
��Y���®o"o���
 TMP �

paGèp�å
±l}�æçíPDPà TMP AIK

��
p�+ïð��y  

 
& 4  4+5067 

èå²á±l}��Æ
�|´µ�_ p�

å DOA
p���'( TMPA®�p�å DOB


BC�B� PDP ��� AIK ��
��+��I

TMPA	 PDP{
ÍËæçå
�Íp�å�TMPA

xyb1|p�å DAA ��Y�� ISA
}��

TMPAb1 AIK��c�� PDP�S'(VN+}

�G²�TMPA0F|oå AIK��� PDP���

}��PDPWp�å DOB DAA��Y�� ISB


�DÚ��q	 TMPA Wå
 DAA ��Y��

ISAÝ
HJe×�� TMPA AIK ��
p�+�

d PDPW ISA, ISB
�DÚ¨�à TMPA AIK�

�
VN+���N_æçåý�Íp�åÝ'(

VN+
èå}�qMy 

|Þèp�å±l}��ÆN_ PDP àæç

åý�Íp�å MTM 
VN+����� TMP

p�áâ�ÆI TMP'(
VN+y 

(2) ¨©+��─{+����+�� 

�
{+��¨�àFÇ'(
¨©+��

qM[K 5 Ly 

Step 1  '(¨©+��G²yTMP�S¨©

+��G²HJ cT{+���¾�y 



%162% '  �  �  ( � 31� 

 

Step 2  '(¨©+��uEy����¾�

Pv TMP�S
��G²HJc��� TMP
�

�+�[�����¶�S'(¨©+�J
HJ

·¸ c'6 TMP�S
;<HJ cT TMPy 

Step 3  TMPPv���¾��¾
'(¨©

+��;<HJc�¹�MTMïðPCRR
b�y 

Step 4  '(�MTMG²b1µE
PCRR�

³0F AIKÉià PCRR,��` c'ïðhly 

Step 5  '(P=³Ár�¨©+NQiº�

�Ár�c
¨©+NQiºþQuote 6µ��J

4·»
¨©+¼½rÑ�ST���¾�y 

Step 6  ���¾�Pv'(�S
¨©+�

Jc�´�^'(
{+�J�³à��{+�J

ïð���uVµE
��y 

Step 7  �ÊÄ
{+��4QR
�Ñ�S

T TMPy 

�qZ¡�� TMP aGb1{+���W�

PDPaGµ���Î¨�Ú¡ 2��d��{+�

�
��+y 

Step 8  TMPb18���¾�Y�
{+�

�c�"���� PDP�S¨©+��HJy 

Step 9  PDPPv TMP�S
{+��c��


µE
BCà� ¾L
'(¨©+ïð��y 

3.2  	�
� 

WèåäGI�IaäG«Ñ
�Í|ÞÖã

� 2DèåäG¿Ày 

1) fgæç¿À_TMP G²ïâ�Fæçå

Ù'�d TMP ��ïâ�Få�	�åI
 ISP

ïðæçe×y  

2) ;<G²¿À_TMP G²äG�Fæçå

;<�TMP��Få
 ISP�^æçG²�G²à

���´Eæçy 

�� 3  |oå A ,�Må B 
BC�B�

Ád LPDP	RPDPÂ
�iàô\�{KPubAþKPrivA}

,{KPubBþKPrivB}y 

�� 4  �q�pTMP	RPDPÝ
q¼�i

� KSíLPDP 	 RPDP Ý
q¼�i� KTíTMP

	 ISP
q¼�i� KMíISP	 RPDPÝ
q¼�

i� KNíTMP	 LPDPÝ
q¼�i� KWy 

3.2.1  ������ 

[K 6 LWfgæç¿ÀI��|oåI


TMP G²áâ�MåÙ'Î�TMP �p�+��

�J41�4
�Ñ�ST�Må RPDP�Ia%

- TMP
G²�RPDPàp�
 TMPY�èåä

G������Ë�Y��&�0F�´�åIB

C�B�
}�]��ÍÎÃÄBC�B���A

BÅÆy 

fgæç¿ÀIM6|oå,�Må 2wå�

��|´µ�_|oå AI
 TMPW��áâ�

Må BÇ����Må B
 RPDP�Sèå��a

G�RPDP Pv TMP 
aGHJc��q	 TMP

 Wå
BC�B� LPDPÝ
HJe×�¨�à

TMP p�+ö÷�LPDP � TMP 
p�+ö÷ù

�hlc�ST RPDP�RPDPIa LPDPà TMP


p�+ö÷ù�àp�
 TMP Y�èåäG�

��TMPb1 RPDPY�
èåäG��c�ïâ

�Må B�³	�å
 ISP¨�æçe×yK 7T

^�fgæç¿À
HJÈMy 

Step 1  |oå AI TMPäG�Må Bæç

Ç��TMP� RPDP�SG²HJaGèåäG

��y 

TMP→RPDP_CertRequest=KS{KPubB{TS1|| Nonce1 

 
& 5  TMP !89:;0<= 



� 10� ��������������� !"#�$ %163% 

 

||
PKPDPLK {Certattr-TMP ||PCRsTMP || CertAIK-TMP}}} 

TMP � AIK �� CertAIK-TMPþ{+��

Certattr-TMP ,'(
¨©+NQR PCRsTMP F|

oå LPDP
�iP��zÍ��` Nonce1,Î

� TS1F RPDP 
�iP���P�c
HJF

TMP 	 RPDP Ý
q¼�i KS P�c�ST

RPDPy 

Step 2  p�å B I
BC�B� RPDP á

Pv TMP
èå��aGc�xy��G²H

JÎ�
�É+�RPDP 
� TMP 
G²HJ�

�|oå A I
BC�B� LPDP �^���

�G²y  

RPDP → LPDP: CertAuthenRequest = KT{KPrivB 

{
PKPDPLK {Certattr-TMP||PCRsTMP||CertAIK-TMP}|| Nonce2 

||TS2|| CertRPDP }} 

RPDP �Pv
 TMP 
'(p�+���J

PKPDPLK {Certattr-TMP ||PCRsTMP || CertAIK-TMP},ÎÝ

� TS2þ��` Nonce26 RPDP
�� CertRPDPF

RPDP
Éihl�ÔcF RPDP	 LPDPÝ
q

¼�i KTP�c�ST LPDPy 

Step 3  |oå AI
BC�B� LPDPxy

�� RPDP��
��+6Î�
�É+�uE�

�
}�G²�à TMP'(
p�+ïð��y 

Step 4  |oå AI
 LPDPIaµ��J�

� TMP '(
p�+�³���ù�hlc�S

T�Må BI
 RPDPy 

LPDP→RPDP:CertAuthenReplay=KT{KPrivA{IDA || 

Nonce2 || TS3 || CertLPDP || ResultA} 
LPDP� TMPÊËËwÌË
 ID��� ID�

µ�
·¸ TMP
Ëw�líLPDP� TMPp�

+ö÷ù� ResultsAþTMP
 ID� IDAþÎ� TS3þ

LPDP
�� CertLPDP,��` Nonce2F LPDPÉ

ihl�ÔcF LPDP 	 RPDP Ý
q¼�i KT

P�c�T RPDPy  

Step 5  �Må BI
 RPDPxy�� LPDP

hl
¨©+þ��
��+6Î�
�É+�à

p�
 TMPY�èåäG�� Ticketsy 

RPDP→TMP_CertReplay=KS{ KPrivB{IDA || TS4 

|| Nonce1 || Tickets}} 
RPDP � TMP 
 ID � IDAþèåäG��

TicketsþÎ� TS4,��` Nonce1FÉihl�Ô

cF RPDP 	 TMP Ý
q¼�i KSP�c�T

TMP�RPDP�p���
 TMPY�èåäG��
Ticketsy 

Step 6  TMP b1�Må B 
èåäG��

c�dpfgïâ�Må B�ïâc	�Må BI

ISP�pq¼�i KONE�Ôc���^æçG²y 

TMP→ISP_ServicesRequest=KONE{ IDA || TS || 

Nonce || Tickets ||Data } 
TMP� ID� IDAþÎ� TSþTMP"o
èå

äG�� Tickets ,æçG²`a Data F TMP 	
ISPÝ�p
q¼�iKONEP�c�STæç´E

p ISPy  

Step 7  ISP�� TMPèåäG�� Tickets


 
& 6 >?@ABC  



%164% '  �  �  ( � 31� 

 

��+��"o��èåäG��
 TMP´Eæçy  

ISP→TMP_ServicesReplay=KONE{Nonce || Ser-

viceData} 
3.2.2  ������ 

[K 8  LW;<G²¿ÀI�Öã� TMP

äG�Må
¿À��MåI
 ISP �q	 RPDP

Ý
q¼¨�à TMP 
p�+���ISP Ia

RPDP
��ù�ÆÖµE
äGJÆBCy 

 
& 8  DEFGBC 

;<G²¿À
�|´µ_|oå A 
 TMP

��Må BI
 ISP�^æçG²HJ�ISPPv

æçG²HJc��|å
BC�B� RPDP�S

p�+ö÷G²�RPDP	 TMP Wå
BC�B

� LPDP ïðe×�¨�à TMP 
p�+ö÷�

LPDP� TMP
ö÷ù�hlc�T RPDP�RPDP

àp�
 TMP ���³���ù��T ISP�ISP

Ia RPDP
��HJ�ÆÖµE
äGJÆBC�

uEp� TMP 
G²à�´EæçyK 9 T^�

;<G²¿À
HJÈMy 

Step 1  |oå AI"o AIK��
 TMP�

�Må B I
 ISP �SæçG²��G²Ijk

TMP
¨©+NQ`a,� {
åly 

TMP→ISP_ServicesRequest=KM{ TS1 || Nonce1 

||
PKPDPLK {Certattr-TMP||PCRsTMP||CertAIK-TMP} || A || || ISP } 

TMP ��� CertAIK-TMPþ{+�� Certattr-TMP

,'(
¨©+NQR PCRsTMPF|oå LPDP


�iP�c�zÍ� Wå
·¸ Aþ ®äG;

<·¸ ISPþÎ� TS1,��` Nonce1F	 ISPÝ


q¼�i KSP�c�ST ISPy  

Step 2  �MåB
 ISPáPv TMP
æçG

²c�ISP xy��Î�
�É+�uE��
G

²HJ�d�|åI
BC�B� RPDP�Sp�

+ö÷G²�ÍÎ�S ISP-}
¨©+NQ�J

 
& 9  DEFGBC�HI= 

 
& 7  >?JKBC�HI= 



� 10� ��������������� !"#�$ %165% 

 

T RPDPy 

ISP→RPDP _ CertAuthenRequest= KN{KPubB 

{PCRsISP||
PKPDPLK {Certattr-TMP||PCRsTMP|| CertAIK-TMP} 

|| A || Nonce2|| TS2} 

ISP�Pv
 TMP
¨©+NQ�J
PKPDPLK  

{Certattr-TMP ||PCRsTMP || CertAIK-TMP}þTMP Wå·

¸ A,ÎÝ TS2þ��` Nonce26 ISP'(
¨©

+NQR PCRsISPF RPDP
 AIK�ihl�Ôc

F TMP 	 RPDP Ý
q¼�i KN P�c�T

RPDPy   

Step 3  RPDP �|oå A I
BC�B�

LPDP�S TMPp�+ö÷G²�ÍÎ� ISP
'

(p�+ö÷ù��Jhlc�ST LPDPy 

RPDP→LPDP_CertAuthorRequest= KT{KPrivB{ 

CertRPDP || Nonce3 || TS3 ||
PKPDPLK {Certattr-TMP 

||PCRsTMP || CertAIK-TMP} || ResultISP}} 

RPDP �Pv
 TMP 
¨©+NQ�J

PKPDPLK {Certattr-TMP ||PCRsTMP || CertAIK-TMP},Î�

TS3þ��` Nonce3þRPDP
�� CertRPDP6 RPDP

à ISP
p�+ö÷ù� ResultISPF RPDP
Éi

hl�ÔcÍF RPDP	 LPDP
q¼�i KTP�

c�ST LPDPy  

Step 4  |oåA
 LPDP��RPDPhl�J


VN+þ}���
��+6Î�
�É+�uE

��
}�G²HJyLPDP� ISP
p�+÷ù�

hlc�ST TMP�ÍÎà TMPp�+ïðö÷y 

LPDP→TMP_Request=KW{KPrivA{ IDA || Resul-

tISP }} 

LPDP � ISP 
p�+ö÷ù�hlc�ST

TMP�TMPxy�� LPDPhl�J
VN+�d

pb� ISP
p�+ö÷ù�y  

Step 5  LPDP� TMPp�+ö÷ù�hlc

�T�Må B
 RPDPy 

LPDP→RPDP_ CertAuthenReplay= KT{KPrivA 

{IDA || Nonce3 || TS4 || ResultTMP || CertLPDP} 

LPDP� TMPÊËËwÌË
 ID��� ID�

µ�
·¸ TMP
Ëw�líLPDP� TMPp�

+ö÷ù� ResultsTMPþTMP 
 ID � IDAþLPDP


�� CertLPDPþÎ� TS4,��` Nonce3F LPDP

Éihl�ÔcF LPDP	 RPDPÝ
q¼�i KT

P�c�T RPDPy  

Step 6  �Må BI
 RPDP�� LPDPhl

R
VN+þ}���
��+6Î�
�É+�


�uEHJb1 TMPp�+ö÷ù��RPDP�

��
p�+ö÷ù�hlc�Î ISPy 

RPDP→ISP_CertAuthorReplay= KN{KPrivB{ IDA 

|| CertRPDP || ResultTMP || Nonce2 || TS5}} 

RPDP� TMP
 ID�þTMP
p�+ö÷ù

� ResultTMPþRPDP
�� CertRPDPþ��` Nonce2

6Î� TS5F RPDP 
Éihl�ÔcF ISP 	

RPDPÝ
q¼�i KNP�c�ST ISPy  

Step 7  ISP xy�� RPDP hl�J
VN

+�ISPIa TMP
p�+ö÷ù�à�G²HJ

ïðuEy  

ISP→TMPM_ServicesReplay=KM{ IDA || TS6 || 

Nonce1} 

ÏzTMP	 ISPÝ¨�|�
}�}�	|�


p�+ö÷�ISP�p���
TMP´Eèåæçy 

4  ��������	
 

Bellare 3W 1998 ·?âp��QR!2¿À

�
�
´µ�c%8 Canetti3
 2001·ïË�

���ÐÇ��Fp¹�QRÁUCÂ¿îy|Þ�

F�QR¿î%ôõþ�� TMP áâ�Æ}��

�
QR+yµ�Þ�à UC¿î��qM F


�Fp¹�QRþDDH��,&0ÑÎÝ�p&ô

+3QR��ïð�ñòëì

[13,14]
y 

|Þ4èåäG¿ÑIfgæç¿À�Ñ�$

F UC ¿îà��×ØÙÚ
 TMP p�áâ�Æ

ïðQR+��y�¿ÀW TMP fgïâ�Mæ

çåÎ�¨�à TMP 
}���+6'(p�+


����IHJ

PKPDPLK {Certattr-TMP ||PCRsTMP || 

CertAIK-TMP}� TMP�ST RPDP
HJ� RPDPW

LPDP 
�DÚ�q�HJ¨�à TMP }���+

6'(p�+
��yà
 RPDPmÒ�®®��H

J

PKPDPLK {Certattr-TMP ||PCRsTMP || CertAIK-TMP}�N

%- TMP nWÓÔqMI³Õe�Ò�ªp4�

�à TMP}���+6'(p�+��
U�+�

��I��,hl3�Æ
0Fp4��

PKPDPLK {Certattr-TMP ||PCRsTMP || CertAIK-TMP}HJ


Z¡+Öy 

QR+����xyT^fgæç¿À
 TMP



%166% '  �  �  ( � 31� 

 

áâ}���
×�Ø¡∏�×���®T^Ù®


�Jyª� RPDPW LPDP
�DÚ¨�à TMP

}���+6'(p�+��� RPDP	 LPDPÝ

9WQR
���Ú�ISP@à�£ RPDPà TMP

p���ù��ÍÎIa�ù�ÆÖ TMP µE


äGJÆBC�³n ISP	 RPDPÝ9WQR
�

��Ú� 4W×�¿î��I� RPDPþISP ,

LPDP @�Ëw©ø%ÛÜy����∏W 2 wN

ø I, RÝïð�[Ú L_ 

R→I_M1�MACR,1í 

I→R_M2�MACI,1�SIGI,1í 

R→I_M3�MACR,2�SIGRí 

I→R_M4�MACI,2�SIGI,2y 

TS�NøuV
Î��Nonce���`F
�

�y��S
HJ��1v���MAC�HJ}�

Ý�SIG�Nøhl
}�}��Jy 

�I_M0=
PKPDPLK {Certattr-TMP ||PCRsTMP || 

CertAIK-TMP}í 

M1= TSR,1 || Nonce1|| M0í 

M2= TSI,1 || Nonce1 || Ticketsí 

M3= TSR,2 || Nonce2 || Ticketsí 

M4= TSI,2 || Nonce2í 

MACR,1 = HMAC(M1)í 

MACI,1 = HMAC(M2)í 

MACR,2 = HMAC(M3)í 

MACI,2  = HMAC(M4)í 

SIGI,1 = HSIG(M2)í 

SIGR = HSIG(M3)í 

SIG I,2 = HSIG(M4 || Server-Data)�HMAC, HSIG

�µ��iP�
��y 

�
 1  VN¿îÚ
��∏QRN_!µÞ

` FKE�ªzà£¤ßà� Z�3Ñ REAL
∏1,I,Z ≈ 

IDEALFKE,R,Zv�Å�d∏� UCQR
y 

��  ��∏��´7_xyÊáËw�âQ

RN_hl
!µÞ` Fsig
�� Psí���T^

QR�ieã
!µÞ` FKE�ÍÎÊáËw��

∏1�³��∏1Wä�¿Ñ Fsig-hybridÚQRN_�

FKEí��� Ps	∏ïð¹���q UC QR¹�

Ö!���¹�c
��	∏13å�nW_N¿î

ÚQRN_� FKEy 

�
 1  Sig=(gen�ID�ver)�Þ�[14]IØ¡


hl�æçWVNßàÚ��� Psp4QRN_

Fsig��nè� S�éêëìHJ9W+íáy 

�
 2  [� DDH���Å�nHJ}��

��QR
�¶��∏1W Fsig-hybridÚQRN_

FKEy 

��  ∏1 ��
�ieã!µÞ` FKE 
�

��î��∏1�Wä�¿î Fsig-hybridÚ
���

H�ïê¿îI
ïê�yÊáËw!µßàÚ


ïê� S(ðV")�01£¤ßà� Z¢��ñ\ S

�	 H6∏1W Fsig-hybridÚïð
e×�ò�	 S

6 FKEW Ideal-lifeÚïðe×�dà£¤ßà� Z�

3Ñ REAL
∏1,H,Z ≈ IDEALFKE,S,Zv�Åy 

|Þ0FÞ�[15]IÊá
ðV" Sy��Wð

V" S
óðÚ�9WËwßà� 'Z ��#ñ\	
H 6∏1.1W Fsig-hybrid Úïðe×	 S 6 FKEW

Ideal-life Úïðe×
ô��põC�d prob 

(REAL
∏1.1,H,Z ≠ IDEALFKE,S,Z)� 1/2PZËw�põ

C
9öε yæç0FÞ�[15]IÊá
&ô" D�

$Fßà� Z '%÷
 DDHG��ïmÁøvùúy 

�qà&ô" DóðqM
ôõ�³Ia&ô

"
Êá�!�1^ D�#&ôÔâ Q0, Q1
ô

�3
ßà�Z '�#ñ\!µ,ä�2Dßà
ô

��d D�â4 1/2PZËw�põC
9öε �
#&ô Q0, Q1�m�	 DDH��ùúy 

�
 3  î∏1� Fsig-hybridÚ
���Ps�Q

RN_ Fsig
���æçà
£¤ïê� A¢9W

Ëwïê� H�01à£¤ßà� Z %û�3Ñ

REAL
∏1Ps�A�Z ≈ IDEAL

∏1�H�Zv�Å�d¹���∏1Ps

QRðV� Fsig-hybridÚ
∏1y 

��  Ia DDH��dp���?!�Åy 

�
 4  VNßàÚ�¹���∏1Ps	��∏

3åy 

�� �ä�¿î Fsig-hybrid Ú��∏1à o

!µÞ` Fsig
äGvüã�à�� Ps
äG�p

41^��∏1Ps	��∏3åy 

�
 2  VN¿îÚ
��∏1QRN_!µÞ

` FKE�dà£¤ßà� Z�3Ñ REAL
∏1�A�Z ≈ 

IDEALFKE,H,Zv�Å�dfgæç¿ÀI TMPáâ

���QR
y 

��  Ia?! 1~4þDDH��,Ö! 1dp

�1Ö! 2�Åy 

ýZ ¡�0F UC ¿îÍ©p�1 TMP �

`æç,;<G²¿ÀIáâ��
QR+�ªz

|Þ´^
��ßàÚ TMP 
áâ�Æ�QRþ

pÌ
áâqMy  



� 10� ��������������� !"#�$ %167% 

 

5  TMP ������ 

5.1  ���� 

(1) èå+ 

DAAO®�~àÂþ��
¯p�åßà��

��´E�ô{�Íp�å MTM
VN+��y

m|Þ´^èå}��Æ
�_o DAA �¶®5

F
¯p�å
���N_����, TMP ô{

�Íp�åÎMTM
VN+��y 

(2) �]+ 

|ÞTMP
áâ�Æà�qp�+ö÷
TMP

Y��Z������Ë�Y��&�0F�TMP

�^æçG²Î�ISP �­Íà TMP ïðp�+ö

÷�´�� ISP 
½@]��ÍÎo]��� TMP


¨©+NQW��ÍÎÃÄ PDP��ABÅÆy 

|Þ
TMPáâ�ÆI
�ôó�Á[P/
�þ

��`V�3Âv8MTM¨���H� TMP CPU



��	�MTM @�¬Å

�¯��p4P�

¿îI��
óð�́ � TMPáâ�Æ
óð]�y 

|Þ
 TMP áâ�ÆWéË	e×Iªà

TMP 
}���+,'(p�+ïð��� ��

Õ�q�PDPWéË	��e×cªpXÄ���³


@�TMPáâ�ËÖMN��� PDP
óðW�y 

(3) ±l+ 

�Z��6èåäG��Iv�jkTMP
µ

�'(�J�è¼½��TMP'(
}���VN�

'(
����¨©�mÕo
�^'(
�|�

§�J�ªzo]o���èåaG�
ÈÉ+�

d���o±l+�±l+
��%-
o]��

ÎÝ
�R�o]��ÎÝ$�¶±l+$�y 

TMPèåäG�ÆI��N_ TMP}�
�

�+�TMP ��äGå PDP ^L�{+��þ¨

©+NQR3�J�����JF|oå PDP
�

iP�c�STäGå PDP�däGå PDPàTMP


p�+}���qäGå PDP à|oå PDP 


}�	|oå PDPà TMP
p�+ö÷%N_y 

(4) pJ+ 

pJ+
N_O®��
FÇ
�lÁd ID

�Â�W�Z��o]��ÎÝý®��0FÍË

w�l�¶ ISPp4�}W��o]tý¨�
æ

çG²��%-
ÍËw TMPy 

(5) éïê+ 

e�ïêèà��ý�ïð��þf�,ôõ

3?@� 4QR
�ÝøÆp��|Þ}���

o�ée�ïê
�	í|Þ
 TMP 
áâ�Æ

I��`6��|�Nøl
0Fp4�é��

ïêþl*ïê,IÝxïê3O�ïê�Ñy 

5.2  ���� 

|Þ
 TMPp�áâ�Æ
9�[Úy 

1) PDP ���� TMP '(�§
�	�d

TMP �­®� PDP �L-¨
'(�J�6m�

¢� TMP
ÈÉ�J��o±l+�
¥�y 

2) PDP p 
#�¿Ñ�ÍÎ PDP Y��Z

��Çc�TMP p4Wc���Il�0F��

����p�+ö÷�`�´� PDP½@]��0

PDP�q��ABÅÆy 

3) 8
 TMPó��	
��+�|Þ
 TMP

áâ�Æ³Õ0F
��|q�
���TMP®­

®ïðàÐP/
�ó�� !�"`ó�yÍÎ|

Þ
 TMPáâ��IHJ�N���n TMP	�

Mæçå�|oæçå	�MæçåÝ®ïðË	

�Jeã�45E��×ØÙI8
���#o�

á�
$Ý��
��y 

5.3  ������� 

|Þ
 TMPáâ�Æ
p�+ö÷øA[K 10

 L��I��%&I%ÁCAC, arbitration center of 

certificateÂ�p�éA��WX�Cp�åI
 PDP

h�}���y 

��%&I%�é 1'(!I%�ÆÖ,�¾

(ø·»�³àé 2'Cæçå PDPïð(!íé

2 '�8µ�æçå
 PDP�N_|åýC TMP

'(
p�+ö÷�Wé 3 ')* DAA ��Y�

�6{+���¾�
�DÚ¨�à TMP '(V

N+6¨©+��íé 3 '�)* DAA ��æç

",{+���¾��WX�|)* MTMÛÜY

�AIK��,{+���ÍÎ�DPDP¨�àTMP

'(VN+6¨©+��íé 4'� TMP, ISPy 

|Þ
 TMP áâ�Æ+�oèå+þ�]+

,±l+3¥�{��p�+}�øAò�o��

+,þQR+�,-.+�3¥�y 

1) ��+,y�­®�s�
æçåÎ��æ

çåI
 PDP®­� CAC�^�`aG�CACà

PDP
}���+6'(p�+ïð���à�q

��
 PDPY��hlc
�Z��y 

2) QR+�yPDP� CAC�`Î�CACà�

}���+6'(p�+Í©ïð���èà�q



%168% '  �  �  ( � 31� 

 

��
 PDPY��Z���ÍÎ TMPáâ�ÆI�

CAC pÖtàC�Z PDP 
}���+,'(p

�+ïð��y 

3) -.+�y|Þ
 TMPáâ�Æ�Fô'

(!�/z�£
¿Ñ�dCæçå
 PDP@à�

£�FåI PDP à TMP 
p�+��ù��PDP

�£ DAA ��Y��
VN+��ù�,{+�

��¾�
¨©+NQù��£çô' !�/z

�£
p�+}�øAo]ÃÄC'æç"8


W�qlm��ABÅÆy 

6  
�� 

|Þßà��XY?â MTMÛÜc��¿Ñ


ÒÓ�ù��¥�´^W��×ØÙÚ
 TMP

���¶���¶I�4��æç=�æçå�>

wæçåI?âp�éA� PDP %(!åI


TMP 6 ISP�Öã� TMP |åæç,èåäG 2

DqM�³Wèåæç¿ÑIIaäGmn
01

´^fgæç¿À,;<G²¿À 2D��¿Ñ�

óF�Fp¹�QR¿îà���¶ïðQR+

ôõ�ôõ£�|Þ¿î���×ØÙÚQR


TMPáâ�Æ��oQRþNFþ�]
¥�y 

����� 

[1] LM, NOP, QRS. ���� !TU;0�$VWX[J]. �


�Y=Z[�, 2008, 29(3): 1080-1082, 1085. 

XING L, ZHU Y F, WANG M Q. Study on trusted mobile computing 

and its attestation scheme[J]. Computer Engineering and Design, 2008, 

29(3): 1080-1082, 1085.  

[2] Trusted Computing Group. TCG specification architecture overview 

(Version 1.2)[EB/OL].https://www.Trustedcomputinggroup.org/. 2007. 

[3] Trusted Computing Group. TCG mobile trusted module specification 

version 1.0 [EB/OL]. https:\www. trustedcomputinggroup.org. 2007. 

[4] Trusted Computing Group. TCG mobile reference architecture version 

1.0 [EB/OL]. https:\www.trustedcomputinggroup.org. 2007. 

[5] TMP. Trusted mobile platform hardware architecture descrip-

tion[EB/OL]. http:\www. trustedmobile.org/. 

[6] ]^, _
�, _`a. bc���
V��defg50hi[J]. 

�
��(, 2006, 29(8): 1255-1264. 

ZHEN Y, HE D K, HE M X. Trusted computing based user authentica-

tion for mobile equipment[J]. Chinese Journal of Computers, 2006, 

29(8): 1255-1264. 

[7] j1k, lmn, op. bc���
V�� ![�hi[J]. q

r
��((st��u), 2008, 29(8): 1096-1099. 

CHEN S Y, WEN Y Y, ZHAO H. Conceptual design of trusted mobile 

platform[J]. Journal of Northeastern University (Natural Science), 

2008, 29(8): 1096-1099. 

[8] vw, _xy, z{|�. bc���� !V4}~��+��

��[J]. �
��fWX, 2009, 26(1): 321-324. 

LI J, HE Y Z, SHEN C X, et al. Access model spanning identifier do-

main based on trusted mobile platform[J]. Application Research of 

Computers, 2009, 26(1): 321-324. 

 
& 10  TMP"#�$V��:50�� 



� 10� ��������������� !"#�$ %169% 

 

����1968-��������	�


�����
������������

������� !�"# $%&'( 

)*+,-. 

����1986-����/0�1	�

���
��2�3����������

���� !�"#. 

��	�1985-��4���56	�

���
��2�3��������78

�9:;. 

[9] vw, _xy, z{|�. ���� !}~��67[J]. �
�

�fWX, 2009, 26(12): 3711-3714. 

LI J, HE Y Z, SHEN C X, et al. Identity management framework 

based on trusted mobile platform[J]. Application Research of Com-

puters, 2009, 26(12): 3711-3714. 

[10] ��. ���������Z����WX[D]. r�: r��'


�, 2008. 

SU W. Research on Routing Theory and Key Technologies in Mobile 

Internet[D]. Beijing: Beijing Jiaotong University, 2008. 

[11] v�, ���, ��. �fc�����V Peer-to -Peer���

�[J]. ���(, 2009,20(8): 2199-2213. 

LI W, XU Z Q, Y Z. Peer-to-peer key technologies in mobile inter-

net[J]. Journal of Software, 2009,20(8): 2199-2213. 

[12] v�, ���, c��. �� ¡V¢"£¤50hi[J]. �
�

�f, 2009, 29(2): 364-366, 397. 

LI J, WU Z Q, YU L, et al. An improved directed anonymous attesta-

tion scheme[J]. Journal of Computer Applications, 2009, 29 (2): 

364-366, 397. 

[13] �¥, ¦§¨, ©wª. 'f�«¬V Mesh �­50®¯[J]. �

�°±��
��((st��u), 2007, 34(5): 814-817. 

YANG C, CAO C J, MA J F. Universally composable secure authenti-

cation protocol for wireless mesh networks[J]. Journal of Xidian Uni-

versity, 2007, 34(5): 814-817. 

[14] GOLDWASSER S, MICALI S, RIVEST R. A digital signature scheme 

secure against adaptive chosen-message attacks[J]. SIAM Journal on 

Computing, 1998, 17(2): 281-308. 

[15] ¦§¨, �¥, ©wª. WLAN Mesh>?"#50®¯[J]. �
�

WXZ²³, 2009, 46(7): 1102-1108. 

CAO C J, YANG C, MA J F. An authentication protocol for station 

roaming in WLAN mesh[J]. Journal of Computer Research and De-

velopment, 2009, 46(7): 1102 -1108. 

 


��
� 

 
 

 
 

 

 

 


