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Access control oriented quantified trust degree 
representation model for distributed systems 

LANG Bo 
(State Key Lab of Software Development Environment, Beijng University of Aeronautics and Astronautics, Beijing 100083, China) 

Abstract: Based on the research fruit of social trust in sociology, the semantics, properties and elements of trust in the 

context of access control of distributed systems were defined. By combining fuzzy set theory with probability theory, a 

mathematical definition of trust was given, a quantified trust degree representation model including an integrated trust 

evaluation model and a trust calculating algorithm was established. The model integrates multiple elements of trust, and 

is in accordance with the decreasing and enhancing rules of the recommended trust. 
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�����cdefg�#hijklm60573037ǹcdopq��rsJtmu863vJtn#hijklm2007AA010301-02ǹ
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A→B ((��,��,��,��),(��,��,��),��) [ 0.028 4, 0.056 8, 0.133 9, 0.364 3, 0.416 7 ] 0.913 

B→C ((��,�,��,��),(��,�,��),��) [ 0.189 7, 0.133 8, 0.125 4, 0.277 6, 0.273 5 ] 0.757 

B→D ((��,��,��,��),(��,�,��),��) [ 0.146 0, 0.208 9, 0.230 1, 0.271 8, 0.143 1 ] 0.619 

C→E ((��,��,��,�),(��,�,��),��) [ 0.226 5, 0.207 4, 0.102 3, 0.188 3, 0.275 3 ] 0.624 

D→F ((��,��,��,�),(��,�,��),��) [ 0.198 2, 0.150 8, 0.125 4, 0.260 6, 0.265 0 ] 0.722 

D→G ((��,��,��,�),(��,�,��),��) [ 0.189 7, 0.133 8, 0.125 4, 0.277 6, 0.273 5 ] 0.757 

E→D ((��,��,��,��),(��,�,��),��) [ 0.146 0, 0.208 9, 0.167 7, 0.229 4, 0.248 0 ] 0.695 

E→F ((�,��,��,��),(��,�,��),��) [ 0.249 2, 0.255 6, 0.173 3, 0.186 4, 0.135 4 ] 0.474 

E→H ((��,��,��,��),(��,��,��),��) [ 0.028 3, 0.056 8, 0.150 4, 0.375 5, 0.388 9 ] 0.895 

F→G ((��,��,��,��),(��,��,��),��) [ 0.022 7, 0.084 9, 0.207 2, 0.359 1, 0.326 0 ] 0.853 

F→H ((��,��,��,��),(��,�,��),�) [ 0.161 9, 0.167 7, 0.164 6, 0.254 9, 0.250 8] 0.733 

G→H ((��,��,��,��),(�,��,��),��) [ 0.210 9, 0.146 6, 0.090 6, 0.244 9, 0.306 9 ] 0.756 

G→I ((��,��,��,�),(��,�,��),��) [ 0.188 4, 0.222 8, 0.125 1, 0.188 4, 0.275 4 ] 0.664 

H→I ((�,��,��,��),(��,�,��),��) [ 0.166 7, 0.141 9, 0.239 1, 0.310 0, 0.142 3 ] 0.673 
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A→C [ 0.018 1, 0.025 3, 0.057 9, 0.416 1, 0.482 5 ] 0.644 16 2 

A→E [ 0.268 3, 0.174 0, 0.050 0, 0.246 5, 0.261 0 ] 0.433 31 3 

A→D [ 0.182 5, 0.269 8, 0.190 4, 0.261 9, 0.095 2 ] 0.610 32 5 
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A→H [ 0.087 4, 0.094 2, 0.066 9, 0.491 8, 0.259 5 ] 0.748 78 12 

A→I [ 0.129 7, 0.167 3, 0.062 7, 0.414 2, 0.225 9 ] 0.692 109 14 
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