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Approach of information security assessment for ATM system 
based on improved BP model of artificial neural network 

WU Zhi-jun, WANG Lu, SHI Rong 
(Tianjin Key Laboratory for Advanced Signal Processing, School of Electronics & Information, Civil Aviation University of China, Tianjin 300300, China) 

Abstract: ATM system was divided into 3 layers for the purpose of evaluating its information security. An evaluation 

model was proposed by using a 3-layer artificial neural network (ANN) based on improved BP model. The major infor-

mation security indicators of ATM system were used as the training samples, which were adapted to find the intrinsic 

links between the input and output by learning and training process. An experiment was conducted by using the 

well-trained ANN network to evaluate the security of ATM system. The experimental results show that the proposed ANN 

evaluation model can indicate the practical running status of ATM system precisely. It is highly adaptive and 

fault-tolerant. 
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12 0.67 0.66 0.52 0.59 0.68 0.44 0.62 0.58 0.59 0.58 0.50 0.44 
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 A=0.998T+(−0.004 18)(R=0.999) (15) 
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}~�c9
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4.2  �� 

±k0øN4 ATM	
��=>Ö×4 ANN 

BP�ó��)�ATM	
?2�op4��=>

m�ûü���2ðùúIM�*�èþä4��

=>m���m�ZK�2�����-�cùú

�±�����àç4ëg0±køN4Ö×�ó

�2ùúI 

±kl� ATM	
4)�?2åB��`ð 5

VHÜ�!¸4ùú�±����ô 5��I 

±kr��,ÂÃ�4�����ô 5�4ù

ú�±���0øN4��lQ�2ðùúIùú

qT�ô 6��I 

� 6 ���� 

$%UV �a<= bc<= d�IJ <=�; 

1 0.898 0.884 1.57% A 

2 0.801 0.797 0.50% B 

3 0.675 0.665 1.49% C 

4 0.590 0.589 0.16% D 

5 0.436 0.429 1.61% E 

ef 0.680 0.672 1.06%  
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