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Approach of information security assessment for ATM system 
based on improved BP model of artificial neural network 

WU Zhi-jun, WANG Lu, SHI Rong 
(Tianjin Key Laboratory for Advanced Signal Processing, School of Electronics & Information, Civil Aviation University of China, Tianjin 300300, China) 

Abstract: ATM system was divided into 3 layers for the purpose of evaluating its information security. An evaluation 

model was proposed by using a 3-layer artificial neural network (ANN) based on improved BP model. The major infor-

mation security indicators of ATM system were used as the training samples, which were adapted to find the intrinsic 

links between the input and output by learning and training process. An experiment was conducted by using the 

well-trained ANN network to evaluate the security of ATM system. The experimental results show that the proposed ANN 

evaluation model can indicate the practical running status of ATM system precisely. It is highly adaptive and 

fault-tolerant. 
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9 0.93 0.91 0.96 1.00 0.91 0.89 0.94 0.92 0.93 0.92 1.00 0.94 

10 0.87 0.85 0.85 0.87 0.83 0.71 0.80 0.82 0.83 0.82 0.86 0.85 

11 0.79 0.77 0.74 0.75 0.72 0.63 0.71 0.76 0.71 0.72 0.70 0.71 

12 0.67 0.66 0.52 0.59 0.68 0.44 0.62 0.58 0.59 0.58 0.50 0.44 
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� 0hC×�� 1h'�Ë�� 1Iê)�����
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 A=0.998T+(−0.004 18)(R=0.999) (15) 

ÂÃqTô/WøN4 ATM 	
��=>Ö

×4 ANN BP�ó5�«�þ��Ï�
����


��	
?2�3�Xß�

[19]
�øN4_Æ�M

XïhøN4��lQDE ATM 	
}~�c9

KL4BáI 
4.2  �� 

±k0øN4 ATM	
��=>Ö×4 ANN 

BP�ó��)�ATM	
?2�op4��=>

m�ûü���2ðùúIM�*�èþä4��

=>m���m�ZK�2�����-�cùú

�±�����àç4ëg0±køN4Ö×�ó

�2ùúI 

±kl� ATM	
4)�?2åB��`ð 5

VHÜ�!¸4ùú�±����ô 5��I 

±kr��,ÂÃ�4�����ô 5�4ù

ú�±���0øN4��lQ�2ðùúIùú

qT�ô 6��I 

� 6 ���� 

$%UV �a<= bc<= d�IJ <=�; 

1 0.898 0.884 1.57% A 

2 0.801 0.797 0.50% B 

3 0.675 0.665 1.49% C 

4 0.590 0.589 0.16% D 

5 0.436 0.429 1.61% E 

ef 0.680 0.672 1.06%  

 
éùúqT5�ËN�5 V�!õ�GÈ0

ATM	
4��=>�
4#ïIô*ê ATM	


#$4ÓY×9ü�×ë,��T
�:F*+

ÌÈ=>m�4{|��M¥:Oî�ÓY4�

!�i5���N����=>m�4N*��R

ATM	
#$4ÓY×9ü�×ë,4Í"I 

ùúqTô/W±køN4��þUHï45

2l���þUlQGï�c8Ë¡�_Æ��:

Ò�s#ùúqT�)��!ZH��þUHï4

)�lI 

5  ��� 

±kr�� ANN BP�ó��� ATM	
4

��=>Öû��øNð�� ANN BP4 ATM	


��=>Öû�ó���ð ATM 	
��=>

;<£�GO}~4�õK	�s��øù9ùú

2 Vë�0øN4�ó�2ðð5IøùqTô/

À�ó#�õ� ATM 	
4QRl�l�Q�y

�+TU ATM 	
4=>?2åBIùúqTô

/À�ó_Æ«�ðþ��Ï�
����
��

	
?2�3�Xß�

[19]
�#$ÓY×9#$ü�

l4_ÆBáIr�±køN4Ö×�ó�5�0

ATM 	
,I4��=>JK9op4��=>

m��2áâ9����� ATM 	
��=>;

<	
4#�9)�I�¾F4�­:L� ATM

	
�5QÅê4=>¯ç�MNÅê4	
O

P�QP��=>m�op�y�+;<����

?@4=>¡5?2I 

±kêRS4������ ANN 4@A�

RBF �ó�2 ATM 	
4��=>Öû�s�M

)ðqT� BP �ó4qT�2Ôë�0_Æ9Ö

ûc8l�ë,�2áâ�S� ATM 	
4��

=>Öû4�0ë�I 

����	 

[1] Information Systems Security (ISS). Federal Aviation Administration 

(FAA), Information Technology (IT)[R]. Research and Development 

(R&D) Workshop, 2008. 

[2] Federal Plan for Cyber Security and Information Assurance Research 

and Development[R]. Interagency Working Group on Cyber Security 

and Information Assurance Subcommittee on Infrastructure and Sub-

� 5 ���� 

$%UV WX�� VHF�� YZ�� DVOR�� ILS�� DME�� SSR�� ADS�� GPS�� [\]^ [\_@ 5`�� 

1 0.95 0.96 0.95 0.91 0.92 1.0 0.91 0.89 0.89 0.85 0.94 0.98 

2 0.84 0.94 0.83 0.80 0.81 0.76 0.82 0.81 0.80 0.77 0.80 0.81 

3 0.77 0.78 0.71 0.73 0.71 0.58 0.71 0.74 0.74 0.74 0.79 0.77 

4 0.67 0.69 0.52 0.56 0.68 0.43 0.60 0.64 0.61 0.56 0.51 0.48 

5 0.72 0.86 0.65 0.69 0.54 0.484 0.77 0.58 0.59 0.68 0.60 0.64 



'158' 1     ?  @ � 32A 

 

� !�1965-��������	
�

��
����������������

��� !"#$%&' 

"#�1985-����()*+
��

�
���,���������� !"

#$%&' 

$%�1984-��-�(./0
��

�
���1��������� !"#

$%&' 

committee on Networking and Information Technology Research and 

Development, 2006. 

[3] MARSHALL D. Abrams. FAA System Security Testing and Evalua-

tion[R]. MITRE Technical Report, 2003. 

[4] SAEH I S, KHAIRUDDIN A. Static security assessment using artifi-

cial neural network[A]. Power and Energy Conference IEEE 2nd In-

ternational[C]. 2008.1172-1178. 

[5] SWARUP K S, CORTHIS P B. ANN approach assesses system secu-

rity[J]. Computer Applications in Power, 2002,15(3):32-38. 

[6] ZHAO D M, LIU J X, ZHANG Z H. Method of risk evaluation of 

information security based on neural networks[A]. Machine Learning 

and Cybernetics, 2009 International Conference on Volume 2[C]. 

2009.1127-1132. 

[7] HUANG Y S, TIAN C F, FANG W. Fuzzy comprehensive evaluation 

mode on the investment risk of real estate based on BP neural network 

and expert system[A]. E-Business and Information System Security, 

2009. EBISS '09[C]. 2009.1-5. 

[8] gh. 
�"#ij$%&
�klmno[D]. pqD?, 2005. 

SHEN J. Investigate and Apply the Mode of Assess the Secu-Rity of 

Computer Networks[D]. Lanzhou University, 2005. 

[9] rst, uvw, uxy. �� BP ��
�� !"#z{$%[J]. 

]�|}�~no, 2007, 43(1): 139-141. 

ZHAO D M, LIU H F, LIU C G. Risk assessment of information secu-

rity based on BP neural network[J]. Computer Engineering and Appli-

cations, 2007,43(1):139-141. 

[10] rst, uvw, ���. ������
�� !"#z{$%

��[J]. ]�|}�~no, 2009, 45(17):116-118. 

ZHAO D M, LIU H F, ZHANG J P. Mode of risk assessment of in-

formation security based on fuzzy neural network[J]. Computer Engi-

neering and Applications, 2009,45(17):116-118. 

[11] uv���������.������
�� !��"#Ri

j$%��[J]. ]�|}�~�?�2008, 30(11):16-18. 

LIU H Y, WANG W F, CAI H L. A comprehensive security evaluation 

model of information systems based on artificial neural networks[J]. 

Computer Engineering and Science, 2008,30(11): 16-18. 

[12] u�. ������
�� !"#z{$%klmb�[J]. �

�����, 2009, (9): 64. 

LIU Y. Research and demonstration the risk assessment of information 

security based on fuzzy neural network[J]. Chinese Electronic Com-

merce, 2009, (9): 64. 

[13] ZHAO D M, LIU J X, ZHANG Z H. Method of risk evaluation of 

information security based on neural networks[A]. Machine Learning 

and Cybernetics, 2009 International Conference[C]. 2009. 1127-1132. 

[14] HUANG Y S, TIAN C F, FANG W. Fuzzy compreh-ensive evaluation 

mode on the investment risk of real estate based on BP neural network 

and expert system[A]. International Conference on E-Business and 

Information System Security 2009 (EBISS '09)[C]. 2009. 1-5. 

[15] ��, ��. �� BP ��
��
�"#$�&
kl[J]. ]�

|}�~(], 2008,29(8):1963-1966. 

YU Q, FENG L. Attribute-weighted clustering algorithm based on 

rough set[J]. Computer Engineering and Design, 2008,29(8): 1963- 

1966 

[16] ��, ���, � �. ��RBF��
��
�"#¡¢£¤&


[J]. ]�|}�~no, 2006. 42(31): 136-144. 

REN W, JIANG X H, SUN T F. RBFNN-based prediction of networks 

security situation[J]. Computer Engineering and Applications, 

2006,42(31):136-144 

[17] ¥\¦, §¨©. ª}��
�[M]. «¬: ­�®¯=°±, 1992. 

YANG X J, ZHENG J L. Artificial Neural Network[M]. Beijing: 

Higher Education Press, 1992. 

[18] ��²4³´�µ17¶³ . ´�µ17¶·¸ [EB/OL]. 

http://www.atmb.org.cn/kgjj.asp.2010. 

Air Traffic Management Bureau of China. Introduction to air traffic 

management[EB/OL]. http://www. atmb.org.cn/kgjj.asp.2010. 

[19] ��²4³´7³. ��²o4´1 3456��¹\��º»

�[S]. 2004. 

Air Traffic Management Bureau. Civil Aviation Administration of 

China, Communication, Navigation, and Surveillance System Opera-

tion, Maintenance Procedures of China Civil Aviation[S]. 2004. 

[20] #� !"#V¼:½¾¿ÀÁ.  !"#½¾— !��"#

�;ÂºÃ;UÄ[S]. 2007. 

National Information Security Standardization Technical Committee. 

Information Security Technology Protection Guide of Information 

System Security Classification Level[S]. 2007. 

 

&'()* 

 

 

 

 

 


