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Approach of information security assessment for ATM system
based on improved BP model of artificial neural network
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(Tianjin Key Laboratory for Advanced Signal Processing, School of Electronics & Information, Civil Aviation University of China, Tianjin 300300, China)

Abstract: ATM system was divided into 3 layers for the purpose of evaluating its information security. An evaluation
model was proposed by using a 3-layer artificial neural network (ANN) based on improved BP model. The major infor-
mation security indicators of ATM system were used as the training samples, which were adapted to find the intrinsic
links between the input and output by learning and training process. An experiment was conducted by using the
well-trained ANN network to evaluate the security of ATM system. The experimental results show that the proposed ANN
evaluation model can indicate the practical running status of ATM system precisely. It is highly adaptive and
fault-tolerant.

Key words: artificial neural network; air traffic management; security assessment; evaluation model; BP algorithm

ARG IERGIER, SCHM T BN AT K

1 318 T SE AR RS BTN S I R P PR %
AW FE(ATM, air traffic management)(5 W7 E B AR Rz —.
El

H
HRGEUMZHE (O ST (N R () ATM %gﬁﬁﬁfégﬁ?éﬁtﬂmﬁﬁv_ﬁ%ﬁ%ﬁ
JFeht, B M EEPREE (data link) K EZME E. —HILHPUN B EE S 80 G R 2 e

Yets BEA: 2010-02-03; {&[=1 HER: 2010-05-15

EEDH: BFEARRYPESZASSPERAN SR ESEINE (60776808); REFLTT N Bl K i iy B AW FT
THRIFER BB H (09JCYBIC00400); 2010 45 1 e BIEARHINE 55 2t b 1] BT L300 (ZXH2010B004)
Foundation Items: The National Natural Science Foundation of China and Civil Aviation Administration of China (60776808); The
Natural Science Foundation of Tianjin (09JCYBJC00400); The 2010 Basic Operational Outlays for the Research Activities of Centric
University, Civil Aviation University of China (ZXH2010B004)



#5200

HO

B ST OO BP M) ATM REi5 B VPG vk + 151 ¢

RN K TR AT AE DB, 38 R & i
R 25 2 U n] g 3 BOIHEPE s O A
2 Pl AR 2 1 Bl 2K I £ 5 41 e sl n] g 3 iR K
ikt sgm . sk, WS EAUELg b TE R %
A 3 BOR TR T PEAE 12 R i 25 0 B I % A
KA. Ftn: 2008 4 2 H gelH Ay BB A Bl %
AT RN ISR, BT 2 & AT
FERECHH s 2005 4 8 HAX3E 2 WA LN R4t
B2 B TEIFEM, SR LA A2y, IR
LR AL R, AR R L, ISR
KR AN 2001 5 H A H FH FRblzg T
TR COaR 7GR RENRZE, HABTE A
AT RN RS S R g B, &R T A
Hi LA 2h; 2000 FA6 R HHLE EUETHT 47,
HIJIN RGN 5 R AR e, 3 s v P A WL PE RE 128
L 1000 44 254 18 i B

i T IR KB F A 24 BuF Al
Fhas A R AE B AT, DRI, XA ATM 5
RGN e VTR A2 AT B e A P e v )
—IUETATS . IS B VR ] DURLE R4 #
ATM 15 B RGBTV, R ER2R .

2 HXIME

£ ATM {5 B4, 5 Eies K B
SE T ARE MU T B2 e frbE it Rl SRR
A E BB AT S5 (FAA, federal aviation
administration) [1J ISS (information system security )
W0, 3&[H MITRE 74 7] Marshall D. Abrams"
PR TR FAA RS A MFI VAL I 58 57 %
MBEAETT V5.

N LA M %% (ANN, artificial neural network)
TEA5 B2 EAE 7 AT, b b g ias TR
Z R o R AR AR, T L ) I 48 T 1Y) 1] 55 R A
5 B IREE RS0, ANN ¥R 25 ik, R (I AE 5T
B Swarup K ST Corthis P BPHR ! TR
ANN T R G0N 17772 Dong-Mei Zhao Al
Jin-Xing Liu ZE Mo P18 5 /N (wavelet) #1220
W2 2 Gk, S th T — bk TR A 2 0 2% 1) A
S22V 771 Yuansheng Huang A1 Chengfang
Tian"V BP #2454 5% 245 (ES, experts
system) Ziakeck, e T MR R G B RS
Hh R AU R 25 B AU (weight) (K973, HR 4]
WE9T T W4 22 AT SR G VA I AN Y, EiR

T RHA] ANN X 4% 22 A PEAL 0SS0 s X A Mg )
WU 21O 5y T LT BP A 4% 1115 EL 22 4 X
B UPAR 7925, DA SR TSR A 22 009 2% 1) 5 L 22 4 X
B PRSI, g e AN T iU I T
W% (1015 B R GE e A PE LR A VP AR s aife 2 Ip o
T TR A 48 0 2 (1 45 5 22 4 XU VP Ak 1) 7 v
J¢592iF; Dong-Mei Zhao Z/FST T 5 T2 M 4%
(K1 XUBS DEAS (R /7955 Yuansheng Huang 25" IHF5¢ T
BT BP AHZ 2% 1) B P50t AR BRI £ VA 5
MAL KRG TRAGRPHR I 7T BP fhig
WA 25 1R X 8% 22 AP (1R 7325 AT AR AN DG A5 4
T 3F42 7 %k RBF(radial basis function) 125 X 2% 1)
W% 22 A AN 51O B H BT ANN 245 B %2
VEAL Y FHICARAS Sz, e a2 B0 AR 1) Y
MR, 725 BRAEME B2, BivE
PERI SR YR Z HON AR MR R, —RIWTTER
M S IX RN R V2 ) @R ERE A e 3E, VF
MR 5 AH B i, SRR TCAI I A ATTE
M CAERf A 7 22 % B AR A BOG R, Gk
e sk R AR L B2 M BCE S L. I,
A RERI 7 EA AR

AR ATM RGEZ DA IA R 451, R
A 3 JZ45 11 ANN [ &4k (BP, back propaga-
tion)BE M 557 XF 8, A ANN [R9FAT PR AR
A2 IR, U ANN HAT DTSR e i
ATAT S S A2k vk R B Th !, Sk v f i e ke
ATM RAGEP R AR R, ik BIHER VAL A B4
PERTH .

3 ET ANNBP#EEIBATM RFEEER
SR &

ATM RGeS — DGR A R 2 0 256 Y
P&, 1M ANN ZRRE KRR T e
AP HOK ANN N E] ATM RS NG B 22 VP
o, AR EATTZ TR R R G R
31 ATM REN 4

ATM RZGHE: 0 SHEE LE RS, &
FRNLER L 2R G RN b i 2 HRAS T I (ATC, air traf-
fic control) &4, VLI PHIEAS M 2RI BARS &
4, oy e 523 rp Al A B AT M R eSS
WAL A% TR 2 TP AT A A5 T i s Bt
Bl DABAHCHEAE, Gl fE ks WA, ik
SRR AR DUTH IR AL, o ATM



+ 152 . b I =T S

32 4%

- g e S
<.'“:;.§ == = g

N

PiATHE MR K505 HiEs SRR % 25 RS A B 5%
=T S © @9
)
ﬁ‘%ﬁ%i&&%ﬁilﬁl SRt = A R oY = 8 (=Y S A L Hi [X 254 R N 4%

LUEE Y

WEBE SHBE Hﬁm&% HaE RS

EERG

ASETRR (SAOE)

1 ATM R 3 J245H

REATRIA N 2403, 3T ATM R R
AV AT

AICK ATM RGN R0 3 DNEIR
wE 1 AR,

1) BARZEAHNAT RS CNS 2 (WHELE), A
i ATM RS TG SR : 255 R 40 b i 8
By Sl WA SRS RS, DR T
RGN LR RS

2) N EHRALE (M2, AR

B ATM W&, RO AL = 1a 474 BIE B W 4%

ITHE DX 54 oy R 245

3) Il AT ENSS ) (NHZD, AT
i A%, B, SHMRRILS, DRSS
TS IE A H ATM K45

ATM R G5 B2 AR ARE R BRI ATM
RGN 3 JZ45K, (RN ZIREH IS B
PREEH A i, AR A TUR & = %n
WNIE B KR AR AR D 25
3.2 ANN HJ BP #38!

ANN [f] BP & — M 2 2T istip & 4, 3
W 28 AL 1) R R I R A2 I A6 R i . BP M 4%
BRGE 7 AN E . RS EME 2, s
JEIE W REANIE—AN o SLME AR QK] 2 T

R 2 iR 3 ERrisk g, HN

X:(x]7x27“'9x19 “7'xn)T ’ E%é’:}%iﬁm WE%Y Z(yl’
yz""’yj""aym)T’iﬁﬁﬂj)%iﬁtlj rﬂ%j‘joz(owozy'”,

0p00)" WIERE M E N d =(d,.d,,--, d,,-,

d)' HNZH SR Z MIBUERFEY =V, V-,

Vo V) Horlt, SRRV, WA R AN
Nﬁ%ﬂﬁ%;%AFﬁ%$FZEMﬂﬁﬁ@

W =W, W,,---,W,,---,W,), Hrh, Flns W b
JEER k MRE TR N E’J*Xﬁgo

¢V
\Q’A ,
"'
K2 BP WM&

33 ATM RGEEREITHAY BP 2 M ZIER

AW ATM ZR 40 22 A VEAG 1) BP #1228 I 4%
RN 3 iR

ATM R4 (1) 3 JZ 45805 BP A48 4 4 136 B ¢
AU

1) CNS AW BLE CRIEAS . SR AR I
WD, e H ATM RSP B I R A R
Gi. XN BP MM KIHINZ, N

ofn T HE 3

X :(xpxzs"'axi""s-x,,)T ° ;H\:EP’ X; ﬁ%%%*'ﬁ%ﬁz%&
&g RN R
2) Mg AR ), AR A A ATM {5 B )

LM RS, XMNT BP I MEHIRE S,
I Y =3,y ey, o 0,y FoR



#5200

HO

B ST OO BP M) ATM REi5 B VPG vk + 153 ¢

VERT S

L W 2 AR
3 ATM RGUE 2P ) BP At B4y

BRh ATM {5 8.

3) MHZ M )ZE, T ATM RERIL R4
M- s B, A ATM I 2845 SR H 45 5
DOl ) S N T )= 1 VT =
o))"« Hrf, o FoRFEFELL AL
RIS AT LMEH ) ATM 15 B .

% ANN PEALBIALE — D2 oA B R
. ASCHOEINZRUF BP M4 HU AL G 1 VP4l
JHENZEAR B RGHATVHY, Wi ANN 45 HIF
g R
331 MR E S ER

2 N SHER R ARSI, AR R R 2 E:

E=2(d-07 =32, -0, ()
¥4 DAL R S ETT R o

/ 1
E:lZ[dk — f(net ) ==>"[d, - f(

l m
2a 213 =0

QBRI A AT
1 m
E=2 2 1d, = fY 0, f et I
=1 =0

0 = (01’02’.“’0k’“.’

®,y)F 2)

— Y- e O

ST AT B 122 A 22 A
0, v, 9B PRI T DL 2 E.
AR, AL PR A B RN,
B 7 2000 0 5520 10 B P B
H:u E]]:

ATMZAZ
Aw, =-n oF ,Av, =— a—E,
Jk dw ij o
Jk ij
j=091727...7m; k:172’...71;
i=0,1,2,---,n;  j=12,---.m 4)

K@ SRR T, Hane (0,1) Forlt
B ZRE, (R e T 23, nfLUEH BP &
EIET 6 2A A, HRRZE R RIS
332 BP HikiEF

FIHES 3 )2 BP BEBUE RN T E L X
THthEA

Aw'k:_n aE an—etk, :O,],Z’...,m; k:],z,...,l
! onet, dw,
(&)
MNTREEA
dnet
mvy =L T 012 j=1,2,0m (6)
! onet; dv,
TR g R AR R S X NREE T
b 80=—8 s = F | g1 pvets
net, ' onet
TR, WA LRI () S ik
Aw, =18}y, (7

[FIEE, CREES 1 MRZEME ST G S, WAL

W 2L (6) B T 4 501 2505 B
Av, =16’ x, )
gi b, REH A RIL MA@ TR EF Y
SRS, AR S ST 5k T4



<154 - mofE ¥ R

32 4%

iz, & arLAEIT A

oE JE do, JoE ,
- =— =—— t 9
onet, do, onet, 00, ot ©)

MR Z 87 WTLURFE N

5 =

__OE __OE %, __OE
! onet dy, dnet, dy;

5}’_

f(net,) (10)

DL ESE 2 AN ZE A 5 IHE G R, K2 09)
KAORIFR KM@, 53] 3 Z ML) BP
5 D) R Rt BB 2 e Sk

Aw, =18y, =n(d, —o,)o,(1-0,)y;,  (11)

1
Av, =08 x, =nY 8w,)y,(A-y)x  (12)
k=1

BP 5L SESRK BP W 4% (1) REAN #1128 0 IR0 bR 4L
DT AN AL TR« BP W9 253 5 SR T Sigmoid
X E VIR R O G 1 R K. o, IE DR
Hoer gt & 4 fios.

1.0 1
0.8F f

0.6

0.41
0.2F

*
*
*
*
*
*
*
*
*
*
*
*
*
x*
*
x
X

-0.8f

- I 0 1 1 1 1 1 1
-5 -4 -3 -2 -1 0 1 2 3 4 5
LTPN
(a) IEVIR%L

1.0 1
09}
0.8}
0.7F
jf
0.6F K,
il 7
£os5t F
x*
0.4} =
*HE
0.3 X%
X
X
0.2
0.1f
0 e Y S S S N S
-5 -4 3 -2 -1 0 1 2 3 4 5
LTTN
(b) X H k%

4 V). R EeR o £k

Sigmoid M REEATIFLM BN R B LIRE, &
ATLAER G 5 NG TT R BNIETRIT R, AR -1
B 1 Z I . BRI T, TR R
ANSTIRENAE 5, IKREBUE K. IR
Sigmoid G BR AT LAAL RN IE 3T A 28 1 i N
KA. BP MZEILRMARME 5 P,

wiEk

| wemanEmEmaR |

>

>

Y
| KISIZ, it 24 Aotk |

v
| SRSB4 A BRI 22e |

7 le o Zetbe Wit

| mmsmenmz |
T P

| *ﬁfﬁ& | prem
| e |

|

K5 BP ME LR

W2k 2GR n, JFAND AT HERT, e
— 8 B Y SE U I R R AT R A R %
A 3 5 SE B L TR 2R DR, DU OA Ay 1 % HE I
RES AN, BN S L ORI, |
B2 S R ZE LRI R R AT A ER O 1 IR 2%
REMA T RAFHERTHE

4 HEXMK

N ATM RS0 5E B A8 4T Edl o A S 11
DAL 5 AT 05 ECRIIIAR - ATM R G2 SEBR (KI8T 5L
PR BT IO X 254 A I IR % . %
IR SO I R s iAE S R S
IBAT dEPRRE) I BT e SR . AKX
ATM RGBS AT W S5 B A A FE AR, 754
T1Hf] ANN BP VPAG IR i gh 4724 5]

ATM R G5 B2 4 R B 1) o 24 H b R Bt
ATM RGNS TAE, FERIIRIRA: &
BATIEH B &5l &

1) WHIBITIEH .



B ST OO BP M) ATM REi5 B VPG vk s 155«

#5200 =
WABATIE W R TN
WARIBAT IEH =
THRIRSATINTE] CNRED —ANE RS2 1IN (/J\H\J%ﬁ)xloo%
THIRSATINTE] CNRED
(13)

Yook, HREEATI IR ARG R A U CRYE fi b
VRIS (RE E FAEAT 0] CMRPED, A
5 FRLE TR RBLSE, BB H .
RO 3 Fis RERIEFMITRIRIGER AW (R
) T A S A BRBER Y D)
2) BT,
Bt S ST
B B MW
Ty

WA TEIF = x100%

(14)

Horb, W B G HONIREOY N s B 6 8 b
B A B O BRI PN ARt e B 2% 5 B

ATM R G BERIBAT IE W R Mg U AL AL 3
kg 1 iR,

*1 WEREBITERRMETFRER

- A IEH A% WA SEIF %
TCLRA B A 99.98% 90%
AR 99.97% 90%
SEINE 99.98% 90%
A 99.98% 90%
AUE BB 99.99% 90%

A [ R LRl S AU R AT
YefroiRE ) I B 102, SRR T H B ATM
ARG B AR PP I Gy JFAR [ K

(fF R BB AR—FEERA D FRRY LR
B POMRESK, AR ATM R8P AR 0 4 1 22
REELAT TR

1) ATM R G P AR AT AEA R (R L

ATM  F 4 h BT IS AT AEA 0 1) ek A LA
™ ATM R G BAR B .

O TLLIBfEH & H PR % S0 (VSAT, very
small aperture terminal) & KRG E =M (VHF,
very high frequency) Zi4E R 40,

@ HLEFRS: NITRS.

@ S Z #4545 (DVOR, doppler
vhf omni-direction range) 24 « & 4% (ILS, instrument

landing system) F%t. W FEHL (DME, distance
measurement equipment), GPS R4,

@ MM K&: —IXEIL (SSR, secondary
surveillance radar) R A H MK RS (ADS,
automatic dependent system) .

® WE BB RATIR). ATIE R
RS

IR R ATM REEwA I IR, %
AR ATM RGBS 2R NIXLEHE
RGBT IR AR ATM REf5 i
PR HEbRRE A HHER M SR . ATM RERPIRGL
FORPURARAE, JF HOPUr 45 R ae et ATM R4
GEVE. SEIFIE R A AEE .

BRI, ARSI B4, GBS 3.
WA E B 4 AST7IER T FZEH) 12 A 520
FVEAVEM FabR, T ATM REVFMfabrih & .

2) wARERLRIG .

W EK (GRLEHARGERELEE
GArRYEgdRE) PSR, ASCK ATM R4
5 B2V G5 Ry 5 ME, o Ak
s Wige s, 24, ek, L,
BN S5 G 3 s IO AR W 2% 16 S B i H 8, 4
2R,

*2 REZERX 5

P 22¢ i R

0.85~1.00
0.70~0.85

A
B
C 0.60~0.70
D 0.45~0.60
E

0.00~0.45

7E FIA TAERSEAE b, RSO 3E T BP
PRE ML ATM R LA EHT TR, JF
KH ATM RS0 SLbria T B s AT 7k
41 {HE

R ATM R LAV BP #HZM
%, MT ATM RETESIRZMT RS, LA
SRR, BT AT 4 B 2 A 2
A%, KT ANN WM&, B Ehmsoc
()N BAR KRR P L 5 9 28 1R AR B

EFXTSEBRIY ATM R4, %18 ATM R4 ik
W 12 NSRS E PN R 3 . e vk (1 9
HINESRREE, DARES RS R itk



+ 156 ¢ b I =T S 32
53 0 SIOR PRS0 B % 18 0 PR 2% 1 B 2 ST i e
i, YEH Traintm B500 FEGEAT . LS 50% — ik
B 3 PR, L
%3 NG SR E : T
SHATK BH £ o
f KI5 4L epochs 1 000 102
e /MREZE goal 0.01
show 20 \\\\
S K BRiAf 1o . . . . L
0 0.5 1.0 Hj!fg])ﬁ 2.0 2.5 3.0

o, F/NRZE 0.01 2R I R i 2 id
T PR ARG IZAT . 4 aife) Ih B4 E 3o
FIAE 2 SEUT PR () B /N 22 B SRR B2 1

WGREASKEH 12 41 ATM RS0 S2brisiT 3
Pio KRR ATM RESLhristrsdh, 2nlx
S, ARRERE A oA SO 25 I
W2 P R . BRI, JEHL 12 ZUEdRAE I 25
FEA (R 4 Fizr).

H T BGAUESE VRN I 2R [ PR RE . AN SCHE
MATLAB /i HIAEE 1, X347 TRI86 1, FIH
PR Trainlm XM &8 34T II1Z5. & HFREA 0.01,
YNGR 3 B2 )a, G R R 0.001 052 69, M
iR ZEINR) T WE MR ZER . AL NG, MLk
ISR B 6 s

H T R IR G M g ke, AR SO
GEE RAE D 50 HT. R postreg BRIEL AT LA
X6 WA 28477 EL IRV A H 45 5 A RN H Adar E T AR AR Iml
VAT, TR A DGR AL, v LAAS AN 44 %
H RS (82, AT ] LAAE g I 25 1l 2145 R
P WA B . B B R=0.999 I, IEZktE: A
oM 2 R 7 e

K6 MLl

1.00
0.95}
0.90}
0.85}
0.80}

075}
0.70}

0.65F

0.60F

/%/ o Khin

A A
A=T

0.50 1 L 1 1
0.5 0.6 0.7 0.8 0.9 1.0

0.55F

K7

AR ML T L R B (ATM RSB
FISEPRs A MHARRKE (ATM RFERAHIE
BV RIS Z I R34, e 2
[ 1 o O B0 A 6 B S PO O 3R KA D R 288 P FE 1
HEPHARES . R PEREAL T RUFIRAIF L] —
SEREREIN, P4 L8 ASTHOL A2 9 28 S o i 4 (ELAH 45
HIAL T A RREM S — S IR AS f2k bo B, #uhss

A 2% AR L AR )

*4 Pk =
iHilifels DEZRS VHF 24 WiIGAS DVOR R4 ILS 4 DME %%t SSR £4t ADS %4 GPS %4 WTHX WITHIR WERS%
1 1.0 1.0 1.0 0.98 1.0 0.9 0.96 1.0 1.0 1.0 0.98 1.0
2 0.84 0.82 0.81 0.85 0.86 0.74 0.80 0.84 0.86 0.81 0.82 0.84
3 0.76 0.72 0.72 0.69 0.79 0.56 0.68 0.76 0.74 0.75 0.70 0.71
4 0.61 0.59 0.51 0.53 0.70 0.39 0.64 0.68 0.65 0.60 0.46 0.52
5 0.96 0.94 0.90 0.89 0.90 0.90 0.92 0.94 0.92 0.94 0.92 0.91
6 0.82 0.80 0.80 0.79 0.84 0.80 0.81 0.82 0.81 0.79 0.82 0.86
7 0.74 0.76 0.71 0.72 0.76 0.70 0.72 0.74 0.71 0.69 0.65 0.69
8 0.59 0.50 0.51 0.54 0.70 0.41 0.58 0.60 0.64 0.50 0.44 0.48
9 0.93 0.91 0.96 1.00 0.91 0.89 0.94 0.92 0.93 0.92 1.00 0.94
10 0.87 0.85 0.85 0.87 0.83 0.71 0.80 0.82 0.83 0.82 0.86 0.85
11 0.79 0.77 0.74 0.75 0.72 0.63 0.71 0.76 0.71 0.72 0.70 0.71
12 0.67 0.66 0.52 0.59 0.68 0.44 0.62 0.58 0.59 0.58 0.50 0.44




Ho2m REES: T U BP WA M4 ATM REi5 B2V h 7k ©157 ¢
%5 MR
PEERR PAERZ VHE R4 WITRZ DVORRZE ILS &4 DME £%i SSR R4 ADS R4 GPS R4 WiTilkl AT MRS
1 0.95 0.96 0.95 0.91 0.92 1.0 0.91 0.89 0.89 0.85 0.94 0.98
2 0.84 0.94 0.83 0.80 0.81 0.76 0.82 0.81 0.80 0.77 0.80 0.81
3 0.77 0.78 0.71 0.73 0.71 0.58 0.71 0.74 0.74 0.74 0.79 0.77
4 0.67 0.69 0.52 0.56 0.68 0.43 0.60 0.64 0.61 0.56 0.51 0.48
5 0.72 0.86 0.65 0.69 0.54 0.484 0.77 0.58 0.59 0.68 0.60 0.64

T 0: BERET 1, PAESET 1. ESLhRMH T,
WA B R >0.80 RI] . fx)m, 9% BP £ M
LRSI 5 SBR[ AR AR Ze Pk =TV 5 7k
A=0.998T+(—0.004 18)(R=0.999) (15)
IREE RN R ATM REG15 B %AV
P i) ANN BP #5284 0] DUA R b [F B]HALSE(E

B RGBT i) IR R 2 F R AR
FEs R 2R BE 2 ATM R 485 444 iR
7R AINE

4.2 ik

ASCRHR U ATM R G015 B2 4 PR ) ANN
BP iR K ] S2br ATM R G028 47T AR S B4
AL FEEIR VAT T IR R R EE BAR 15 A
LA TR A S AAR AT B KA, SIE Gl
FEAS, 8 A [R5 5O A SR H R VP A5 70
HEAT IR

AR ATM RGP L BRIs IR, BT 5
FOANFEBL T AR A SR, W5k 5 R,

ASCRIA ERIGREF M4, SRR S T
IREEAKE, XHHE A X 48k REREAT T 00k, Ik
ZERUEK 6 iR,

=6 Mk L5 R
VAR RS SEhefl O HDERZE R
1 0.898 0.884 1.57% A
2 0.801 0.797 0.50% B
3 0.675 0.665 1.49% C
4 0.590 0.589 0.16% D
5 0.436 0.429 1.61% E
S35 0.680 0.672 1.06%

MR R AT LU, 5 R SUAT & Z AR
ATM RGEE R R IBE . RIAE ATM &
SRR IIE S R MU AT I, WER G IS 18
ST A AT IS, i AR I R 3 O IR
DL, AP SO i S R g R L, 38

ATM AR GB35 1 15 HN S I 47 AR A o
DAREE KR ASCHR I R 28 AT — 52 R n]
Itk MIZHAPERERE « HERIRL =, IRZE/DN AR

R, IR HIRR S B 5 sebr A&, B e
SEA
5 HZFRiE

AR ANN BP BRI I 5 ATM &R % (1)
& B ZAvHhT, $2H 7T ANN BP [] ATM &
G5 B2 VSR, BT ATM RSE[E B4
PRES S 2 [ S 2R AT R OC R, FFR H 0 BRI
2 PP iERT S AR AT T 90 UF . i ST R
SRR ATM R AR MR, BEUIR
IrHh i ATM RS ZAa TIRA . WAL &
WZAE R 2R 3 T b B B R U2 3d A S e
REGUEAT iR U rp 4 1E SR B 4% e i
PERRZZER o R A SCRE PP, o] LUK
ATM RS8N A5 5 2 4 i R R A 1A A5 B 2 4
AT MRS, $55 ATM R4 B 2R
B R BV RIS, fR K H 12 AR ATM
RET R AEMN Z AR E, N AAEN RSN
T, FRAfE Bk A, AR IR OR s rh A
B LA R ROEAT

ARICAEA TG F TR R ANN R A% ] 2
RBF #AHT ATM REM1E B2V, IRk
SR AR BP BRI 2 AT LA, iR ZEFAVE
e RSy AT 200, 4k ATM R 1IE B
CAVEAL R T

Bk

[1] Information Systems Security (ISS). Federal Aviation Administration
(FAA), Information Technology (IT)[R]. Research and Development
(R&D) Workshop, 2008.

Federal Plan for Cyber Security and Information Assurance Research
and Development[R]. Interagency Working Group on Cyber Security

and Information Assurance Subcommittee on Infrastructure and Sub-



* 158 -

S I

7Ok 032 %

(3]

[4]

[5]

[6]

(71

[91

[10]

[11]

[12]

[13]

[14]

[15]

committee on Networking and Information Technology Research and
Development, 2006.

MARSHALL D. Abrams. FAA System Security Testing and Evalua-
tion[R]. MITRE Technical Report, 2003.

SAEH I S, KHAIRUDDIN A. Static security assessment using artifi-
cial neural network[A]. Power and Energy Conference IEEE 2nd In-
ternational[C]. 2008.1172-1178.

SWARUP K S, CORTHIS P B. ANN approach assesses system secu-
rity[J]. Computer Applications in Power, 2002,15(3):32-38.

ZHAO D M, LIU J X, ZHANG Z H. Method of risk evaluation of
information security based on neural networks[A]. Machine Learning
and Cybernetics, 2009 International Conference on Volume 2[C].
2009.1127-1132.

HUANG Y S, TIAN C F, FANG W. Fuzzy comprehensive evaluation
mode on the investment risk of real estate based on BP neural network
and expert system[A]. E-Business and Information System Security,
2009. EBISS '09[C]. 2009.1-5.

i, 1025 2 LR A VA VAT N I (D). 2290 K2F, 2005.
SHEN J. Investigate and Apply the Mode of Assess the Secu-Rity of
Computer Networks[D]. Lanzhou University, 2005.

BAA, g, XIRDG. ZET BP M MIER IS B A R TAST].
TN S, 2007, 43(1): 139-141

ZHAO D M, LIU HF, LIU C G. Risk assessment of information secu-
rity based on BP neural network[J]. Computer Engineering and Appli-
cations, 2007,43(1):139-141.

RACH, iR, GRAEME. JETROI AR I 2 (5 B 2 4 XUR PRAY
B, HEEHL LR 5 M, 2009, 45(17):116-118.

ZHAO D M, LIU H F, ZHANG J P. Mode of risk assessment of in-
formation security based on fuzzy neural network[J]. Computer Engi-
neering and Applications, 2009,45(17):116-118.

HHERHE, TYEdE, SRLLMN. AN TR RIS IOE B RS e Ak
HUPERAI]. FHEHLCRE SR, 2008, 30(11):16-18.

LIU HY, WANG W F, CAI H L. A comprehensive security evaluation
model of information systems based on artificial neural networks[J].
Computer Engineering and Science, 2008,30(11): 16-18.

XIFHE. TR P 22 000 265 (K45 SR 22 4 UG PRI AFF 5 % SIEIE (D).
[ L7 R 45, 2009, (9): 64.

LIU Y. Research and demonstration the risk assessment of information
security based on fuzzy neural network[J]. Chinese Electronic Com-
merce, 2009, (9): 64.

ZHAO D M, LIU J X, ZHANG Z H. Method of risk evaluation of
information security based on neural networks[A]. Machine Learning
and Cybernetics, 2009 International Conference[C]. 2009. 1127-1132.
HUANG Y S, TIAN C F, FANG W. Fuzzy compreh-ensive evaluation
mode on the investment risk of real estate based on BP neural network
and expert system[A]. International Conference on E-Business and
Information System Security 2009 (EBISS '09)[C]. 2009. 1-5.

TRE, S5, JET BP ML ML M4 2 VN JERT ). A
MLTFEE BT, 2008,29(8):1963-1966.

YU Q, FENG L. Attribute-weighted clustering algorithm based on

rough set[J]. Computer Engineering and Design, 2008,29(8): 1963-
1966
[16] ATAT, #2ik, FMgkEE. BT RBF #4140 I 4% (1199 45 2c A 28 34000
L. VNS H, 2006. 42(31): 136-144
REN W, JIANG X H, SUN T F. RBFNN-based prediction of networks
security situation[J]. Computer Engineering and Applications,
2006,42(31):136-144
WATIR, AT, NLMZEMEM]. dbat: =558H BB, 1992.
YANG X J, ZHENG J L. Artificial Neural Network[M]. Beijing:
Higher Education Press, 1992.
(18] wfv [ B L Jmy 2% v A2 0 % B s . 2% oh 22l % B A 41 [EB/OL].
http://www.atmb.org.cn/kgjj.asp.2010.

[17

Air Traffic Management Bureau of China. Introduction to air traffic
management[EB/OL]. http://www. atmb.org.cn/kgjj.asp.2010.
[19] v B Ry 24 ). o B B A 2 A S I L R S8 AT « d
FE[S]. 2004.
Air Traffic Management Bureau. Civil Aviation Administration of
China, Communication, Navigation, and Surveillance System Opera-
tion, Maintenance Procedures of China Civil Aviation[S]. 2004.
G R LR RAR Z 2. FRZEBAR—FE ARG %e
SR E HARTALS]. 2007

National Information Security Standardization Technical Committee.

[20

Information Security Technology Protection Guide of Information

System Security Classification Level[S]. 2007.

EEEIT:

REZE (1965-) , B, FrEsEREA,
o RAURZHEZ . AR, EEATR

- J7 1) R 4% 545 B2 4.
a2

E®E (1985-) , B, WMEEMHA, F
B = (] e O £ 20 A T S B2 2]
15 R4,

$ (1984-) , 2, WALHEEEA, A
AR 2B, LB 97 7 M4k S5
Bz,



