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Secure data collection approach for wireless sensor networks
based on multipath routing and feedback

MAO Yu-xin
(School of Computer and Information Engineering, Zhejiang Gongshang University, Hangzhou 310018, China)

Abstract: A novel approach of secure data collection for wireless sensor networks with compromised nodes was pro-
posed. Secret sharing and multipath routing to solve the problem of secure data collection in wireless sensor network was
explored. A novel tracing-feedback mechanism was used, which made full use of the routing functionality of wireless
sensor networks, to improve the quality of data collection. The algorithms of the approach are easy to be implemented
and performed in resource-constrained wireless sensor networks.The performance of the approach with simulation experi-
ments was evaluated. Compared with existing similar methods, the approach provides higher security with less complexity.

Key words: data collection; feedback; multipath routing; wireless sensor network

R — A HE . SR,

535

Tkt M (WSND LAY JE NG 57 (15
XFIX ),

R

AP

Vol.31 No.8A
August 2010

H AT T et I M2 I
RBARIEIFAEER B T32 20 B 5 5 U PR,
V2 ALG M2 A BE AN A BT A TG B
— AR PR R T LA
s W 2% (R D RE B S B [P S T A
AN AR IR X BE Y i 2 BR AR SCVFAEUEYY

D M WS RIS <SR B g,
DRART RN 5 A PR Y AR AR A I 4 e A

YFs HER: 2010-05-21

AT H AR i 2 [ 7 2 S AR AT Bt A,
TR B AR R T FEVE L A PR S A

EE&MB: HERARRAEERIIH (NSFC60803161); WIVLA#H 134 ¥ B3 H (Y200908082)
Foundation Items: The National Natural Science Foundation of China (NSFC60803161); Educational Commission of Zhejiang

Province Program (Y200908082)



&5 8A I

BARIK: FE T2 AT BN L A ks W 2% e e B AR Uy v <77

Mot R 2 ARk iy 2, AT AEAN AN
R E RS b, R 0 2 Ak AR AT
e, FEARER PR EY R .

HT, 7ETCEAt A M g F e, C &t
TR 2 AR AT e A B AR T
A (HGE, DU IR R T S A7 AR AR
ZRPER S R ERTERESS B B e A SCHR
BRI E, BT A 5 T ek
e, BT MR I SE N 2 R AR E LR S
ToB AL AR 25 T 1) 2 e B B . S DA R ok
ISR LR VAN, 25 I BF Z A AE T4
T BRI WL, R A o LAt I
W2 1R DD RE, LA S5 e s e S it 1 H 11

2 ekt R MEEE

AN R T A SR 0 % 3 R SR
DL A KRS T SRR 20 AR SO v
FEHET AN BON TR IR T R A P AR . AR 1%
R, RS R T R b e, Hg
AR, HEAMELEERE S, Sl
EEHE s TERAY KU N R A T RN RE
PALIDEVE/RTIE SO VISl I S (IR SR E S
i [N, BB P R T mih T S LR
WO D, SURIEBEVE I 25 57— /N AR 0 42 A 2 1 4L
Patle HARTCHAL AR 2% (1% )2 T8 2 2 ik
R BT, AERASC T A WAL B L 2 54T N
B AT IR

3 ETRIGMBHEREREZE

TG 2 At A8 19 2% v ) B WO B A — >
A RS s R P R AN W A e BRI SR
R o IR — AN Ets B — Ak K B A A A e
g WD BAIC R R, UL A B AR AR 2 4
(7o BRI, a] AR T AR et R i D s A5 Bk ek
SISV E T € SURE S
31 ETRIENZEEEHEE

ARSCH T — AN T OB 2 A i AR A i
(FSPC, feedback-based secure path construction)fi
% AR T BB HLHEET 2 A
Btk . SR B EIE TR IR
P B IR RS IR BTSRRI Y s 2
2R KUK 55 B AR T i 52 1) B0 A% o W A
. g ENERR AT CnlE 1 PR,

T
watn Qo

&
PEAT R

1 BT RGN 2 e e i

1) P55 RS KA en [TBRAR 2 S SO
AR D AT . RN, S R4S
TR IR I — AR RBNR L, LIRS

2) ALK A S Hl B AN AR U,
FAZAT AU IE AT A 2K A S kRR d i in L
o

3) AN IREN T SN, R S
AP L={d,, db, -, d,} (L d 7R R
S; HIFRIR), JE¥ —Iedl<S, L>AE At R A s et e rh

4) WCERAT AU L —SaE s S, R
4% L RIZ4 S,

5) MALIRIR N A S BRI A R, iR
ERFRR S TE L, A4 M L i —4 7 i
18 P={di1, disa, =+, dy}> ITHG P AFRERIA M 2247
o [, AL RIS R R A Sy, TR
MIFRRY dieys TR R R4 E .

6) AW EIEE] S I, S MIH SR L,
HAHE R A7,

e BREET, Bl AR B IR (AR B
RV B bR RS IR EdE A, a2 R
IRVCERAT i, Jorp A T — AN I AR IR AL
BB R o BN I 1) A0 T i WO A R 1 2 9%
TE22 A, BT DA s SE B R S . PR,
AR XAEAF BN ) — S BRACRON LA kAT . — 4%
R TR ERE KR BIEITIE “24a”
(1o ZREAEARG MR RN, FOER
W RUE IR LR A AR e,
BRI RIE SR, SR AR Em



.78 . W ¥

31 %

SRR TR, A% RUR T RE S B AN B
g R . BRI, AR FUR AR E
TAE 2 BB AL

32 ETREREMEERE

AN RONIE SR B R 2 1 22
PR, HR] DO X S PR AR R AT 2 4 () B A
M. DH, BT 3.0 R e,
BE— 2 HR AN S T g 4 AR 10 B Ak o gk Bk
(SPDC, secure-path based data collection), %%
PRI .

1) GYEN RS T ERIREARIN, EE R AN
GEAE, WRGAF A Z2mkit, ALk —
SUR PRI P={d), d, -+, dy}, T HIGEAR TR E
bR dy IO RS o WURGAT R, IR A BEHLIE
FEF 86 A, [N FSPC SVEM G 2 2 A%

2) HALREASTI R S MR M I,
FARRAMG AT, JF HRENLPRIE — S22k
P={du, dia, . dw}, I HREI DU IR HR RN
dia WAL Spe WIRZEAF NS, AAREHLLESE F—
PR, R % B FSPC ki 2 1% .

a) AR B B A Dl I BN IREY Rd

3) VIR R B L, dn SR e
B E e, WA IR ak Sl g e
TAFAE 2RI, A IR, R A
HARIR A A5 AT A0, TSR RO
P e A B AT, R B AL A P, I
H A5 22 A AR I A B4y S.

4) P R Jn v B R AR A TR SR
AHBI DA«

5) S WA A BN, ATE JE B Pl e
AT L, RN SR AL 2217

b) AR E BB A R A BT ER Y

S WAAE—MHE A ORI FHE SR 1O
KA A ERAe P LR REAAAERE T L S
P NAHBZEAF IR, BB A AR

i AR DG, eIt R R
I RPN LA, T B SO 1 ik
% it (QoS) KysE. SPDC HIEFIH 24k 1%
SEHL T AN 22 A B . S AT AR
T R HEBRAE % b 2 SRR B B AR R mT S

4 BEUKBREERSH
N T BB IRAEMPE R 7%, Wb et

T MBS . SRR F W EEE O AR bR S H s
W FAEE  (PIP, packet interception probability),
BT S0 AT U A 1 A B R Y AU IR T
A DB LR . T A WA SRR T
(R0, ISR SCRR (4] B2 I B EEAT T Mg b
LA BLSEEG AR SR BOE R 1 s, H
7% (drop rate) 4RGET MEFEMELF—
AR AL BLE

#z1 BEUXBRAEMEESH
B ZHUH
AR5 R 50
P 0.2
P RS IR 10

4.1 BIEGREEERSF

SIS S YR RS LT .
BEGEVE IR AR AN R 0 A B A R 1 E i
AL AR A AT AT LU T VR I P g o 0 T4 — 4
Tff 0E () T R, B YR Y R AT o I
(211000 O [EHBEEERAE, RN THRETY R
SEEBIRAE PR . B 2 Al TR AN
B RS T R A RS
ATRUE R R 2, B g
R BT, XU BRI RS
— PR R, R E R A s B2
¥ SPDC 5k (4% FSPC 5%) FISCHR[4]45 H
(") NRRP #32:F1 DRP S8 7 Tt i bhign]
DUE H, AR R Rk T, SPDC PEfE
AT DRP Ffl NRRP. =i igs i bng, 3
FhETERIERE L T . (H2, MR A
F—E RN, SPDC HIRIVEL TG .

1.0

o
)

B

£

Bl A

<
o
T

0 % 16 1% Zb 25
TR AR
B2 S A RO R A O IR AR L



&5 8A I

BARIK: FE T2 AT BN L A ks W 2% e e B AR Uy v ©79 -

42 AEEFETHIERES T

ORI LR R AR, E AL
TEMBE RS AT RN EFRERE S
B RS ERRZ MR, K, Bk
RAN S RAT T3 R IR o Bl sE 6 18 i o
BTSRRI S EIEIERE. B3 AT 3
HIEAE 2 AR Lo tEae. WA LUE
MEFEZEM 0.2 ETFF] 0.5 I, SPDC 1 BEE I b
47+ DRP fll NRRP, i H SPDC Z£ZE#% 0.5 N
PEREA 0% 0.2 FRIMEREAR R BT, SR RO
EEi 2, MEFF M 0.2 LTFHE]0.5 1, DRP I NRRP
) E5 4 0 4 4 A R I AR e, X 2 AR
R ERE TR E. B EFERAK
I, E R0 22 A B A2 I B A% LU IR 2% 2 Hb B D Ty
MHEBRLESN, AT 1S SPDC kA3 84 It 1 g
W T BT L% LTS 800 b % 5 5o A
W% . X T DRP I NRRP 5, ®A
M EFRMBEWRE W EANERARZ, NS
ESQ e

1.0

—A— SPDC with Drop Rate=0.2
—&— NRRP with Drop Rate=0.2
—©— DRP with Drop Rate=0.2

| =% SPDC with Drop Rate=0.5
—&— NRRP with Drop Rate=0.5
—>— DRP with Drop Rate=0.5

<
3

<
=)
T

BRI BA
.

<
()
T

20 25

BRH AR
B3 SRR EFR T ML S iR L

43 BT RESRIERED T

SCRR[AT T3 iR AE AT AU S B I LX) R
U RUROE B 4 T R R I DU REAT AL
IR, AT B YT O AN REARAS st B o 2k
fRIEIR RGOl o FESERR N I, ToZefle it
¥ 4 v 1) Bt A AT 2 T 20 A SRR A% S T 7
Mo sk b, XA E, REAEY
A1, B4 SPDC Sk B eIk BRI i PERE -
W, S0 7 AP AR U5 ik, B 206 2 AN IR
RLECE AN R AR S AT RS . SRR 1
MIBE, JEHT 10 AN L, RSB A=
PR R B AR o I G RS

FARPERE R PR AUE vk, XTI SRS
AT TN IR S R N B — Y R e AR .
Vg T U A L 4 SR AT B A — 1k, Bt
AN AR . LK 4 nTLURIL, EAHE
TR NBESLM R, SPDC (IPEREEAL T DRP
A NRRP. {HE, 7E/EH TS SEEAR, 3 &
TR PE e 2 B I AN I B

1.0

—A— SPDC with Drop Rate=0.2
—o— NRRP with Drop Rate=0.2
| | ©— DRP with Drop Rate=0.2
—¥%— SPDC with Drop Rate=0.5
—&— NRRP with Drop Rate=0.5
—>— DRP with Drop Rate=0.5

o
)

o
o)
T

BRI
i

o
)
T

1I0 lIS 2IO 25
RN AR
B4 SERAR T AR AT T SR A L

5 #HRIE

Btx o e A% I s 19 24 v IR Bidl Wi B ) A, B
T — ORI R T 2 AR S ) 2 A At W gk
itk GBI R — PO B ER— I
7 HLHL, AZHLHITE 70 R T T 2 A ks X 4% 1)
HEHIZIRE, SR T HURAER I B, e T AR
WA AT SETE o XA iR EENRAE T, %A
AR AR 3 2 B R I RE A B 7 AR B
AN R 2% A RE A L 2 A SE L, KN A 221
HARWCRIR I TR /E Z Kkl ie . Zekit
(R R I I R AR PEAR, X A% S 1 RO PR E S
MEATER . A0 BEHL 2 42 % b 5 i A L
I v 5 HEAT AR TARMLLES, %
JIE IR R FERAR,  REVE I8 A% JE s 1Y o 8
P2 BRI AL . AR RS BG4 R, ¥R
PERE AL TR J5 i

Bk

[1] LOWKS, WIN W N, ER M J. Wireless sensor networks for industrial
environments[J]. Mater Sci Forum, 1992,119: 83-87.

[2] AKYILDIZF, SU W, SANKARASUBRAMANIAM Y, et al. A survey
on sensor networks[J]. IEEE Communications Magazine, 2002, 40(8):

102-114.



« 80

S I

¥R

31 %

(3]

[5]

(71

TSIRIGOS A, HAAS Z J. Multipath routing in the presence of fre-
quent topological changes[J]. IEEE Communication Magazine, 2001,
39(11): 132-138.

SHU T, LIU S, KRUNZSECURE M. Data collection in wireless sen-
sor networks using randomized dispersive routes[A]. Proc IEEE IN-
FOCOM Conference[C]. Brazil, 2009. 2846-2850.

LOU W, KWON Y. H-spread: a hybrid multipath scheme for secure
and reliable data collection in wireless sensor networks[J]. IEEE
Transactions on Vehicular Technology, 2006, 55(4): 1320-1330.

LEE P C, MISRA V, RUBENSTEIN D. Distributed algorithms for
secure multipath routing in attack-resistant networks[J]. IEEE/ACM
Transactions on Networking, 2007, 15(6): 1490-1501.

NASSER N, CHEN Y. SEEM: secure and energy-efficient multipath
routing protocol for wireless sensor networks[J]. Computer Commu-

nications, 2007, 30(11-12): 2401-2412.

[8]

[91

AKYILDIZ I F, SU W, SANKARASUBRAMANIAM Y, et al. Wire-
less sensor networks: a survey[J]. Computer Networks, 2002, 38(4):
393-422.

IOANNIS K, DIMITRIOU T, FREILING F C. Towards intrusion
detection in wireless sensor networks[A]. Proc the 13th European

Wireless Conference[C]. France, 2007.

[10] SHAMIR A. How to share a secret[J]. Communication of the ACM,

1979, 22(11): 612-613.

EEEN:

E/IR (1980-) , F, TN,
A, Wi C AR, EZEFR 51N
TE X Web, ALK ML



