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RFID tag ownership transfer secure protocol 

CHEN Zhi-de, CHEN You-qin, XU Li 
(School of Mathematics and Computer Science, Fujian Normal University, Fuzhou 350007,China) 

Abstract: Aiming at security, privacy and authentication problems during RFID tag ownership transfer, a “one exchange 

and two update” ownership transfer protocol was proposed. Two “update” could protect both of the previous and new 

owners’ privacy while “one exchange” was for undeniable ownership transfer and tag verified in one ownership transfer. 

In the sales of goods with embedded RFID tag, the protocol could ensure the security and privacy for both of two partici-

pators and realize after-sales service for the undeniable ownership transfer , which was very valuable for the pervasive 

application of RFID in reality.   
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