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Abstract: For the trust evaluation problem in P2P e-commerce, a trust cloud-based dynamic secure trust management 

model (TCDSTM) was proposed. Cloud theory was used to describe the trust and the trust level in TCDSTM. Then an 

anti-attack global trust aggregation algorithm, the node type identification and topology reconstruction mechanisms were 

presented. Both theoretical analysis and simulation results show that TCDSTM not only can resist collusion attack, on-off 

attack and other malicious attacks, but also can improve the success rate of transactions. In addition, TCDSTM has low 

communication overhead. 
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