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Roles query algorithm in cloud computing 
environment based on user require 

YANG Liu, TANG Zhuo, LI Ren-fa, ZHANG Zong-li 
(Embedded Systems and Networking Laboratory, Hunan University, Changsha 410082, China) 

Abstract: Roles based access control model CARBAC for cloud computing environment was proposed. Roles in the 

model include user roles and resources owner roles, the latter were called administrator roles. For the resources owner 

roles assigning the roles to the users, roles query algorithm in the hybrid hierarchies based on users' access require was 

proposed. Through this algorithm, for the certain privileges set, this model could choose the least roles set to be assigned 

to the users. The simulation experiment indicates that for the mass user access, this algorithm can reduce the roles quan-

tity, shorten the authorization procedure, and advance the system efficiency. 

Key words: cloud computing; roles query; access control 

 

1  �� 

��������	
��
������

�������������� ��!"#$

%&'����
()*+,-.�/012��

�34��567
 2 �89[1]
*67:;<=>

? 74.6%- 63.1%[2]
@�+,ABCDEFGH*

IJ-KL$%MN+,OP*QR�����	

-����
+,

[3]
@ 

������ST 3 UVWX����(end 

user)Y�	
��(service provider)Z[��\]^

(data owner)@��E_`���ab
c8de*

�	
��f
�
abghi&jk
+,4

lmnoabghpqjk
��\]^@rs


���t*����`��
c8uv�w���

\]^xy*z{|}~��X��\]^��`

��xy`ab
��uv�#^�����uv

xy���@{q��
c8��(RBAC)�s[4]

����]2011-01-19[����]2011-07-04 

����]^_`ab��c"defg60873074h[�^ijkb��c"defg20100480936h 

Foundation Items: The National Natural Science Foundation of China (60873074)[China Postdoctoral Science Foundation 

(20100480936) 



�170� �  �  �  � � 32� 

 

�������
c8��!�*�������

�
c8���s�*{q��
�u���\]

^`c8^uv��
�2��
��@ 

|�� RBAC�s
{�"*��?����

��[ab��� ¡e
c8��¢£�sX

CARBAC (cloud administrate based on RBAC)@|�

s�
��S¤����-��\]^��*¥;

¦§?��\]^n�VW����c8���


��@¨��¡©ª«¬���­
c8uv

®*gZ������¯��\]^��ª«°�


c8±²@ 

��
uv³©���`zxy
��iª

«
@������´z�µ]����*]¶·

¸
abY��-��*̀ q��
c8��uv*

¹¹��C�jk
��xy�º@»2��
u

v
jk*¼«��\]^gZ�½C�jk
�

�¾�xy���c8^iV~k¿
�uÀ
@

������\]·¸
��[ab*�VÁ�u

�Â�ÃÄÅ�¸ÆÇ
��*�ÃÈÉÇ¸
�

�-��ab�ÊËz��Ì��Í
xy6Î@

]Ï©ÐÑ��{quvÒ
��ÓÔ�Õ*¼«

�����gZÖ���
VÁ¡e*×Ø�Ù`

Ú��ÃÛ�fc8ab
�Ü��Ò�*xy�

��*Z=>�ÝÎÞab
À
@ 

|�� CARBAC �s
{�"Iß��{q

��ÃÛ�abde
��ÓÔ�Õ@à�¾áâ

tXã 2�äå°6æ�-çè�ã 3�
�?�

�������{q��
c8��¢£�s�ã

4 �äåâéÖ���
¨êuv�ÓÔ��
�

��ã 5�`���Õçë?ìíVî�ã 6��

ïðñ@ 

2  ���� 

2?����
� òóZ[ô��
®Í

v�*Joshi � RBAC �s
{�"
�?���

õ
®Ív�
c8���s (GTRBAC)[5]
@

GTRBAC `qxö÷ø:ñõù½
®Íúðö

õ?�ûüýþ*ù½}=���D-��;��

�

[6]

v�@GTRBAC�s
���] 3�� X

�	Y
_-��*��ö
-Ë�®Íi�1`

��*����xyY���uvxy
® úð@

GTRBAC 
®ÍúðljS¤`q��\]^


úð@ 

Jason Crampton[7]
- Koch[8]

����D���

?¢£�sl�ö?�Î����D¢£ý�@

Youngmin Jung[9]
{q RBAC �s
�?���


&��+,�si������
����*¨�

	de1|���v�©�®���Ëjò*�â

��q#^�q��*���Ã��2ô�
�

|@n�{q��ò��sgZ !����;F

�ÎÞ��ò¸
� òó89@Weichao Wang[10]

� "#?������;¾
+,$@ÚÐÑ"

#?��G�
+,[��
�.c889*IJ

`��c8
��;¾
�%�].
÷ø:c

8��!�*�&
�?���',(
!�i)

£��uv
� òó@ 

JOSHI� ` TRBAC�s[11]
çë?*è*z


�
GTRBAC[5]
�s !?RBAC�s���]

gh+���,ö
®Í-./hxy����

�Y����gh+h0®12q3��,ö
��


89@&45
�?]667���D�
uvÓ

8�89

[12]
*
�?9���Ò(UAS, uniquely 

activable set)[13]
Z[e �Õ@UASh�:]��

;<*5T]����6Î
67���D�*Ù

`�ö
uv*��°�
9���Ò�@ 

Z"c8���s=jh>;����-a

b\]^¢£��*?m@A)£������·

¸��[�lEc8
hB@|�CD
����

��¢£�s CARBAC*>;³W��[��\]

^��
��@Ù`Ú�s���−��xy�¸
ÆÇ
89*
��Ü9��� (MUR, minimizing 

uniquely roles) Ò[ze �Õ*�Ò�
e E

F-e .G"` UAS �Õ��?Hó*ZIJ

ÎÞ���
�¸*KL��
�u®Í@ 

3  CARBAC �� 

�� 1  ³W��(UR)@³W��MNÞ RBAC

�
����*��"f]gZ�i>;³W��


,OPgZ�i>; UR@³W
,$S¤QRY

���¾á�ST[+,�D@ 

³W��Ò�U2 UR*UR 
ïV2 UR= 

<IDU*PO*SL>*z�*IDU }W��QR*PO

���ST*? SL X}��
+,�D@�³W

�� UR EY���\]^
c8deST���

�
()*��\]^�� OR 5>c8deZÃ

«>EY��
()@ 



� 7� 	
��
�������������������  �171� 

 

�� 2  ��\]^��(OR)@��\]^�

�ST��\]^f���
()*lmgZ[®

ô[����	\
ab@��\]^��¢£[

��
7]*k®7^j_`ab-�	çëc8


��@ 

\]^��U2 OR*OR=<IDO*DT*Date*

Cert>*z�*IDO�x\]^��
QR*DT�

��\]^f�]��
��Us*Date���ô

[��
®Í*Cert�����©ª«
`±±²@ 

�� 3  c8de(Request)@��\EY��

�\]
c8deU2 Req, Req=<UR, OR, request 

index, data block index, op>*z�*request index}

W��
c8de*data block index}W URde

c8
��­*op}W��de
`ab
��@ 

»2��-��fxy
��0aEÅòó*

��\]^¡©>;bo�������`ÎÞ

çëc8*bo���ã�DEYc8de@»&

��\]^ÏcUde�����
()*hfg

hij��
QR*k�lh
m�@ 

3.1  ������	 

|�s�nVW[VWÍ
6ÎâtX 

1) U*R*P*S- SP;<X}��*��*c

8ý�*ÃÛ-�	
�^� 

2) PA⊆P×R*c8ý�>��
C`Cxy6Î� 

3) RA⊆R×R*��>��
C>Cxy6Î� 

4) UA⊆U×R*��>��
C>Cxy6Î� 

5) UR - OR ;<X}����Ò�-\]^

��Ò�� 

6) SPx�	
�^@ 

3.2  CARBAC 
��
 

�����DgZ}W2��]op*p�


��X}��*e�qrX}s��tÍ
;<6

Î@uâ*�� A��� B
v��¨mw¨]�

q] Axo B
r*BZxk A
y��@Dz{

2 C 
¢£��¨mw¨ D - C tÍ]Cq|}

°�@ 

öõ��~�Ò�<R*�>*z� R���Ò

�@|�öõ�� x���� y2 y�x*â�� x

- ytÍ]�qr*��� x12�� y
v��*

xgZ;< y
f]c8ý�@ 

�� GTRBAC�s�
öõ*CARBAC�s

�
���]�	−��−�� 3�� [5]
*lgÖ

���
c8¡©°���@k®�]uv;<-

��6Î
���Dz{267���D(hybrid 

hierarchy)@�sâp 1fW*���}W��Í


��6Î(a-hierarchy)*V�}W��Í
uv;<

6Î(i-hierarchy)@k® CARBAC �s����?

¢£þ�

[7]
��*¨����z��>���#¯

�����®¢£���òz��\]^��


¢£þ�@ 

��\]^��¡©Ù`��
c8*`c8

^xy°�
����@��������·¸


��ab-��*âéÖ���
c8¡©*�Î

Þ
�����×Nuv��*k®���¸�J


��Ò�xy���@Ù`Ú89*|�
�?

��{q��uv
��ÓÔ�Õ@ 

 
! 1  CARBAC"#$%�&'()��*+���, 

4  ��������	
� 

4.1  
����� 

�� 4  MURÒ� öõ H=(R*F)� CARBAC

�s�
���D�@z�*R ����D6Î�


��Ò�*F ���Í
6ÎÒ�*S¤;<6

Î-��6Î@MUR(H)={R1,R2,� ,Rm}*z�*

∅⊂Ri⊆R*i∈{1,2,�,m}*� H
f]uvÒ��*

Ri�`�uvÒ�
�Üm9�
��¾�*¨m

w¨X 



�172� �  �  �  � � 32� 

 

1) ∀Ri*Rj∈MUR(H)*PS(Ri)≠PS(Rj)*z�*i*

j∈Z*i≠j� 

2) ∀Z⊆R s.t.Z∉MUR(H)*��� R'∈MUR(H)*

PS(R')=PS(Z)*�]|R'|<|Z|1ß�z�*PS(R')}W

��Ò� R'
uv*|R'|2Ò� R'���
��@ 

MUR���[13]�f
�
UAS
��*è*

`q�¾�ö
�u*Ú�Õh����ÎÞ
�

��×Ø�¾�¸�J
��xy���@ 

t(�������-uv;<6Î��
67

�D6Î

[5]
���MURÒ�
�W�Õ@|�Õ�


f��
���=�]Ö��@öõ���âtX 
N1 ⊗ N2={{x1 U x2}|x1∈N1*x2∈N2} 
N1 ⊗ N2 ⊗�⊗ Nm= 
{{x1 U x2 U� U xm}|x1∈N1, x2∈N2,�,xm∈Nm} 
�� M={N1, N2,�,Nm}*]X 
Θ M=N1 ⊗ N2 ⊗�⊗ Nm 

 
�� 1  MURGeneration (H) 
Input: H -./0��12 H 
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