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Data outsourcing authentication model based on 
authenticated data structures for cloud computing 
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(1. Software College, Northeastern University, Shenyang 110004, China� 

2. College of Information Science and Engineering, Northeastern University, Shenyang 110004, China) 

Abstract: The outsourcing authentication model based on authenticated data structures was proposed. The formal defini-

tion, data query authentication protocol and data updating authentication protocol of the model was presented. The crucial 

problems when the authenticated data structures are being used were analyzed. With designing the new extended coher-

ence proof generation algorithm and the new extended verifying algorithm, authenticated data structures in the model 

very well was used. Finally the model with others through the performance analysis including the security and efficiency, 

the results of which show that: the model is more efficient than others as well as the consistency and correctness require-

ments are also guaranteed. 
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Sequence ProofEGen (Sequence origin, 

Sequence newproof, Sequence& proofExtflag) 

Sequence ProofExt=new Sequence (); 

int pre, current=0; 

for(int i=0;i<origin.size(); i++)   

 int j=pre; 

 for(;j<newproof.size(); j++) 

if((origin.get(i)).equals(newproof.get(j)))  

         current =j; 

for(int k=pre;k<current;k++) 

          push(Proofextend, newproof.get(k)); 

push(proofExtflag, ‘1’); 

push(Proofextend, newproof.get(current)); 

push(proofExtflag, ‘2’); 

pre=current+1; 

break; 

if(j==newproof.size()) 

push(Proofextend, origin.get(i)); 

push(proofExtflag, ‘0’); 

return Proofextend; 
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quence ProofExtflag, String Basis) 

String result_old= result_new= contractDigest(x); 

for( int i=0;i<ProofExtd.Count;i++) 

if(Proofextendflag[i] == "0"||Proofextendflag[i] 

=="2") 

result_old=contractDigest(result_old,(String) 

ProofExtd[i] ); 

if(Proofextendflag[i]=="1" || Proofextendflag[i] 

=="2") 

result_new= 

contractDigest( result_new,(String)ProofExtd[i]); 

if (Basis== result_old) 

return result_new; 

else  return null� 
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