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Achieving efficient dynamic cryptographic 
access control in cloud storage 
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Abstract: To keep the data in the cloud confidential against unauthorized parties, a cryptographic access control solution 

called hybrid cloud re-encryption (HCRE) based on attribute-based encryption (ABE) was introduced. HCRE designed a 

secret sharing scheme to delegate the task of ABE re-encryption to the cloud service provider (CSP), which alleviates the 

administering burdens on the data owner. Experiments show that HCRE can handle dynamic access policies in a more ef-

ficient way. Additionally, HCRE does not reveal extra information of the plaintext to the CSP, thus it does no harm to the 

data confidentiality. 
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¥§�sÜHÈ¦������op���z^�

�AB�z��êGop�[�34XYpxmn

] DOjk¦��HCRE��{��OP"p�p

x�¦�)æs CSPKDO�¦�XYpxQ�¢�

�|GopaS�}s CSP�°�~~�Ð] CSP
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�
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SAS secret sharing)�á� SAS��.Õ�,���
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� i�:�%0< or: á� i�ùF¡.Õ�,

� si� 

� i�:�%0< and: ÔìíX s'�á� i�
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gS�,é1(A and B) or ( C and D ) ��, s
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(SCP-ABE, simple ciphertext-policy attribute-based 

encryption) �[KSCP-ABE5�u~ 4F¡©X� 

1) Setup(): 1x�Fª~�« G0�¬ G0�¢

�­� g��:�ª~�®¯� 0 0 :  Te G G G× → �

_�0°ªÜ� �±²� { }1 2, , ,  kA a a a= L ��

ù F  �  (1 )ia A i k∈ � � , ì í ³ ´ 0ix G∈  

(1 )i k� � ���ìí³´α | *
PZβ ∈ �9:�µ
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 0 1{ , , , ( , ) ,{ } }k
i iPK G g g e g g xβ α
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 { , }MK α β=  

2) KeyGen(w,MK): 1x �[ w�:�"��

{ � ì í ³ ´

*
Pr Z∈ � ° � � ù F  �

 (1 )ia w i k∈ � � �ìí³´

*
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i i
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pòx m�{�ìí³´ *
Ps Z∈ �°�¶· SSE �
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.Õ�: ��[Z)� ��1xpxS~K 

 

(1) (2)

(3)

(4)

{ , ( , ) ,

            : ,

            : }

i

i

s s
T

s
i T

s
i T i

CT CT g CT m e g g

CT a Y g

CT a Y x

β α= = = ⋅
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4) Decrypt(CTT , SKw ): �,"� SKwrppx
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

 = ∈
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4.3  HCRE����� 
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¼½|\I}�&As|uë�Å�Ã¨}\IO
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DO ¾­  Setup u¿¢9� PK �8p� 

MK�DO � PK ÀÁ�q" PK �ÀÁ�Â�}

s CSP�Ð MK k­�pV�� 

E²ÜH_�,- �±² 1{ }k
i ia = ��#��

� DO &è�¢��FÃÍ� � ao�°� DO �

ùF,-á� �[�q��"��gS��F,

- u � �[Z� Au={Dept:Sales�Position: Man-

ager}�DO �E¢� SKu=KeyGen(Au, MK), q" 

SKu  !ABaÄ�}s u�CP-ABE ��{��

p���<�²���4�\IOP ¡�¥£"
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^ÜHG���p�� 
4.3.2  ���	 

DO{�ìí¢��F��p� kf��, kf o

px? f qÀÁ5 *XYp x Cf=(Enc(f, 

kf ),Sig(Enc(f, kf))) (4Åàá Enc<b��ZÆH©

���op�[)�°��, SCP-ABEu DO&è

� � ao op kf 5*p�px Ck=Encrypt(kf , 

ao,PK)���" Cf� Ck�Â�}s CSP� 

�v���+��U"\IÅÆ÷ô��ÇF

x?È���Fx?$�q ! CP-ABE�êx?

$p�u¹yz�Åê�Fx?�\IOP�4Å

��ÉÂóÊ;����Fx?�Åê� 
4.3.3  
��
 

�YÈ�Å«�^ô��²�Å@å�s"Å

Æ���F¤�F,-fg�DO �u� (Dept: 

Sales)Ë(Position:Manager)¤« Position:Manager

�Å�áÈ�Å« u � �é1� Tu�f ���\

IOPé1� T, � DO�Å u\I f����Ì

vw�[S~K1) % CSPR5 Ck=Encrypt(kf , T, 

PK)qrp CkR5 kf Ö2) �, T'=TÍTuop kf 

5*��p�px C’k=Encrypt(kf ,T',PK)q�}

s CSP� 

Ù��Î56�²rp��²op�34§²

��^±ê��5Ï� SCP-ABE �1x�Õ��

u�E¬­G¬�ÌÐ Ck� C'k�1xK 

 
{ , ( , ) , : ,

           : }

i

i

ss s
k f i T

s
i T i

C g k e g g a Y g

a Y x

β α= ⋅ ∀ ∈

∀ ∈
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'
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'
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           : }

i

i

ss s
k f i T

s
i T i

C g k e g g a Y g

a Y x

β α= ⋅ ∀ ∈

∀ ∈
 

3� T'=TÍTu��Y SSE ���� s=s'��

∀ ai�YT �� si =s'i, 34^ÜHG�¢�tF C 'k�

;ÜH¢�

' '{ : , : }i i

u u

s s
i T i T ia Y g a Y x∀ ∈ ∀ ∈ Î�� 

à_ DOs±V�x? f�:� s�� DO�Å

u\I f�!_�È��S~K1) " Tu(�� SASÖ

2) ÑÒ f �:� s�¶· SSE ��� Tu �ùF.

Õ , s'iÖ 3) ¢� '{ : ,i

u

s
u i TC a Y g= ∀ ∈  ia∀ ∈  

': }i

u

s
T iY x q�}s CSPÖ4) CSP¢� C'k =Ck�Cu�

�F�Å2gS4 4ª2� 
4.3.4  ���� 

��¹Âó�àá;� DOs¼½/¦�x?�

EÓ,-B�;ÔÅÆ�,- u\Ix? f�!_

S~KuU CSP�Â� f�\IÕ©�CSP UEÖ

× f�:� Cf� Ck�� Au<= f�\IOPé1�

� usrp Ck5* kf =Decrypt(Ck , SKu )�°��,

kf rp Cf R5XYòx� 
4.3.5  ���� 

á f���\IOPé1� T,Ã¨ u\I f�

ÅÆQ��f�\IOPé1� T'�DO�Å u\I

f ����Ì!_S~K1) ¶·x?\I��ÎR

Ôòx fÖ2) ìí¢��F����p� k'f Ö3) ¢

���XYpx C 'f=(Enc(f, k'f ),Sig(Enc(f, k'f )))Ö4) 

¢���p�px C'k=Encrypt(k'f , T', PK)Ö5) "

C'f� C'k�}s CSP� 

�µÏ­Ù��Î�§²��^±ê���u

X, SCP-ABE ���u"Ø 4 ��Gop��(

)s CSP�vw�[S~� 

1) DO¢���ìíîX s'�f�z�ÃÄ@å

mn�,��ìíîX�S.Yu[3]
�xÌ�lmÃÄ

!_+�ìíîX�¦ï�34��ABCDg�

ÑÒ f�:� s�" T '| 1' f fk k −⋅ � 's s− �}s CSP� 

2) ]� T < SAS�34 T m_�u¸2� T'

ÍTu�Ù��34 CSP�u��w��p�pxK 

 
(1) (2)

(3) (4)
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s s
k f

s s
i T i T i

C C g C k e g g

C a Y g C a Y x

β α= = = ⋅

= ∀ ∈ = ∀ ∈
 

�ª� i Ta Y∀ ∈ k�U~¾�S~K 

� ia ª�.Õ< rootK 

 (3) ' (3) ' (4) ' (4) ',s s s s
i i i i iC C g C C x− −= ⋅ = ⋅  

� ia ª�.Õ< orK� ia �ª�¡.Õ ja K 
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 (3) ' (3) ' (4) ' (4) ',s s s s
j j j j iC C g C C x− −= ⋅ = ⋅  

� ia ª�.Õ< andK� ia ��¡.Õ ja K 

 (3) ' (3) ' (4) ' (4) ',s s s s
j j j j iC C g C C x− −= ⋅ = ⋅  

� 'i Ta Y∉ KÚÛ

(3) (4),i iC C  

Ù��Î+�\IOPé1é1¥�234

S4 5ª2�̀ �tFé1�¦�� CSP¢���

p�pxS~K 

 

(1) ' (1) ( ' )

(2) ' (2) 1 ( ' )

(3) ' (3) '

'

(4) ' (4) '

'
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           ' ( , ) ,

           : ,

           : }

s s

k

s s

f f

i T i

i T i

C C C g

C C k k e g g

C a Y C

C a Y C

β

α

−

− −

= = ⋅

= ⋅ ⋅ ⋅

= ∀ ∈
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��W C'k=Encrypt(k'f, T', PK)�=¸ò !Á

�[�u�Avw CSPlGop� 

5  ����� 

&.� HCRE�AB�¬­���BüÑÒ�

u�� 2 ã�K� SCP-ABE �[�AB����

�Gop@å!_�AB���� 
5.1  ����� 

SCP-ABE õ CP-ABE �8HÜ#��opÝ

ÞKCP-ABE�,4 6ª2��ß�1x�[�Ð

SCP-ABE�,��< SSE�[� 

àá4 6+� T< SASK� i;� 2��sK 

i � or .Õf+Æ,=1g�4§ qi(x)<�FU

X�á qi(x)=bi��� i�¡.Õ j�qj(0)=bi� 

i� and.Õf+Æ,=2g�4§ qi(x)Ý� 1�

á qi(x)=aix+bi��� i ��¡.Õ j�qj(0)=biÖ�

i��¡.Õ k�qk(0)=ai+bi� 

�ó qi(0)õ SSE �[+� si ,�[`B}

��34 CP-ABE�\IOPé1<= SAS>?§

}�� SCP-ABE�]�xà[2]��Wò0 CP-ABE

<AB��ªu SCP-ABE><AB�� 

 
Encrypt(m,T,PK): �������� T	
�� m
��
� T���� i�� ki ��� i��������� ki−1

�� ! qi(x). "#�� *
Ps Z∈ �qi(x)���$%&'(

)*+, 
1) �-�� R�qR(0)=s. 
2) �/-�� i, qi(0)=qparent(i)(index(i))�index(i) 012 i
3456����78
 
9:�;
�<(, 

(1) (2)

(0)(3)

(0)(4)

{ , ( , ) ,

            : ,

            : }

i

i

s s
T

q
i T

q
i T i

CT CT g CT me g g

CT a Y g

CT a Y x

β α= = =

= ∀ ∈

= ∀ ∈

 

= 6  CP-ABE�	
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