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Cloud computing: architecture and key technologies 

LUO Jun-zhou, JIN Jia-hui, SONG Ai-bo, DONG Fang 
(School of Computer Science and Engineering, Southeast University, Nanjing 211189, China) 

Abstract: Based on the analysis and summary of the previous work, the cloud computing framework can be divided into 

three layers: core cloud services, cloud service management and user access interface. To realize low-cost, reliable, 

available and scalable cloud services, the up-to-date key technologies and research progresses of the three layers within 

the cloud framework are reviewed intensively and extensively. Regarding cloud infrastructure, the strategies for data cen-

ter design and management are introduced together with the virtualization technology. In respect of large-scale data proc-

essing, several platforms and their resource management and task scheduling mechanisms are investigated extensively. 

With regard to cloud service quality, both QoS guarantee and security/privacy protection are discussed in depth. The 

prospects for future research are further explored based on the new application models and limitations of cloud comput-

ing. Finally, the cloud computing platform and research work of Southeast University are introduced. 

Key words: cloud computing; virtualization; data center; large-scale data processing; quality of service; security and privacy 
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q

[24]
A� `�ú��9�Ûx%ÝÞ±��:l

=aÏh8M� SU�>jÝÞ«­1ã=:á

Y�½¾+J:;ÝÞ±)l{P�%2fÝÞ±

��pq��=ÃÄ53l{)I�\�Èð�î

���2XÝÞ±IJ�Ð��µU����µU

r�P��Ð)P�éf�½��BÍ�Èð��

�� ®¯�+�Àu�-�É¾»¼ÝÞ±��

�2)ÝÞ±IJ�-.Ã�À�-�>D�È½

dÜy
%�N�+Öôd�=ß` forke�)Ý

Þ±l{È°

[25, 26]
%ÚÈ°QaÏh8) fork�Ò

-!�½¾� �ÝÞ±#3����/�ÝÞ

±%M1®�) fork	p�ß`ÝÞ±�) fork�

�ÝÞ±½¾���ÝÞ±)�-�{no�>�

Ñ�DyP½ %�l{���ÝÞ±P��ÝÞ

±½¾>ãÑ��>VWFN�)�-4��f�

��`�ÝÞ±%�=:;µU)�Ðéf�ÝÞ

± fork j =��P�Ð�(COW, copy-on-write)

pq\�ÝÞ±��ã��aÏ�P�îa�D)

µU�^Y±Z[B��ã��aÏ�P�»¼�



� 7� ������
�� !"#�$%&' �9� 

¯ÚµU��<Aa��Ç�Y±Z[Ã�ÝÞ±

)Z[� µU%�ÝÞ± forkpq)	Ù��Ô

ÏG�Potemkin¡B��=ÝÞ± forkpq[25]
�>

½� 1s�åXÝÞ±)l{Ã¢ý�qJ��ÝÞ

±ê�ÝÞ±�	O)�L±�%Lagar-Cavilla �

r��=md°¿Ài)>ãÝÞ± forkpq[26]
�

Úpq½¾� 1s�åX 32xÝÞ±)l{%ÝÞ

± fork ���yP�on-demand�l{pq�
2

dZ=l{J��q»¼Úpql{)�ÝÞ±�

=Å£²È-% 

2) ÝÞ±��ñòpq 

ÝÞ±��ñò��ÝÞ±�Îã�{iM

�x�L±ò.uÍ�x�L±%ÝÞ±��ñò

pqj�9�Ûx+JºL*+³J[�% 

! dZh8½�R%�Èð���L±IJ

VWP�½¾îÎã`Ú�L±)ÝÞ±�òuF

¤�L±%Í�Èð�½� ��ñòpqåXÝ

Þ±ÎãP­¥�� ÝÞ±!.WfP�½îy


%�¦2:­¥ÝÞ±% 

" +�`¿À(W%��L±¿À¼³P�

½¾»¼ÝÞ±ñòtu¿À(W�Ë²�,G

HR=% 

§ +�`«9�=È¨%»¼HG©ª)Ý

Þ±�½Êlm�L±å44X�¾¢Ù�&'�

L±�ÃÊ�L±}~��tu�=B)% 

N��ÝÞ±)��ñòj ·¢s��9�

Ûx½¾��$�y
Ë/)ghiË²êºL

�,GH%��ñòpq

[27]
` 2005�Ê Clark�r

d��»¼«�):�Ð�pre-copy�¡�OÆñ

ò¼D)ÝÞ±)�{%Q8)ÝÞ±ñò��

LANG1ã)��=��,GHC�åXÝÞ±�

�ñò�Hirofuchi �r��=��� WAN ¿À

i)ñòÈ�

[28]
%&�È��ÈáÝÞ±�,�

�R)¼di��½=; ¬­ÝÞ± I/OR=�

�5ñò34%� ÝÞ±��ñòpq�

Remush8«9=ÝÞ±��­¥È�[29]
%��

üÝÞ±!.A®P�h8½¾�y¦2u­¥

ÝÞ±�f��$�uÙþZ
)�ã�dZ=

h8½�R% 

3.1.3  �
� IaaS��� 

Y���= 3��â) IaaSÛx�ßàAmazon 

EC2	Eucalyptusê¯°�Ö�9�Ûx% 

Amazon xR9���EC2�elastic computing 

cloud����dÜß`XenÝÞ±)ßà«¬y
%

Amazon EC2)ÝÞ±m���â	Z�-â	ZR

=â�ú�Uâ�@��Uâ)bKó�	O% ·

½¾i,�u� )67MÝÞ±bK��ÐÝÞ±

)TUáYêaÏh8%Amazon EC2)9~h8i

, ·)Ê gh��±�Ê P��j ·²~%

�xRy
Èð�Amazon EC2½¾i, ·���

)xR�g�Ñ�Ã²�ÝÞ±HI��%B¼�

Amazon EC2<%+ Ericsson	Active.com	Autodesk

��/ ·% 

Eucalyptus ��$�Ö³´´µmûé!)é

¨ IaaSÛx%uv` Amazon EC2��0 IaaSÛ

x�Eucalyptus )«9B��X���ê!"�9

�)ßàÛx%�=��&|B��Eucalyptus )

«9��é¨²	�¶²�¾¢��ôjó·=�

¶e�	�Vêa2%B¼�Eucalyptus <��=

ê Amazon EC2	¸�) API�>l{`4�ó 

)��±�% 

¯°�Ö�9�Ûxð½9�¹Hâê�,

¹Hâ� �Ê 3 500º CPU�¾ê 500TBZ3

-.«­�X�dÜ 37>+�»79�=s%F

ßà«¬y
�_ÆÅ Xen	KVM	VMware �

ÝÞ²pq�f?ÆÅ�L9��7)53l{�

½i,¼�r£)� I���F¡IáY�L

)ÃÝÞ)ú+9�HI�>�.´laÏh8	

� SU%Ê`lmZR=9�� j��½P

¾¿�F�,GH� 40Gbit/s QDR InfiniBand

Ï��,Q,���dÜZ67Í½P)��y


%B¼�¯°�Ö�9�Ûx�À= AMS-02

�Á, 5 ���,m¸KL	
Z{|	m�.

sÖ�Þ�¼Ö9�Z
% 

3.2  PaaS 

PaaS¹Ï� 3¹¾Hy
)G�¹�	��¹

� dÜçë	½�)md°ä®åæ�
IJß

`Ô¹)§¨no�4Ï0	ºL�,�¸¹Ô¹

h8)�âR%���,¹Hâ� )
�ê�,

��)ÕÂ×��PaaS¹IJ*­-.MKLè/

�,)=s%Y�7�� PaaS ¹)è/�,-.

MKLpq�2DÃ�ß`&'pq)§¨ºLM

�4¡�% 

3.2.1  ����������� 

1) è/�,-.pq 

�9�¿ÀG)è/�,-.	J��-.
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h8) I/O R=�
JÈáµUh8)½�RM½

 R% 

Ghemawat �r� Google«9= GFS�google 

file system�[30]
%i, Google� )67�GFS j

F� ¿À~= 67Ä«\!h8æ«��PìJ

)TUÛx�B"IJ-.�/ GB �M: TB �

)�µUB§µU�aÏ¾���)z°�êz�

�)�±��XBÅµU*+���ú��)6

7BÆh8IJ+JKL>!)���aÏBÇZ

Å� I/O67�ÍQ,½È³J% 

± 6"(= GFS)�ãz®%� GFSG��

|�µUA/mX�¤É��z�ª 64MB�)�

,¶�>md�9��7)Y T[��=Èá�

,½�R�@�|�,¶ÊÈ-+ú|ËY�É+

µUê�,¶ËY)w�,Êw�,ºL�7º

L%GFS)Ë@�`\!Ê`µU)m¶�4��

GFS½¾-  PB�)��µUB"»¼µU)m

d°-.�GFS½>ã� µU�dÜZ I/OÌÍ

�B§c`��Ä« 4�GFS ½¾ç²�,¶ËY

�)�,OÆ��BÅµU¶ËY¡�Èá=µU

½�R% 

Bigtable�ß`GFSé!)md°-.h8[31]
�

¶îdZh8)| R	½Ñ"R	½ Rê-.

R=Ï�«9B�%Bigtable )·=Mmd°�,

ÎUp� ¾-.��²ÃÏ��²�,��

Google� �ªÐÑÎÒ	Google Earth��dÜ

�,-.MÓÔy
%��,ºLÈð�Bigtable

î�V��,´�mXÕú-.` GFS)�´�>

Êmd°Öy
 Chubby ¿×�,��RºL%�

�,�âÈð�Bigtable ¾ã�	��	P�Ø�

�ÑÎ�´G)�,¡Ê%��)���\´(%

&�ÙÚ)�,�âÈá Bigtable| `ú��O

� ¿À%± 7"(=ª`� BigtableG-.�Û�

FG t1~t5�P�Ø% 

Ê` BigtableIJºL�7HGºLw�,�

É¾-�R=ÜÝêë7ìJ��%�N�

DeCandia�r«9=ß` P2P��)Dynamo-.

h8

[32]
�>� ` Amazon)�,-.Ûx%bÏ

` P2Ppq)67�DynamoÞÕÊ ôi,ÔÏ

¿À.{�VHI��%Í���½ RÈð�

Dynamo j ©ßmd°ª�´��ÌÍaÏ��

P�B�½�RÈð�Dynamo � µUËY±Ð

�j�7ìJ%Ê`ÈáËY���R�$�h8

R=�É¾��=�Q@A�d>)>!��Â��

Dynamo G«9=�§��R�â�à²ËY��

R�ÈádZR=% 
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� 7� ������
�� !"#�$%&' �11� 

2) �,KLpqMä®�â 

PaaSÛx�_J��è/�,)-.�f?J

dÜð½è/�,)m¸KL·=%Ê` PaaS Û

xl{`���TU§¨��É¾è/�,)m¸

KLIJÁÂKL¼®�>J�Fä®�âÆÅ�

�Ñ"�¸¹Ô¹��>?çë+J% 

MapReduce � Google d�)>ã®¯ä®�

â�Îã` GFSC�%ª± 8É(��|MapReduce

Ï0Ê�/ Mapê ReduceZ
\X�i,�UZ


)67�½¾á�,KL¼®/mX Map ê

Reduce 2|��\�Map���MapZ
� ,^

µU¶�>ãm¸KL�KLD)G��
È-�

MapZ
�ã�7B� Reduce���ReduceZ


� >ý>ú|MapZ
)G��
%MapReduce

½¾ç²����,KL)ä4\w7�MapReduce

G)�,OÆ!.� Reduce�  MapG��
)

���&|¼®Êä®åæ�.¦Ð�Mfç²�

,OÆ��BF��Ê`MapReduce�¥âZ
�

ã�{�³��ãWf�{Z
�É¾®¯£�I

��Z
ìã��B���Map Z
ê Reduce Z


Ê½¾>!�ã�»¼1�9��7�/¢½�

5KL34B�D��KL����,P�

Map/ReduceZ
)�BLú`9��7)�B[6]
�

+Ï`9��7¿À(W% 


2MapReduce*+äúË7�q�*+OI

R\!MapReduce ÙÚRÍ�ãú��ä¾ÁÂ

X Mapê Reduce aÏB"MapReduce���«

���PJ�rÍB§MapReduce ��ãú�,

H)�Î�PJ��Z%�N�Sawzall Ò;[33]

ê PigÒ;[34]
�l=MapReduce�½¾�.åX�

,ÓÔaÏuMapReduce)åæBEkanayake�r«

9= TwisterÛx[35]
�ÊMapReduce+JÆÅ«�a

ÏBYang�r«9=Map-Reduce-Mergeåæ[36]
�»

¼�^Merge����ú�,H)�aÏ%�Nß

à��Wang�rîMap-Reduce-Mergeåæ� `

�� OLAP �,�È¶ [37]
Bµç [38, 39]î

MapRedcue � u>ã�����\ýË²��

�ª>ãèQ���% 

Ê`Õú��ä¾ÁÂXMapReduce�â��

=Ê>ãä®åæÙÚ
|�Isard�r«9 Dryad

åæ

[40]
%Dryad j =ß`+½%¿±�DAG, 

directed acyclic graph�)>ã�â�ª± 9É(�%

� DryadG�@�|�,KLÏ0ÊÊ DAG´(�

±G)@�|�7´(IJ�ã)�Z
��7C

�)J´( 2 |�Z
C�)»n%Dryad ½¾ê

é ´(�Ï0�)�,z%ß` DAGË²pq�

Dryad ½¾a�çëZJ KL�âz®%O

MapReduce 	p�Dryad �®¯é!ô¸¹=Ô

¹)�âR�>½�9��7��Ñ"PdZK

LR=%�Nßà��Yu�r«9= DryadLINQ

�,ÓÔÒ;

[41]
�ÚÒ;ê.NETÛx%��ý�

>� Dryad �âj Azure[42]
Ûx�)�,1ã

ÓÔKL% 

 
( 9  Dryad*y-zl 

3.2.2  ��������� 

è/�,KLÛx)���Rk§¨ºLM

�46�B�%��+J)§¨ºLM�4pq½

¾dZMapReduce	Dryad� PaaS¹è/�,KL

Ûx)R=% 

1) ËYºLpq 

ËY±Ð� PaaS ¹Èá�,½�R)ßà�

+J)ËY¡��q½¾ÌÍ�,öì)mê�f

 
( 8  MapReduce*tu{� 
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?=Ë²Ï0åXP�%B¼�Hadoop�Á 3.2.3

��j =±æ¾¿)ËYÅY¡�%Ú¡�ëì

µUh8l{`Q8��#5)�,GH%¾ÅY

3 |µUËY�º�Ê`O�±æ)9��7��

�67Z�É¾±æ¾¿)ËYÅY¡�î 2|µ

UËYY`O�±æ�Í�|Y`�O±æ%&@

)¡�	��=9��7ê±æìJ)gh�õ:

;=���,��RVW6�)��Q,éf%ý

NC��µUËYÅYþM� +Ù�Eltabakh �

rd�=��ÙÚ)�,ÅY¡� CoHadoop[43]
�

 ·½¾i,� I����µU¶)-Å0Y�

ÊIJæOKL)�,md�	O)�7��Mf

���®4�:;=�7C�)�,Q,éf%q

��B¼ PaaS ¹)ËY�4�úOI`ë�,G

H�M�í­¥ê¿À(Wn4�IJ��ð½ú

�,GH)ËYºL¡�%îï�rd�=ð��

�,dO¡�

[44]
�mv»jñ�,GH�,Q,	

�,��Ùhê4O¿À(W 3|B�j�,dO

È¨1ã��êË²%
2Ú��jú�,GH�

)�,ºL�uË²Ï �q�<�^Ã�ËYº

L¡�%�N�I�ú�,GH¿Ài��ËYÅ

Y	ËYòó���RVWêa�±Ð% 

2) Z
�4�� 

PaaS ¹)è/�,KL¾�,¹HâÏ0�

 �F�ãR=Qu I/O 67)$�%q����

67�9�HI�9�HI	ßà�,GHG�L

9��7HI�õßàÝÞ±��)HI�G)ô

D)§¨\!�9��,GH��XY���ã;

j Z67)��«­B"IaaS¹l{)ÝÞ±H

I¥¦+I)��67B§è/�,)��aÏõ

 =�/67§¨%�N PaaS ¹è/�,KLÛ

x)Z
�4IJ����67��% 

�=:;Z
�ã¼®G)��Q,éf�½

¾îZ
�4u,^�,É�)9��7��N�

IJ��ð½�,Y R�data-locality�)Z
�

4��%Hadoop¾��sf��)¡�Èá�,Y

 R%
2Ú��P`���q��+~u4OË

²����¿ÀG�=ÈárZ)�,Y R%�

=tu4OË²�Fischer �r� MapReduce Z


�4���Ö�â

[45]
�>d�= HTA�Hadoop task 

assignment���%Ú����|}µ)Yl±ö

á�ª± 10É(��B��îZ
máu9��7�

>Êó9��7¿À(W�FG si	tj mv´(9

��7êZ
��J´( si+ tj),^�,�ÝJ

´( si�+ tj),^�,�wlê wrmv´(�4é

f%Ú��� 3-SAT��ás= HTA��� NP

å4)�>«9=MaxCover-BalAssign����Ú

��%
2MaxCover-BalAssign��)L��Ië

��Ë��q�P��â4¼Z�ä¾� ���

�¿ÀG%�N�Jin�r«9= BAR�4��[46]
�

ß`�7(÷má�(W¿À�)e��BAR��

�53����� HTA ��OP�ÓuË`

MaxCover-BalAssign��)�4�
% 

 
( 10  HTA|}zl 

ý=Èá�,Y R�PaaS ¹)Ï0�4zþ

IJ��Ï0C�)�Û�4%PaaS ¹)ÔÏ¿À

G	ßà�Z
;	�ãP�ø	j��P�¾¿

)yPÏ0�ª�,ÓÔÏ0��õßà�Z
ú	

�ãP�2)2ùÏ0�ª�,m¸Ï0�%���

Û�4��½¾�P�yPÏ0má§¨�ÊF5

3��%���,Y RêÏ0�ÛR�=OPÃ

Ä�É¾ Zaharia �r� Max-Min �Û�4��)

ßà�«9=½È�4�delay scheduling��� [47]
%

Ú��»¼úÈ�4�lmÏ0>Ê&'Ï0�û

ý|)9��7�¾turZ)�,Y R%q�

��ûéfr�)ghi�½È¡��$�Ï0å

XP�%�=st�,Y RêÏ0�ÛR�Isard

�«9=ß`�z�bz)�4�â

[48]
�>� `

Microsoft ) Azure Ûx%ª± 11 É(� i
jw ´(Ï

0 i)�Z
 j� i
jw ê C�R�X�U)Jmv´(Z


A�4u9��7	±æ	�,GHê�A�4�

@\J6+üc�>IJi,HI�{�Pa�

üc%�h8�{!.�}P�ª+9��74

X	+�Z
�^���4zj�4±���z�

bz�>~��4�¡%
2ÚÈ�½¾Óu4

OË²)�4�
�q����z�bz�6�

9�éf��±)��ã�P�9�éfîý³

$�h8R=% 



� 7� ������
�� !"#�$%&' �13� 
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3) Z
�A±Ð 

�=ÊPaaSÛx½¾�Z
!.WfP�.M

Wf�{/��IJ��Z
�A±Ð%MapReduce

)�A±Ð�þâuWfZ
P��-.ÚZ
)

­¥Z
%­¥Z
ê�Z
OP1ã��FG�

|Z
��åXP��4z�y��Í�|Z
%

Hadoop)Z
�4z��=­¥Z
�4¡�%q

��+) Hadoop�4zþâWfZ
)��-�r

�DE\ª
�|Z
)14�D`OUâZ
14

) 20%�Hadoop gáÚZ
�~WfZ
�2f�

�HIW�P�Z
C�)�ã14HWr���f

�W�HIGã�PÐ.�/)­¥Z
%�N�

Zaharia�r��=W�¿ÀiWfZ
)!�±Ð�

>«9= LATE�longest approximate time to end��

4z

[49]
%»¼c� Map Z
)åXP��LATE �

c9åXP���)Z
Ð.­¥%
2 LATE ½

¾+J��Ð.¼ú)­¥Z
�q�ÚÈ�Ä«

MapZ
KL34���)�É¾�MapZ
�ã

34}²)ghi�ª75D���LATE ¢�=t

uL�)R=% 

3.2.3  �
� PaaS�� 

Y���= 3��â) PaaSÛx\Google App 

Engine	HadoopêMicrosoft Azure%&'ÛxÊß

`è/�,KLpq���?ó*�´R%± 12

�r=�� PaaSÛxÉj )Ùþpq% 

Google App Engine�ß` Google�,GH)

é!	ÜºWeb� ®¯)Ûx%»¼ÚÛx�®

¯é!ô½¾����½Ñ")Web� ®¯�f

� ��ÔTUßà«¬)ºL%App Engine Ê

GFSºL�,	MapReduceKL�,�> Sawzall

�ä®Ò;dÜëì%  
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Hadoop �é¨)md°KLÛx�F

HDFS	Hadoop MapReduce ê Pig �¶��=

GFS	MapReduce ê Sawzall ��,KLpq%

M Google)md°KLÛx	p�Hadoop�½

Ñ"R	½�R	½ RÈð~=Ë²�ÊF|

 `���)�¿À%B¼�Hadoop Ê Apache

ß��VW�Yahoo!	Facebook	CD����

 Hadoop ���,KLÛx�¾ÃÄè/�,

m¸KLI�% 

Microsoft Azure¾ DryadÏ��,KLÎÒ�

ÞÕ ·� Microsoft )�,GH���	ºL	

Ñ"� ®¯%B¼�Azure ÆÅ¡IÇ~�>�

~dÜ 750h)9�P2ê 1GB�,Î4��Fy


)�<Ò	d 41|�kê u% 

3.3  SaaS 

SaaS¹ð½)��9�§¨ ·�dÜß`�

��)SU� y
%�� Web y
	HTML5	

Ajax	Mashup �pq)X
M��²�SaaS � 

���!"#3% 

�â) SaaS� ßà Google Apps	Salesforce 

CRM�% 

Google Appsßà Google Docs	GMail��h

� SaaS � %Google îQ8)ïð� ®¯�ª

µ�KLSU	
�ÛUy
��ñòu����

>Üº&'� ®¯% ·»¼Web��z¢½�

P� ¤� Google Apps�f�IJiÀ	´lÃ

VWZ`TUÃSU%Google Apps �@|� d

Ü=ä®ëì�Êó� C�½¾�[\ý%

Google Apps ) ·	½¾�|r ·õ½¾�y


dÜ�%�ªR0½½ Google ÁÂP��

@example.com )ÛUy
�ÃÄR0�l²!


�ÛU)I�%�Nù��R0®Ij§¨Ê /

Ç~�f�Ó��lY	VWÛUy
z	ÛUº
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Lh8)éf% 

Salesforce CRMl{` Force.com�9�Ûx�

�R0dÜí·ÙhºLy
�ßàf��	y


�	�,��lm%»¼S CRM )y
�R0

½¾%+åV)R0ºLh8� ¾ºL�l£

Ô	.Ðf�	í·0
�%� CRM :��)

y
\U�R0½¾i,�u0
)67�ÐÔÏ

z®%ß`�,ûü�â�CRM ½¾ûü�OR

0)�,��@|R0mvdÜ�¥� ®¯)Ë

Y%CRM ½i,R0)0
/�R0xRmá§

¨%ýNC��CRM �ò.¬=§¨é!=� 

®¯�ÆÅó�Uâ)í·¨«­¤�Úy
��

�Ø�ë^% 

3.4  ����� 

�=Ê�9�¾Hy
ZJ	´4 Îã�I

Jy
ºLpq�¾ÆÅ%y
ºLpqßà QoS

Èá±Ð	´4MùúÈWpq	§¨¥¦pq	

y
9~�â�%FG�QoSÈá±Ðê´4Mù

úÈWpq�Èá�9�½�R	½ R	´4R

)ßà%�N�Y��³�� QoSÈá±Ðê´4
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