
2011 � 8 � Journal on Communications August 2011 

� 32 �� 8 � �  �  �  � Vol.32  No.8 

��������	
��
������� 

���������� 
(���	 
��
��	���� �� 518060) 

��������	 NIDS
��
������������������
���� !"#$%�����

&'MIDM�()�����$%*+,-./� ABNF0121345
������6��&'78()�

������-(9:;*<=>? NIDS@A�8&'BCDE�F�G�HIJKLMNBO
�?P�H

IJQRST�U CPU VWGXYEZ[ST�H\�]^_`abcR
�deMfghNBi4�HIj

3���kl���]m- 

��������M"#$%M&1noMpq��McR
� 

��	
��TP393.08              ��
����A               �����1000-436X(2011)08-0171-08 

Research on intrusion detection based on network 
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Abstract: The problems for restricting NIDS were investigated. Based on network events and deep protocol analysis, a 

new model MIDM analyzing and integrating network intrusion was proposed. After extending ABNF to describe network 

events, a new NIDS was built based on MIDM. Experimental results proved that, comparing to the current mainstream 

NIDS, the model MIDM can work effectively with less false positive rate and less redundancy of rule base. And if net-

work stream and rule base were extended quickly, the CPU utilization of new model's would remain low growth, which 

makes MIDM better adapt to high-speed network. And it’s also able to detect some unknown attacks and sustain rule gen-

eralization. 
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