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A bstract: First the developm ent of cloud com puting, virtual techonolody and the cloud security w ere surveied. Then the 

evolvem ents of the covert channel in operating system , database, and netw ork in the last 40 years w ere review ed. Several 

exam ples of covert channel w ere introduced, w hich indicated the necessity of research. The potential covert channels in 

cloud com puting w ere classified into tw o new  categories from  the aspects of theoretical research and the engineering 

practice. The four key problem s including the lack of definition, the lack of system ic identification and evaluation ap-

proach and the lack of security criterions w ere pointed out. The covert channel in cloud com puting w as form ally defined. 

Finally, the academ ic and industrial values of covert channel research are presented.  
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ñªLGHÉÊY� ¶·C¸���;íî�¶

·C¸�A~ÇÈ[#��B`a ÃÄ�Ü`

a ���-i�íC¸��ò "ÇÈ *C¸

�êBïK:;ôP4 

¶·C¸tu¨:�ø���= 40½F�Q 

¹ºí���«}�¿@�tuLÍ�ÇÈÉÊL

OPÏÉÊB�ÎÇÈÉÊ 5}µ¶�#���

�bc4ðöf¹ºø«��¬ �¶·C¸�Ü

�û�¦Õü ýé��±�"9'�À¯���

ÜËþ

[10,16,22,23]
4��¾�¶·C¸�yEÉÊQ

y����o�B5M� ª±Ëþw��Ð E

D���Ã"�Ëþðá�¥/}¶·C¸�¢

�tu4�v �C¸àèÄ�Q�þCD�é�

*ê��­ ¨©����ËþëÞ+Y��®

¯��C¸�êÄ�Q Í°� "ëêÀàEy

�&p�êC¸ÑÒ��ïKÄ�Q ¶·C¸c

5&pñò9¬�ó"@�Bó��Ëþ ��*

ê�ÉÊ±ÆÇÈQ��¶·C¸ëÞ+Y�­

B|­4vw/}ª±tu §��µ¶¶·C¸

tu¹º�Ð34 

¶·Ã¸�Ü�CDo&¹º���Ðsc

u g'ßås��?r@ ¶·Ã¸�Ü��¦

d"��²³�Xêef ò<ð�Xo&SÅC

DÉÊ¹º���5ß *N�¹º�ÔÕ��«

f´ø¶·Ã¸�Ütu�g7 ¶·Ã¸�Ü�

��CDÉÊ���t��So&���¹º�

T¥ ¹º53B�X�]7 �Üµ²#��!

" «���5M��9¾�-÷Ýç�ef¶· 

�"����¸�ÆÕ4¶·C¸�Ü~ÉøÝç

CDÉÊo&�[�Ãä ßà~�ð�ö¥,-

¹ºE
5È�B¹ö4 

3.1  
������� 

¶·C¸+ºé��XSÅo&CDÉÊQ 

ÌÉÊ����t������A~4�o&ÇÈ

ÉÊBo&OPÏÉÊQ Xo&ÅBHo&Å"

#¡�ÃÄ¤uB»¼¨©\ê��ù�½�Ì

�CD {|��CD4�ÎC¸æç�Åo&�

ÎÌ0C¸BÛÃ�ÎÌ0C¸4gi¾���Î

ÕÖQ�¾NW<�Åo&��4ÛÃ�ÎC¸y

«}o&Å¾ KC¸þ¿�ÃC¸?¥À
�a

¶·ÃC ú¶íg�¹º×ØºP<å�®Á4 

3.1.1  �����

ÇÈÉÊ¶·C¸¹ºÐ3��ÈÂ�Ã� 

�Ð�C¸àèL()`�Lëê�êBC¸ïK4

¶·C¸àèíÇÈÉÊ[#�Ü \-3æç"

#� L	���a��LÄÅ�a��5}ÉÊ

�!"4àèËþ�U���í¶·C¸�Q�ö

/ ¹º��ð«��¬�ô�!�¶·C¸��

yE��� ¾à+Y<âv��/�þCD�Ë

þL¨©����þB?���ÜþSC¸àèË

þ

[10,23]
4 

K em m erer[48~50]Á*¶·C¸� "�±ÆO

Px'�Æð�¦å'�Ç�¦å'Ì�CD�

C¸ E¾K��U��¨©����þ KËþ

È)Jd"�Ù¦Æú(v U nix 2LD G /U X S)4

K em m erer À� ¶·C¸�é�Éá�ÉÊQ�

¨©�� v���Ê�¢�"�Ë/{�ÉÊ��

}g¥ÇÈEíª±��[#�Ü´��ÊøA

d�¶·C¸4m�ð�!"a7`�¨©���

�«ÈêÌ* píµ²#�*�ÉÊF ëÞ+

Y��®¯ ð� àè«Èc5ÍÎ4 

Tsai[51]S�Á*¶·C¸�Ï1��o&��

��� 2¦å'���þÃC4E¾à:���C

D�Ëþ KËþ�Ü.��ë���LÞ#!"

Q�OP;` -�gQ\ê�h¤u�BhÐ
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���$P"CD��ÜËþ%Ñ�Þ#\ê��

fhÐ� ð�-�C¸��-[�B¨©��5

à-�î��¶·C¸4m�KËþ§�é��«

Èê*LÒÕ¨��«'�Ò34 

Tsai�Ëþ�� D enning[52]��þCD�àè

Ëþ4D enning r@íCD���[#<	���

� EG�<o&Å¡�CD��Ó¿~É4KË

þr@7�Ô³�*æ¥����B�Õ���C

D� �$7CD���d"�ÉÊ��a��ù

�!"¥ Y)CD�¿� d$P"�ö���

��CD�¿��±G�4v�CD�¿�y�z

�� Ih�é�¶·C¸4KËþÖ×�� m

�h�«+Y*ê�Ø�þ� 1
<�«�Ü�

Sl E9c5Ê�ÙK¶·C¸ïK!"�''

ÁK4 

ÚÛÜ

[22,53]
jÎ<��CD���� U�<

��!"a7�àèËþµ*�ÝÖ×þ KËþ

8-�Þß�I� �àèÄ�Q��àòy�`

)¶·C¸�¨©\ê ,-®áÕ<�Ü�«È

ê4KËþzd"�oâ O S v4.0ÉÊ�¶·C¸

è¾Q )J®-�< 18¹ã��¶·C¸4 

G oguen[54]Á*�o&ÉÊQ�¦"#y�Â

èø�wy¾¡¢���"#��wÇÈ µ*?

����4[�¡�?��F'�5¢�q?v�

[� A �0-y�pV[� B �0� Iyh�ð

[� A �[� B Ì0CD4ßà v��Åo&É

ÊQyé�¶·C¸ I�w�¦"#ýdKÌg

���"#¡�ä�?��~É4KËþh51ê

[# mKËþ���åQ�Ëþ yÜÅ�Ü*

��ÉÊ4 

¹º���Ëþh¼ÉÊ�!"æç<ÉÊ

¢��CD �¢�î�¶·C¸�çèï ð�

¯°¶·C¸àè�c3��vw�éê�ÉÊ

�!"QêÊ�ëÅ¶·ÃCÎ��C¸4ßà 

³�¶·C¸Î� h57g	��®£�*

, , ,h lV PA PV P< > [10,13]
 gQV !£¨©�� PAh

!£��¤u¨©�� V �Xo&Åå' PVl!

£��Q� V �-Y\��Ho&Åå' P !£

o&CDÉÊ��¨å�t���� E9 PAh�

o&Å�� PVl�o&Å £õ* PAhf PPVl4�o

&�� P �mn¢ ycdCD�ð PAh�� PVl4

¶·C¸´�ÉÊQ¢�Ï1o&�� P  ¯°C

D�ð PAh�� PAh�ÃCC¸4íd�ÉÊ�!

" ¨©��V £õÉÊ¨©\ê� hPA B lPV £

õyE�"#[� 9í¨©��V �¤u(éä

�V ��� � { } P
h lV PA PV V� � ��� 4�o&�

� P �mn¢ ycdCD�ð hPA �� lPV 4¶

·C¸àè´�-�ÉÊQ¢�Ï1o&��

P  ¯°CD�ð hPA �� lPV �î�¶·C¸4 

áP�� , , ,h lV PA PV P< > �� D enning��

þCD�Ëþ ��[25]:�<��*íÇÈÉÊ

�!"�����CD���¶·C¸àèËþ4

í�*�ÉÊ KËþr@ÂgXÞ�HìÅ�'

I7ÉÊí�)Aí3��î�ï �$í''�

ïÍ3�Ü �ï��ìÅ]õ$Î�Ü4í�'

'��ï  " LLV M [55]
.ð«'7g.ð)Sk

��';`��Q�!" �$U�<��*íà

Q�!"�Ö×Ëþ êÊ��EFz¤uB�t

�¨©��4E*à¨©��}gÇÈ��[�6

���CD�� v�K�QCD����Þ#ß

NhÐ�(�"#�hÇÈ�) IÁ*-�<�¹

î��¶·C¸4í�-��î�¶·C¸ s�

NW<o&����(bc¥*g`�() v�

��CD��zÌ0 IKî�C¸*ã�¶·C

¸ ¾I*�­4�í Linux kernel 2.6.18Þ#ås

� 130²#!"��ÜQ  "KËþàè�< 40

�¹¶·C¸ EáPC¸Î�í�) 4<^�<

�[#()�Ü

[13]
 ��<ñ*N�*ã��¶·

C¸ 9*N�*r7-�4 

3.1.2  ����� 

o&ÉÊÃÆ "�Åo&��m�ÉÊ��

��B��� EFó"�
ò@Å�E-��%

&/}yEo&Å"#�E-�t�ó4� �o

&B�F���¨E@�¢ ÁÂ"#§�h5P

"yEo&Å�
¡�E-�ó�()%`}¶·

C¸ Ì0��CD4�OPÏÉÊQ ¶·C¸

¹ºåsôQ�C¸��LÑÒ�êB@�efQ4

OPÏÉÊQ�¶·C¸åsæç5¢ 3<[56]
? 

1) OPÏé+��8-�C¸4KC¸P"O

PÏQ�¨©��`�C¸ vOPLOP<^S4

�K¶·C¸''()Q -õ�¤uOP/OP<

^ f��IÃÄ���$�SË��f»¼OP

/OP<^�¤u 5à%Ì0��CD4 

2) OPÏÖö��8-�C¸4OPÏÉÊQ

�Ç�<¨©��æçÉÊ\êLöàLqFOP

iS4�-�ËÃÄª¡�@�¨©��Ì0��
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CD4Çß EFÖö�¦o&Å¾"#�ÉÊo

&���h�8-C¸ vó���S4 

3) �
E-��85�¶·C¸[14,15,56]
4o&

OPÏÉÊQÃÆôP B LP[57]
���V���t

�� $�"#�OP�tÇÈ 5m�OP�o

&�4EF *<m�OPÇÈ��F� ÉÊg

Ãsó"�F�þïö�
;�BE-�� v

2PL-Priority[58]%&S4-i�h5P"yEo&Å

�
��E-�ó`}¶·C¸ µÈOP�ó¶

·C¸(data conflict covert channel)[59]4 

OP�ó¶·C¸ô÷�yEo&Å¾�


��E-�ó -i�ÃÄí�ó-5F��FR

U�B."Ì���CD ½�F�¶·C¸4O

P�ó¶·C¸Q v� 2¦yEo&Å¾�"#

-5��
 ltrB htr ¨E�tE�OPÆ dx 9g

o&Å¾~É* SL(trh)øSL(dx)øSL(trl)4gQ H

o&Å¾�
 ltr{�t dx�Xo&Å¾�
 htr Ë

�t dx4�K()¢ h`}��''�OP�ó

¶·C¸ ��Xo&Å"#�HÅ¾"#Ì�C

D4-i�íE-�ó�ùÂ��«pVgF�Î

� })�ó�kF��ï��áã�ú�1� 

ßàh5ÃÄ���ó�kF���ú�Î� Ñ

��¾-YOP�ó¶·C¸4 

3.1.3  ���� 

�Î¶·C¸7CD{|ÑÒðÉÊÞNO

PøÉÊ¡�4��Î¶·C¸Q LM�þ¿�

dr�F�ÞáG®Ì0�����CD�ÉÊo

&��Iþ¿����ø��CD�Ì0Ä� ó

\Ad�ïönV @�ùñò¶·C¸�ÑÒ4

ßà �Î¶·C¸�¹ºÐ3��vw:X¶·

C¸�Ì0Y�LÌ0áG�5}vwáG��¶

·C¸B@�gÑÒ

[10,16,60]
4 

�Î¶·C¸�''��efæç

[16]
?�OP

�û�OP<q¶çCD

[61]
L�OP�û�æ¦<

q¶çCD

[62,63]
ù�P"OP�û�F�½�¶

çCD

[64,65]
4ü��Ë�½�CD¶ç��ý å

s¹ºþ-CD���� æç¶{fBO<î�

Sef

[61,66]
�$���¾µ*�Îé+¶·C¸B

�ÎF�¶·C¸ �Îé+¶·C¸��7CD

À
�yÆ"�OPqQ æçÃ"� IP ¦<q

(ToS <qLD F B U R G Á)LIP ¦��.B��qL

IP àèB�HÓPS[63]
 �ÎF�¶·C¸7��

CD.")OP�û�-õ/ø÷F�LF��kS

¿	

[64,67~70]
 �
c5��BïK4 

1987½ G irling[71]-�< 3�
��¥�¶·

C¸ �m<�Î¶·C¸¹º�@��1996 ½

H andel[62]í O SI�Î��[#<,-�Ü À�ö

f¥é��¶·C¸�ï$ R ow land[72]-�<

TC P/IP %&Qé��¶·C¸���Zander[16]��

< 1987½ø 2006½��Î¶·C¸�U���5

}Ad���Ì@�ef)�4�ÎC¸�ÑÒ


ø<+º�Áh �Î¶·C¸���L�êBï

K×Ø)*¶·C¸¹º���·3

[12,73]
4 

2004 ½ËÝ Purdue*t� C abuk[65]:�<�

� IP F�¶·C¸ µÈ IPC TC  (IP covert tim ing 

channel)4� IPC TC Q �-�Ë$� " A C SII

"í¶·CD." ����F�qÞ -õË-

õ�¦OP�û ù�m
¢� �¾!£ë� 1

B 0 `)��¶·C¸4µ-õË�¿-�ë�

1 F g7�F�qÞ-õOP�û�µ�¿-�

ë� 0F Iy-õOP�û4���F�qÞ 

f��v�f�øKOP�û Iè¾ë� 1 ¾

Iè¾ë� 04� RTT=31.5m s��ÎÕÖQ �

�F��k\ 60m s C¸ëê÷ø 16.67bit/s /

"���* 2% 4IPC TC ��Í���¶·C¸ 

�-�ËÃsEZ����m�±GÃC4IPC TC

�tu��C¸ëê�³ 9µ�ÎQé���B

jkF h�¯°Ì0��4 

2009 ½¥é×Ã*t� Y ao[69]7 IPC TC C¸

É�* O TC C¸(on/off tim ing channel) ¹ºOP

�û�kF�Ì/"���¡��~É E7/"

Ä���*��Ox�� ðCDf�ô�
¯�

O TC C¸ëê��¿�4l��OP�û-õ�k

* 4.5m s�ð�¢ ëê÷ødò� 180.49bit/s 

m O TC �q¥���C¸ ëê1
�'ß��

-õ�k�j³4IPC TC Q�Ì0��tu �

O TC Qô�é�42010½ Zi[73]S�í Y ao�¹º

õ<���u[4 

Ì IPC TC C¸<� 2005½ËÝ D artm outht

Í� B erk[67]:�<Ç����OP�û�k�F�

¶·C¸4-õê "ÍÁ�kF� TD £õë� 0 

2 TD £õë� 14f�êðf�øü�¦OP�û

�(�F µ�ø¢�¦OP�ûF P" 2 ¦O

P�û��kF�%Ñ�-õ�OP4�-�Ëá

P�@$��F��k./" `)¨EZC¸ 

yÃs�ß�EZ��4B erk¬¹º< A SC II."



�192� �  �  �  � � 32� 

�ð� mKËþh5�.ø��." �v "

( 1)k T+ D £õë� k [�:X¶·C¸�ëê4 

2009 ½ Purdue *t� Sellke[74]Q:�<��

� � . " £ � � Î F � ¶ · C ¸  µ *

bitto packetsL n C¸4-õË " n¦®Î�F�

�k 1 2, , , nT T TL -õ L bit<ë��f�Ë�<�£

QêÊ�ø� n¦F��k 1 2, , , nR R RL  E/")

íd� L bit<ë� ð���¶·CDÌ04Sellke

ÄÅ�Ü< L B n���Ë� 5}�yE�ÎÕ

ÖQ L B n�\�í¶·C¸ëê�pV4µKC

¸\�* 9bitto 3 packetsF ¶·C¸ëê*

37bit/s ."£Qæç 92 ¹OPÆ4�C¸Ì0Q 

� /"Ä�-Y�� �¬� L bit<ërpV4

AB IPC TC KC¸:X<C¸ëêLGH</"

���4 

�Ü����ÎF�¶·C¸¹º)�h5

-� u[C¸�./"Ä���:XC¸ëê4

��."£�¶·C¸l���-�Ë1
<.

/"«Èê m��'¥�j<Ì0OPê :X

<C¸ëê4ßà��[12]��ÎF�¶·C¸�

¹ºQ8-<�� H uffm an."��� P"�»

CD�."�� GHÌ0CDêLjrÌ0F� 

ð�:XC¸ëê4EF H uffm an."���"�

F" �­Ì0Ä�Q���� ��}F-�4

v��Å��%& ��* GH."���4 

3.2  ���� 

�Î¶·C¸'�v� 3¢õ å� A B B �

¾*¶·C¸�-õBf�Ë4�Ì0ýþm�¡

¶ å� A B $�EZýþ5}."£4í�s-

õ���CD A r@ôP."£íg." Ox

*Ad�¨©��ÇÈ¿	 vOP�û�kF�L

ù� ToS<qS��$-õË A ¤u¨©��½��

f�Ë B áP�@$��Ì0ýþ �
¨©��

½�É	 ]êÊ."£/"
øK¶·CD

[12]
4 

 
� 3  �� !����"# 

� 3�¶·C¸Ì0�³��� µ A B *Ç

ÈÉÊÞëÅo&�����[�F z¤uB�

t�¨©��*ÇÈÉÊQ�¨©\êù�gX

¨©��½� IK��*ÇÈÉÊ¶·C¸�

��µ A B *o&�FOPÏQyEo&Å�"#

F K��*OPÏ¶·C¸��4 

�w<��¶·C¸ "�ý~Ú¶·C¸

�Ì0Y�LÌ0áG�BÌ0¶!� LM�5

ëêLáG�B¶!�Àà*úàu[Ì0��B

./"�� 5���
XY9c5���C¸�

o&��5ª 3¦Àà*À¯ U��
XY��

�L@�BñòËþ4ßà ¶·C¸Ì0��B

./"���pV¶·C¸Y��~�ef

[12]
4 

3.2.1  ���� 

¶·C¸�q¥�CDÌ0C¸ Ì0���

Ð3ôQ�íÌ0Kq�¹º4áP¨©��½�

�yE Ì0Kq�*é+<�BF�<� ¾à

"Y�é+¶·C¸BF�¶·C¸��<4 

�ÇÈÉÊQ ¾�ÉÊ��ï�3�ÉÊÞ

N í�é+�½�ù��������¥��z

*�O[�¨© ßàOÞ+Yé+¶·C¸�é

+¶·C¸½�¢��� ��z¤uB�t4�

[���A	pV«+YF�¥��ó¾à$%F

�¶·C¸4ABé+¶·C¸ F�¶·C¸'

�<�����Î� ßà�
c5��B��4 

�OPÏÉÊQ 
z��OP���
�

� ßàh�+Y���é+¶·C¸�¾�é�

*ê"#�E#ÇÈ F�¶·C¸hP"��E

o1�4 

ÃÄ�Î®f�å�¡��¨©��¬��

ÎOP�û ¤uOP�û¨è ¡�ëÅ�Î%

&�¶:¢#$��CD½��Îé+¶·C¸�

�v�P"OP�ûÌ0Ä�Q+Y�F�Î� 

I«$%�ÎF�¶·C¸4 

�ÇÈÉÊLOPÏù��ÎQ-���¨©�

�È*¶·C¸�Ì0Kq �¶·C¸Ì0���

#R ���Ì0Kq��� ��:XC¸�ëê

B¶!�4¶·C¸Ì0���U��ä<6�Ì�

� vw@�o&mN��U����c5R:9�

XYÌ0�C¸ �¶·C¸U��Ð34 

3.2.2  ����� 

:X¶·C¸�Ì0áG�B¶!��Ç�

�Ë��u[C¸�./"��

[75,76]
4C abuk[65]B
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B erk[67]�C¸ýó" A SC II."4A SC II(am erican 

standard code for inform ation interchange)����

ÉÊQÃ"�Í<ü."ÉÊ ås"�,õ�!

$�BgX%&�ë4A SC II" "À�� 8bit�

[�OûÅ%£õ 256�h��<ë ßà A SC II

�þ'"2* 8bit4m��CDÊ�;�£� $

�<���(�y��ú���4í�¶·C¸Q

Ì0�CD <ë(��ëÅK��4A SC II"S

."D�P"<��(�Î� ."þ¿2��

*4v��."Ä�Q�)(�Î� I«GHþ

¿2�LáÕ¶·C¸QÌ0�OPê4ßàh5

ó"���"£���." v Sellke[74]�

bitto packetsL n C¸B�� H uffm an[12]."�C

¸ P"�»CD�."�� GHÌ0CDêL

jrÌ0F� ð�:XC¸ëê4*+,"

[77]

���^��Ì(�A~�?-�j" *C�

Q��d(_�ë����r�"< �*y/

Æ���ë����2�"< ð�÷øOP�j

�ú�4 

��."��l�1
<�-�Ë�./"

«Èê m�'¥�j<Ì0OPêL:X<C¸

ëê4EF��."�.<¨©��½�Î���

(� :X<¶!�4v��Å��%& ��*

 GH."���4 

4  ��������	
�� 

U C  B erkeley[31,36]*t�¹º��LH P[37]
�(

/�¹º��SýÁ* ¾���ÕÖQ*ê�¨

©��¯°�¶·C¸ ����bcQdÐs�

o&ÑÒ4l�í���B¶·C¸ý�<���

¹º m�vwáG�Ü���ÕÖ¢�¶·C¸

§��µ¶0\Ãs/}�tu4µ¶�ÕÖ¢¶

·C¸¹ºý���/(�4�v Thom as[17]L

O kam ura[18]S�í¶·C¸�¹ºý���¨©�

��ó��
;� Ey���í���ÉÊ�â

ã��Ü y���í�bcÕÖ¢¶·C¸�É

Ê�Ö×4vw	��hÐ5®Ö×�bc¶·C

¸ E��ÕÖQ*g`�()L�êgÑÒ �

¿���QgÃÐ-£4 

ÝÞí���o&��¹º�1{_2 2009

½�3*t�45B678

[2]
��<µ¶���¢

ó"�ef ''�Ü<����ef¥�5}µ

¶wI,åsó"������Ë�42010½ Q

Ý9tÍ´¤¹º¢�:;ÝS�

[39]
�Ü<��

�íCDo&��QefLàáL�ÖSwËp$

%�h[�:����o&��<_}K<_¢�
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4¾� X enÁ�ÉÊdXÅ

0Õ � G uest O S Á� 1Õ4í� G uest O S y�

�)�Î>ÇÈ ~�:;©Å;"×¾ X en!*

�)4�¤Ã¸� X en"� D om ainB X en¡�L

D om ainB D om ain¡��>Z�¤Ã¼��4�¤

Ã¸��Ì©Å;"���5�) X en B D om ain

¡����B×	? "©Å;"+Yð D om ain

ø X en �EZ;"� ">Z�¤���)ð

X enø D om ain�Ã¼×�4ª±¨©��`)<
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�¶·C¸(SM C TC , sharing m em ory covert tim -

ing channel)́ �gQ��^��P"£¤��¨

©�¶·C¸
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*<����� D om ain¡��¨©Þé X en

:;<��©Å;"B�¤Ã¸�?>£��4û

¦ D om ain ýD�¨ú�?>£ D om A 6��¦

Õ	OP;`E@!gX���v D om B �t>

@ 5à`)¨©Þé4µ D om A �¨©ÞéQ�

�OP$ «ÃÄ>ZÃ¼��Ã¼ D om B %�t

OP D om B ABQ��\¨©ÞéQ�OP4�

Ì0Ä�Q v� D om A ��¨©Þé��F� 

D om B QR�\OP�F� ��áPF��yG

��Î� `)��¨©Þé�F�¶·C¸4 
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Pj5ñÐ�BY+���Ë� "4SM C TC ÄÅ
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4.1.2  �	 C ache/C PU ������� 

2009 ½ Thom asS¹º��À�ï�yE�

��¡��[�v�é�£¤��¨©´h�+

Y¶·C¸
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4h�zP"�¨©��æç�Îf

)LC PU ����£LÀJ C acheLÞé:CLC PU

;��LC PU F�HL£Kf)S4E� A m azon EC2

bc¥��<��Þé:CB£K�t�ó�¶·

C¸ gC¸ëê�¾* 0.006bit/sB 0.000 5bit/s4E

F XL�:�����Äö C acheUé�¶·C

¸Ì0Ë�4�KC¸Q C¸-õË"yb#Ç

ÈBb#*êÞé�tÇÈ%£õCD 0 B 1�f

�Ë�tÞéEQR�tjkF�4v�jkAí

�* ��f�ê�Þé�tÃs@�òf�Ë

C ache Ué ªÂM�-õËb#<*êÞé�t
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Ëm
N� -õCD 04�(£� ���Q¶
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2010½ O kam uraB O yam a,-¹º< Thom as

S�È«}ø��� C PU ST�¶·C¸[18]
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��� C acheUé�¶·C¸ C PU STC¸��

Q�[�b#ÇÈ�VdF� "yE�F�£õ

yE�CD4XL�¹º�
�Ð��ê®�ÜC

¸�ÑÒ µ���bcé��¦ù�¦Äö C PU

F �� C PU íÇÈ���íC¸ÑÒ+Y�p

V 5}�é����ð�¢ ¶·C¸�Ì0á

G�4�(;�£� �?���ð�¢ C PU S

TC¸ëê��÷ø 0.49bit/s ��é���F 

C¸áG�«áH 10% 4 

SM C TCLC ache UéC¸B C PU STC¸ 
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ëêLÌ0áG�B¶!�
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¶·C¸h5	��®£�* , , ,h lV PA PV P< > 

\êV h5£õÉÊQ¨©���yE½�4µV

£õé+½�F ¶·C¸*é+¶·C¸4�v 
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¶·C¸�q¥�CD�ÃCC¸ ßàh5

�*��C¸B?�C¸4v� , , ,h lV PA PV P< >Q
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[44~47]
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�ëêÌÑÒ4������ÕÖQ ¶·C¸t
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��¶·C¸����ÕÖQ�Î3 ¢5Ãs��
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4.2.1  �����������

���efcd�E�£¤bc¥6��¦

3���� �¾�"#:;�
4���5��

�ef*�T ÖöE�£¤bcB]£¤bc�

���¦§��4Âg¶·C¸§¨�pV��(5

X en���bc*� v� 5¢õ) h57¶·C

¸�*�Þ¶·C¸(C C 1)L]bc¶·C¸(C C 2)

B��¶·C¸(C C 3)4 

 
� 5  X en/0#1����-. 

1) �Þ¶·C¸ C C 1 [�Å{|Ë�4ÁÂ

[� PiB Pjï�E����(D om U )Q ¾���

�:;��kl��� ¶·C¸pV���
@

�K���Þ4D om U Qù#3��ÇÈÉÊ Pi

B Pj�ï�yEo&Å�ÇÈ[� ��CDðX

SÅ[� Pi{|øHSÅ[� Pj ð���¶·C

¸ÃC4C C 1<��¶·C¸�ÇÈÉÊQ�[�

Å��CD{|Ë� íg�àèL�êLñòL

@�Ló�B��SËþh��ÇÈÉÊ¶·C¸

��ÜËþ4 

2) ]bc¶·C¸ C C 2 �ÎÅ¶·C¸4Á

Â[� kP ����bc D om U Q xP �gX£¤

bc����ù�3�ÇÈÉÊQ�[�4[� kP

B xP ¬�ÃÄ�Î®fÃC ßà C C 2 C¸h³

�*�Î¶·C¸4í C C 2�C¸�¹ºh5��

ÌÊ��Î¶·C¸¹ºËþ4 

3) ��¶·C¸ C C 3 ÉÊÅ{|Ë�4�-

�ËÁÂ[��ïE�£¤bc¥yE����

Q ��CD/ÄÇÈÉÊÅ�Ì0 {|!ÁÂ

"#4C C 3<��¶·C¸����ÕÖQÎ��

¶·C¸<� �¾£¤��¨©¯°�C¸ v

��¨©ÞéLC acheB C PU ST�C¸4C C 3C

¸í����x#�OPo&û~Ðs v�'�
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4.2.2  � ���� 

Âg:;�
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*´¤d"aLbca5}�TUVa4Ad® 

¶·C¸h5Âga7í�*d"a¶·C¸

(C C 1 C C 2)B�TUVa¶·C¸(C C 3)4 

1) d"a¶·C¸(C C 1 C C 2) C¸��-

�ËP"ÇÈÉÊLd"´¤L�Î�¿���¨

©��½�`�¶·C¸Ì0��CD4íd"a

¶·C¸�¹ºh�����*íÇÈÉÊLOP

Ï5}�Î¶·C¸��ÜËþ4 

2) �TUVa¶·C¸(C C 3)4����bc

Q ���ÉÊ��£¤�� h9*+�¥�Ç

ÈÉÊ *¥a�³�[������:;�
4

C C 3 <��¶·C¸P"���B£¤Q�¨©

��½�6�¶·C¸Ì0��CD4 

a7�<Ë�7 C C 1LC C 2í�*E�¦<¾

Ì C C 3[#i� �U�¶·C¸�Ü«��¬4

øú¶*o *N��¶·C¸¹º«Èý*í
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C C 1LC C 2<��¶·C¸ �Aí)¼��ÜË

þB/}Ë��C C 3�¶·C¸����ÕÖQ�

�tu4�Ü���bc¶·C¸F h5í C C 3
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����ª�5M����ÎÕÖQ vwí¶·

C¸[#&páG®�Ü åspq5¢ 4¦tu4 

1) ÒS���bcQ¶·C¸�	����4

�7= 40 ½�¶·C¸¹ºQ ¹º��í¶·

C¸�¹ºhT�U�ÐU ã�Ðã g���

�¾�Ð�CD�LÝ����B�t��S
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�����ÕÖQ vwí¶·C¸[#Åö��

� E"ª���À¯�Ü�¬�rs/}�tu4 

2) ÒS*í���bc�ÉÊ�hÇÈ�¶

·C¸àèËþ4ÌÊ�¶·C¸àèËþåsô

Q�íÇÈÉÊ��Ü �Ü�\-3æç"#�

 L	���a��LÄÅ�a��5}ÉÊ�!
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3) ÒS*í���bcQ¶·C¸ÑÒ��

êËþ4¶·C¸�ÉÊ�î�ÑÒ vwáG£

WgÑÒ�� �,-</ÉÊâã�LEó\�

��XYnV�¶:4ÌÊ��êËþ ås�)

C¸ëêÀà
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��A	��
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LC¸."����\

[12,74]
 ý«

pVC¸ëê �«pVCDÌ0�áG�4vw

�Å£W���ÕÖ¢�¶·C¸ÑÒ �ã��

C¸()Q §�ÒSh�¬��êËþ4 

4) ÒS*í���bcQ¶·C¸�Ü�o

&àá41985½ËÝÝÈNZ�� TC SEC [44]
hC�

��o&àáL1999½Ýòàá�û[Z�� C C [45]

àá5} G B 17859-2001[46]LG B /T20272-2006[47]S

\Ý�o&àáýsäo&CDÉÊ~�[#¶

·C¸�Ü4mª±àáås*íÌÊÇÈÉÊL

o&OPÏB�ÎÉÊ øú¶*ogD��N*
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_Bx

#ío&B¶^mNsä�1��] àá���


#|�~#4vw7¶·C¸�Ü����bc
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5.1  ��������� 

�ÇÈÉÊ¶·C¸¹ºQ ¶·C¸z	�

�£�* , , ,h lV PA PV P< > [10,13]
4K���;<ÇÈ

ÉÊQ'�yEo&Å�ÁÂ[� hPA B lPV ÅÆ

�U¨©��V [#Ï1o&�� P �ÃC4��

Q� 4¦s^�ÇÈÉÊQ�w¶·C¸~�'Ç

���¹¤ �¶·C¸�Ü«��¬�À¯à

á4�v C¸àèÄ���ÉÊQÖ×ä���

sä�[� hPA B lPV �C¸�êr@* hPA B lPV

6�ëÅÉÊð��() �$�êgd*ÑÒ�

C¸ñòB@��;ñòV �é� ù�@� hPA

B lPV �b#4 

���ÕÖ«}ø������L���5}

���QAí3��ÇÈÉÊ go&Î�ås£

�*����kl� vw5	���Ë�í¶·

C¸[#àè\
�
_c4!��¦Aí&p�

¶·C¸�� ���ç���ÕÖ¢¶·C¸(v

� 5 Q C C 1LC C 2 B C C 3)�Î�LÞjBßV 

ð�À¯¶·C¸�Ü�¬Ë��U� ����

¶·C¸¹ºrs�Þë4 

D enning :�ðCD��ô��Ü¶·� �g

X�ÜËþ��?��4¹º£� ¶·C¸�q¥

��þCD� ßà��B¹ºýh55CD�*�

T

[82~85]
4�� D enningCD����Ëþ ��7�

�����(5 X en*�)CD�����* 

 , , , ,XFM N P VM=< Q �>  

gQ { , , }N a b= L �æ¥<¨©¦§é+��B

F����ôÅ�" 1 2{ , , }a a as = L £õ¨©��í

� a����ôÅ4�ÇÈÉÊ¶·C¸Q ¦§

��ôÅ N Q��^h5��¤L�¤��S�ô

Å as £õû¦�^���4����bc���

C PU STB C acheUé�¶·C¸Q ¦§��ô

Å N Q��^�¾£õ vC PULC acheS¨©��4 

� , , , ,XFM N P VM=< Q �>Q P �[��ô

Å £õ* 1 2{ , , }, ( ), ( )i jP P P D om P D om P VM= �L  

gQ 1 2{ , , }VM VM VM= L £õ[�¢�����É
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Ê�PiB Pjï�E�¦��� £õ* ( ),iD om P  

( )j kD om P VM�  iL jLk�¾£õ[�¿�B�

��¿�4µ PiB Pj�E�¦���ÞNF +Y

�¶·C¸½� C C 1<� ï�E�£¤bcyE

���¡�F½� C C 3<� y�E�£¤bcF

½� C C 2<�4 

��ÇÈë Q £õ[� iP ��¤u/�t¦§

í� a 9¤u$g�§ä�g�� � i aP a sQ � 4

��~ÉÇÈë� £õCD�¨`�a�� 

i jP a P bQ � Q £õ[� PiÃÄÇÈ¦§í� a-õ

CD PjÃÄÇÈ¦§í�bf�CD4 

ÃÄí���ÉÊCD������ h��

����kl� ����ÉÊ�?����*? 

 , ( )i j ia N P a P P a" � Q = Q Q  

£õí��Â�¦§í� a ¨©��[� Pj?þ

ÃÄ a
�[� iP ��wÇÈ �D�CD�ð Pi

ø Pj £õ* Pi� Pj4 

�� ����ÕÖQ ���¡��A	k

l?���4¶·C¸��Ï1<ÉÊ�?���

� � NW<o&�� §�������CD

{|4ßà ���¶·C¸��*? 

 , Sec
i ja N P a P b$ � Q ��� Q  

gQ 

Sec��� £õ������ÉÊQNW<o&

�� �K��¢ PiB Pj?��(Pi� Pj) ÇÈí

� aBb¦§3� m���òÉÊQ aBbh5

�AE�Äö�� �v C PU ��4PiB PjÃÄ

ÇÈ¦§í� aB b��Ï1?�����ÃC 

� PiB Pj¡��ª�<��ÃCC¸´µ*¶·

C¸4 

���¶·C¸��'�<¶·C¸�~s

�^ æç�-[�LÇÈí�LCD���5}

?���� ��£÷<¶·C¸����ÕÖ¢

�Î�4í���bc[#CD��Ü í���

�TUVLbc}d"a[#?�����Ü �

wä�K���ÃCC¸ý�î��¶·C¸4 

5.2  ��������	
� 

���¶·C¸��³��ç<���ÉÊQ

� 3�¶·C¸<� æç C C 1LC C 2B C C 34a

7�<Ë�Âg¶·C¸¢ïÁK7 C C 1LC C 2 Ì

C C 3 i� �U�¶·C¸àè�«��¬4í�

d"a¶·C¸(C C 1 C C 2)<��¶·C¸ �A

í)¼�àèËþ�C C 3 <��àèh5����

Ëþ õ1ê�Ü ð�:X�ÜY�B«�[�4 

ÉÊ�!"æ¥<¢�o&A~CD bc�

®�ÜÉÊ�!"l�&p m���d*L��

5M4D enning[52]LTsai[51]LK em m erer[48,50]S��Ë

þýé�«Èê*ù���®¯Stu4vw¬­

B/}ª±tu �¶·C¸àètu¹º�Ð34 

�¹ºQ ��[13]:�<���!"���

CD��àèËþ ''Zev¢? 

1) ÂgXÞ�LHìÅ��I7��d*�É

Êí�*Aí3���¦îÉÊ� 

2) ó" LLV M [55]
.ðef 7�Üí�.ð

)Sk��';`��Q�!"� 

3) *íQ�!"U�êÊ�þ �Ü�ïQ¨

©��BÇÈ[�� 

4) ;ÅCD��Üef *êÊø�¨©��

BÇÈ[�6���CD��� 

5) U����Ö×�þLÞß�þ êÊä�

¶·C¸���¨©�� �*î��¶·C¸4 

7���ÉÊí�)Aí3��îÉÊ��

GH�Ü�� yE�îÉÊh��!yE�«È

ûE#�Ü �����¥GH<�Ü5M��í

3�îÉÊ�Ü¡$ sÅEîÉÊ��Ü;� 

v�é�]îÉÊ�î�¨©�� sõ[�Z�

É��Ü4 

KËþf�;Å¶·C¸�� g�Y��Ç

ÈÉÊ¶·C¸àèQ@/
ø���í�ëÅ�

��¶·C¸���C¸«EoÜ"4KËþ�e

fc3�� " LLV M [#Sk.ð EíêÊø

�¨©��B[�`���CD��4LLV M .ð

$�Q�!"m
<�!"�¢�Î� 5�ïL

gOL��ïLÀJLÇÈOû[!" �';`

�4ÃÄU�¨©��êÊ�þ ��ØÙLáG

&p®ðQ�!"QêÊ¶·C¸�~s�^4ê

Ê;�5¨©��*QR ÇÈ[�*�� `�

��CD��4v��Q� 2¦}5¥�¤u/�t

����zd"a;" ´h�`)¶·C¸ à

�IÈ*�Ü;�0�4µÉÊ�!"ý/ÄÖ×

¡$ 0�;�ôÅ�*���bcî�¶·C¸

ôÅ4 

¶·C¸��À¯C¸àèËþ�U�4��
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