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A bstract: A n extensive review  on existing im plem entations of IaaS w as conducted and the netw ork security require-

m ents of IaaS w ere identified. A  m echanism  for dynam ic cloud netw ork security w as proposed, w hich is built on top of 

V LA N , B ridge, Iptables and netw ork virtualization technology. The proposed m echanism  is able to dynam ically divide 

the virtual netw ork of an IaaS cloud into several isolated netw orks, w ith each isolated netw ork has its netw ork data being 

confined w ithin its ow n netw ork perim eter. The dynam ics of the isolated netw orks fits into the need of cloud com puting 

w here virtual m achines m ay m igrate from  one physical m achine to another at runtim e. The isolation enforces the netw ork 

security to a level sim ilar to the physical netw orks w here netw ork perim eters are im posed by physical ports. The pro-

posed m echanism  enables netw ork security built independent of physical netw ork. 
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