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A bstract: A n extensive review  on existing im plem entations of IaaS w as conducted and the netw ork security require-

m ents of IaaS w ere identified. A  m echanism  for dynam ic cloud netw ork security w as proposed, w hich is built on top of 

V LA N , B ridge, Iptables and netw ork virtualization technology. The proposed m echanism  is able to dynam ically divide 

the virtual netw ork of an IaaS cloud into several isolated netw orks, w ith each isolated netw ork has its netw ork data being 

confined w ithin its ow n netw ork perim eter. The dynam ics of the isolated netw orks fits into the need of cloud com puting 

w here virtual m achines m ay m igrate from  one physical m achine to another at runtim e. The isolation enforces the netw ork 

security to a level sim ilar to the physical netw orks w here netw ork perim eters are im posed by physical ports. The pro-

posed m echanism  enables netw ork security built independent of physical netw ork. 
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ý v�¼FhPM2U w indow s xp+,§ vm 1

; vm 2RMNØÙ xm l 	P�þ�	PS�2U vm

\�i� w indow s��I{|�'XÙ6�B�Å

�np IPM 

vm 1M192.168.1.1 

vm 2M192.168.1.2 

� i£ØÙ��M 

a) � libvirt���� vm 1,vm 2 (virsh create 

vm 1.xm l; virsh create vm 2.xm l)� 

b) �� 2B+,�A br1, br2(sudo brctl addbr 

br1; sudo brctl addbr br2)� 

c) �� 2B+,�å tap1, tap2(sudo vde_tunctl 

�t tap1; sudo vde_tunctl-t tap2)� 

d) ��+,�A;+,�å(sudo ifconfig br1 

up;sudo ifconfig br2 up; sudo ifconfig tap1 up; sudo 

ifconfig tap2 up)� 

e) �+,§\�)�+,�A(sudo brctl addif 

br1 vnet0; sudo brctl addif br2 vnet1)� 

f) �+,�å)�+,�A(sudo brctl add if 

br1 tap1; sudo brctl addif br2 tap2)� 

g) �� V D E +,&'§ (vde_sw itch-d-s 

/tm p/vde -M  /tm p/m gm t)� 

h) �+,�å)� V D E +,&'§

(vde_plug2tap-d-s /tm p/vde tap1; vde_plug2tap-d-s 

/tm p/vde tap2)� 

i) ØÙ V D E��� 2B V LA N (vlan1, vlan2)'

� tap1,tap2 0)� V D E �*\�T� V LA N 1�

V LA N 2ß 

� é��Ó�M 

a) 4d�ØÙ�� i)Ò�}� virt-m anager/

�ÚÛèÒ�¹ vm 1�'��� ping ��æ vm 2

xy IC M P éÓ��D>�[�K ping vm 2� 

b) d�ØÙ��i)<�vm 1ßabpingvm 2� 
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ãFk netfilter/iptables�ØÙ2¦ 2B+,§78
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ýv�¼FhPM2U w indow s xp+,§ vm 1

; vm 2RMNØÙ xm l 	P�þ�	PS��U

vm \�i� w indow s��I{|�'XÙ6�B

�Å�np IPM 

vm 1M192.168.1.1 

vm 2M192.168.1.2 

�i£ØÙ��M 

a) � libvirt���� vm 1,vm 2 (virsh create 

vm 1.xm l; virsh create vm 2.xm l)� 

b) 4 vm 2 ØÙ w indow s	P9:�9:�B

	P�'Ó�4 vm 1F���êë� 

c) ëì�� vm 1, vm 2>�Ñd� libvirt�

��vm 1; vm 2Æ)�6�B+,�A virbr0ß� 

d) ØÙ iptables�¦ vm 1� vm 2� IC M P 
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é(sudo iptables-t filter-I FO R W O R D  1-s 192.168.1.1 

-d 192.168.1.2-p icm p-j D R O P)� 

e) 4 vm 1F ping vm 2� IP���ØÙ�±x� 

�é��Ó�M 

a) 4d�ØÙ�� c7Ò�}� virt-m anager

/�ÚÛèÒ�¹ vm 1,'��� ping ��æ vm 2

xy IC M P éÓ��D>�[�K ping vm 2�

6>4 vm 1 F�¹������[G� vm 2 �9

:	P�� 

b) d�ØÙ��c<�vm 1ßabpingvm 2�

É vm 1���[êë vm 2�9:	P� 

	Ó�±�M 

�[� netfilter/iptables�ØÙ�v|k6�
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v���²�y*�v�¢J� 

ý v�¼FhPM 

2 UÞÛ§RN ode1, N ode2S}�F�VÌØ

Ù�'+)�6�BÞÛ&'§ß�IP \�?: 

N ode1M192.168.6.1 

N ode2M:12.168.6.2 

2U w indow s xp+,§ vm 1; vm 2RMNØÙ

xm l 	P�þ�	PS\�4 N ode1, N ode2F�2

U vm \�i� w indow s��I{|�'XÙ6�

B�Å�np IPM 

vm 1M192.168.1.1 

vm 2M192.168.1.2 

� i£ØÙ��M 

a) 4 N ode1, N ode2 F� libvirt ����

vm 1,vm 2 (virsh create vm 1.xm l; virsh create 

vm 2.xm l)� 

b) tuv� 1ß����4 N ode1�N ode2\

��� V D E +,&'§ vde1 ; vde2 '��+,

�An+,�å��+,§�+,�å)��

vde1�vde2ß� 

c) � V D E cable��U§�F� V D E &'

§µ¶ (dpipevde_plug /tm p/vde1 = ssh cloud@  

192.168.6.2 vde_plug /tm p/vde2 & )� 

d) 4 vm 1F ping vm 2� IP���ØÙ�±x� 

� é��Ó�M 

4 N ode1F� vm 1 ping N ode2F� vm 2��[

�Ké� 

�N ode2F�ØÙ'��çU4?@���Þ

ÛK§� 

N ode3Rip:192.168.54.17S�4ØwÈe� vm 2, 

vde&'§<�.A}� vde&'§µ¶ dpipevde_ 

plug /tm p/vde1 = ssh cloud@ 192.168.54.17 vde_plug 

/tm p/vde2 &� 

D>4}� vm 1 ping vm 2��[�Ké� 

	 Ó�±�M 

�[� V D E �?@µ¶K0�v|æÞÛ

��ai�+,��=\���L�@�ÞÛ��

��é��7d56ÞÛ§ß�+,§�[�

V D E &'§é� 

�F�v��_�4\BâãFn 2Bâã

78dm�[�	ß0��z{;ØÙ� �0

�L�lmÍÎ¡x�6>±DÓ¿X�Fk� 

	!"�����ËÌ	0���lmÓ¿v|

��y*� 

5  ��� 

Ì	4 IaaS ijJ��±D V LA N�V D E�

��+,-[n N etfilter/iptables���lmz{�

k IaaS �TU���lmv|z{xy\�;v

����6>±D�TU� 	!"��*�k IaaS

�TU���ij;�hxy\��X����y

� IaaS �TU��lmÓ¿�6>4DVWF±D

����lmÛ��ö�Ë IaaS �TUv|��l

mIJ��y*� 

Ì	ß}��z{�KL�4Ý�ÞÛ��ß

õ�}����lmz{�6>±DË��+,-

�v|z{�	ßX����lmÓ¿�æ

Eucalyptus 4KL±¿FVÌÈ6�ÉÌ	���

lmÓ¿nv|����d4rs_^�ß}��

ÈkÀp��lm�v|�?���6>6?±D

Ë V D E +,&'§�4v| V LA N �>�5V�

dÞÛ��ùú±¿�Å�k Eucalyptus��x�

4lmÏÐ�X�F�	ß���³´ïÑ� A C L

ØÙ�lmÏÐX��� Eucalyptus�lm�K0

�?��6>5��D|vß�ØÙ�h�Ì	

�������lmv|X ���4 IaaS �TU

ß}���lm������}���lmkd*

0nTU%&F���!"dm��I���Î



� 9A � "#$%&'�() IaaS *+,-./0��12345 61176 

����1977-����������

	
����������������

����� 

����1988-����� !"��

������#��$%&����%&

��� 

��	�1988-����'
()��

	
�����$�*+,-�����

��#���� 


��1964-����.
/01��

2,�	
�����$�**34���

������#56��4789:;��

��� 

��1963-����<=>?@��

2,���ABCD��*���EFD�

�GG3�������#HI��$JK

LM4NOPQRKS4TUP��4%V

��4���W� 

0���lm	��¢#�w�±D ID S xylm

IJ�ÅÆ�Ì	$��2��6>�49:�å

���ì¯n%&��F�Ì	!"���4"À

�[±D·¸ Q oS �+,&'§¢ O pen 

V sw itch[10]�v|k%&�\Ø;q¦� 

Ì	�Ã&��Ë IaaS TU4rs_^�!

"ijJk��lmØÙ�VÌ�h�4��lm

�H�-<=;��lm�e�2ÒÁ^ËÕ�

���'j�Åkdrs_^��HK��;p¦

�^Õ�·(�6>�Ì	�lmÓ¿;v|z{

KLVd+,-���Èiz{�4ÞÛ���V

WF¿��B+,���)*��¿�+,-��

@�äB��+è�[v|��ì¯;êë�,

#�DX�;v|0;-¿d�®�ÞÛ��i

j�¨©���VWXYß���<=��h� 

Ì	Ã&�KL5©774d�"k0X��

2Ôxy¯-�lmÓ.;*0Ó.�"0���

®¯-�lm�»[n*0�»�D!\Ã&LÒ

/4¹��Èi±x�d<ï�	ß½�� 

,-./0 

[1] abc�deA'�[M ]. ����fgh, 2010. 

ZH U  J Z. Intelligent C loud C om puting[M ]. Electronic Industry Press, 

2010. 

[2] A m azon[EB /O L]. http://aw s.am azon.com /ec2/, 2011.3.28. 

[3] ij, klm. '�&no2p1��3q[J]. ���9, 2003, 

20(5):1337-134. 

C H EN  K , ZH EN G  W  M . C loud com puting: system  instance and state 

of the art[J]. Journal of softw are, 2003, 20(5):1337-134. 

[4] Eucalyptusr+[EB /O L]. http://w w w .eucalyptus.com /,2011.3.25. 

Eucalyptus official w ebsite[EB /O L]. http://w w w .eucalyptus.com /, 

2011.3.25. 

[5] JO N ES M  T. Linux �A;<+,[EB /O L]. https://w w w .ibm .com / 

developerw orks/cn/linux/l-virtual-netw orking/, 2010.12.1 

JO N ES M  T. V irtual netw ork in Linux[EB/O L]. https://w w w .ibm . 

com /developerw orks/cn/linux/l-virtual-netw orking/, 2010.12.1 

[6] stu, vwx, yz. C{ P2D R WXA Internet-.45[J]. 

���O1^|, 2000. 1-5. 

H O U  X  M , M A O  Z Y , ZH A N G  B. Internet security technology based on 

P2D R m odel[J]. Com puter Engineering and A pplications, 2000.1-5. 

[7] }C~��;<��+[EB /O L]. http://zh.w ikipedia.org/w iki/V LA N , 

2011.4.3. 

W ikipedia, virtual LA N [EB /O L]. http://zh.w ikipedia.org/w iki/V LA N , 

2011.4.3. 

[8] V irtual Square[EB /O L]. http://w iki.virtualsquare.org, 2011.4.5. 

[9] }C~� , Iptables[EB /O L]. http://zh.w ikipedia.org/w iki/Iptables, 

2011.4.3. 

W ikipedia, Iptables[EB/O L]. http://zh.w ikipedia.org/w iki/Iptables, 2011. 

4.3. 

[10] O pen vSw itch[EB /O L]. http://openvsw itch.org/, 2011.3.28. 

 

����� 

 

 

 

 

 

 

 

 

 


