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A bstract: Due to som e intrinsic features of w ireless sensor netw ork, it w as difficult to perfom efficient intrusion detec-
tion against m alicious nodes in such a resource-restricted environm ent. A novel intrusion detection algorithm was pro-
posed forw ireless sensor netw orks. Sym m etric key w as used to encrypt sensing data and a counter w ith encryption w as
used to detect m alicious nodes. The approach m ade full use of the routing functionality of w ireless sensor netw ork to
perform intrusion detection.The approach was able to protect the data transm ission in a w ireless sensor netw ork even if
there w ere m alicious nodes in the netw ork. It w as able to defend w ireless sensor netw orks against both tam pering and
packet-dropping attacks. C om pared w ith existing research efforts, the proposed approach is easy to be im plem ented and
perform ed in resource-constrained w ireless sensornetw orks.
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K ey-based secure routing algorithm for

BIN:A W SN with a collection of sensor nodes
S = (S, 8, I
node Sy, w here Sy, Sy s,

B 1 -

if Sy w ants to send a data packetD to Sy

Sy selects its next hop S: (S: |§) from its

, 5.}, a source node S;, and a sink

neighbors
Sy sends the encrypted packetE to S:
EC = [{D HCNT}<K;,C>’

MAC (K, C I{D IICNT}, )]

CNT++

for each Intem ediate node S

S. receives the data packetE o derived from S.4
S.extracts and records CNT from E .4

S.forw ards E¢ t0 Si, 1

E, =[DICNT}, ..,

MAC (K, ,,CI{D llCNT)}

Lot o]

end loop

end if

if S, receives the data packetE, derived from S,

Sy extracts and records CNT from E,

Sy decryptsE, into D

end if
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L.
rithm forW SN

BMIN:A W SN with a collection of sensor nodes
S = {8,,5, *
and a collection of m alicious nodes S = {S:, Su1, o,
S5}, where Sy, Sk Is,s. 15

Bty -

Sy, sends a series of data packets D - {Dq,
Dy, ***,Dp} o S, with a tim e intervalof At

C ounter-based intrusion detection algo-

,S.},asource node Sy, a sink node Sy

for each intemm ediate node S,; on a routing path
from Sy to Sy

Spicaches the latest three packets passing by
end loop
foreach pairofpackets (D, D 1) Sy receives
Sy decrypts their contents by key
if S, detects a tam pered packet
Sy broadcasts an alertpacket
end if
Sy verifies their sequential num bers
if Sy detects a discontinuous sequential num ber
Sy broadcasts an alertpacket
end if
foreach intem ediate node S, ; receiving the alert
Sn:verifies the packets w ithin its cache
if S, ;detects a m issing packet
Suisends back an alertto Sy
else if S, ; detects a tam pered packet
Snisends back an alertto Sy
else
Snisends back a nom alresponse packet
end if
end loop
if Sy receives a collection of response packets
if an Intem ediate node S, ; does not send back
a response
Sy records the identity of Sy
end if
Sy analyzes the status infom ation of the nodes
on the routing path
Sy finds out the m alicious nodes
Sy broadcasts the identity ofm alicious nodes
end if
end loop
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