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D esign and im plem ent of integrity checking 
schem a under cloud storage m odel 

FU  Y an-yan, ZH A N G  M in, FEN G  D eng-guo 

(Institue of Softw are, C hinese A cadem y of Sciences, B eijing 100080, C hina) 

A bstract: In the cloud storage m odel, user need to confirm  the file status w hile it's kept in the untrusted rem ote storage 

server. Then user could decide to restore the data or use the data for other purpose. B y pre-random  sam pling from  a file to 

form  sam ples and sign them , provide users w ith a credible certification credentials. W hen user initiates a verification,  

the storage server re-generate a new  signature in accordance w ith the sam e rules. B y com paring the signatures, user can 

verify w hether the file is com plete. A nalysis show ed that, w ith this random  sam pling m ethod, user can find file corrup-

tion w ith quite high probability. though a single verification m ay be not quite provable, user can send m ultiple challenge 

to get better credibility. A lso, tim e required for verification has nothing to do w ith file size , but the credibility of the 

verification. Experim ental results show  that this schem a w ork better under cloud storage m odel than other schem a based 

on signatures and has a very high credibility. 

K ey w ords: cloud storage; integrity; random  sam pling; storage verification 
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