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A bstract: In the cloud storage m odel, user need to confim the file status w hile it's kept in the untrusted rem ote storage
server.Then user could decide to restore the data or use the data for other purpose.By pre-random sam pling from a file to
form sam ples and sign them , provide users w ith a credible certification credentials. W hen user initiates a verification,
the storage server re-generate a new signature in accordance w ith the sam e rules. By com paring the signatures, user can
verify whether the file is com plete. A nalysis show ed that, w ith this random sam pling m ethod, user can find file corrup-
tion w ith quite high probability . though a single verification m ay be not quite provable, user can send m ultiple challenge
to get better credibility . A 1so, tim e required for verification has nothing to do w ith file size , but the credibility of the
verification. Experim ental results show that this schem a w ork better under cloud storage m odel than other schem a based
on signatures and has a very high credibility .
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output (r)
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else

output false

B SRt
L EESR
L1 RIS AT

ELLFIEO T, IWhBGE#E & TR T
ATV UE: & A SO D IR WA,
A2 o R W38 F5 A 10 ST & AR s
challenge XM AR, W & Il 2B Rbr M
CEARE T MR B, A, iAo A ReSIKkIRSC
PETEFEVEIOAFR o B, FEARZE RN 5001t IITEBL T,
SV S RO RS T 12 B, AT A
TN . XAMEESE 8.881 784 197 001 252 X
106, AR, BRBANEOR, RV () 2 A A
TR IR AR 5 o 30K 22 0 e P B IE T FE ok — A
SN 10

FEAR TS FEH, BRI IE A 7 B F B AR R A S
PEATECI B SR R 55 A i E AN FEA IR A SCAF
(I L AT RE RS A2 O E B I SCRS B, B4, B
RN R 454 S T — OO B B - 5 RS R HLA
PRI BB UREREPE, S U 2 OB SR IFEAS SCRSAH
[f], FFH superd lock r2HB e AR, RSS28A4

A e DL A 17 SN S i B AT
JBC - AT S B B o

r =r

success collision ~ pn,ccﬂison

240 superd lock AU IR, W75

pSuperB lock_collison

ZASL[CCESS

c-1
c1- D yijye
=0

SR A P ECE
Foeeess << 1= @-1/N")=1/0"

success

BTN, A SORY R AR AR AR A, W]
DLZMG . VA2 1N <12 m AARSEI bic 200,
RTT AL A AR, SRR, BEMLIER
RSB 2, AT SR 4
L2 WUERMEREE S

FEARTT N, RIRIGAE, BN — & ZH 1)
IR HTE BFEATSIRY, RREA SORS (1) 58 HE AT RS
Do 38 I R BRI R H . AT R L
RO (PR 26 R IR ST A P e B vk 1) f s AR T SRy vh
18 MARRE TR, P A S i,
BUREfE DL 90% MOMESR R SCR R A& T 88 R
s=1% , p=90% o WIHRANHERITRYBIIN, BIHMELT)
num ANSCAFPISTEHIR, S,

1-p-cp, e
Bl A

1-p=(N-Ng)!N -nun)!/N!N - Ns-num)!

Mnum << N B, _BEIRATF AL A

I-p=(-¢)™
B, num = logl 7o HIBEHERRE N T AL B v 45 L5
BRI SO P

At B TE B G UE R B SO A R A
RGP R DU I 22 KR R IR AR e (R 56 U ]
fERE. Eetar, SR P B UE R B SRS 45 A 1) A
HKH60s , HPIESRI ¢ AL, RILSCAFIRIR
(IR BN Ty p=1 0 B60% )'=97 4% &

L3 TFiE. BIEERESH

FH P 75 BERRAIMT-fids P 45 1 A2 B ) 56 B PR 56
UEARZE, DLRSEHIRF 1o A4, FHE BT
BUF B 1 BB SE BRI UE AR B K e b it
FAHT MK R bis 1 KA, SEREMERIE
PR RECA o, DR A A (0 A7 il S R 9 FE N

O (IThEKC Il



&5 9n

ATHEHEAT: A AFRHPREE N SO S MR IRy IR B 15 5B ©13 .

F—IKH P KL challenge, B CT BT
ARG AE BT G AL B A superblock &% 48], R
P v FYHECIUE B 1 BT sRAS . PR R 2
MNEHA K challenge, RIAB| ZAFMEIRS 45 KIX
challenge FIHF SEVHAEA 0 (k).

prove BB, RS LK HH AL BRI AR
RMEIZE P, X —Hr B s AE R o ().

F BB SATAEIRSS BRI P R Bk
it ST RS . AEATT AT, TR EY
0 (Ick kb» KA 55,

L4 WESHR

TESERENEIAE HE BT B, B setup 1 prepare
BB, P i B4 H A T A R S e BV B U A
Bo AERX bR, A ISE I A A R
—ANSCPEHUERERII TR T s BOETE S RE AR IS )
Toasno DRI, YE G BEIR SN [R] T FE W] R 7R A
Tpre=C num Tt C Troeno MULAILATELE H, REIK
T ST A e (18 T 1) 99 6 A0 FR 25 A O R v o 4 T
AR BRIk, — PR SO N N AE
AL A 2 . itk A X n] AR,
Tore=N"Treaq+ C Thagno

TESEEEPEIGAE A challenge I FE, T2
— B BOS R DL SR % challenge HIERE . AN
b FE BN RNV AE VT R IR T cnatience= Toon nunicatet
T key—generate o

1ESERENEIGUE prove BB, R4S 48 o w7 24K
P P RN challenge AR RO N 1K) 56 38 56 4iF
FRAE o A2 158 BEE B0 UIE AR 28 1 A% 5 1 2% I R A
A, P, BRI RN N : Topemnum Tt
Tyach o

1 verify BB, SBR[V FE AT B R bRes
HIAE IS RE s B Teis = Teon n unicaeo
L5 FIHEFEI

AT GRS T SOA B IS 1 56 B 5 AR RE 45
TICHF e JUHIE AP A AT (R SO B8, B
Jurem. Jur ks, Pz oids

TR, AT DOk R R I R e e
IR, B B 2 TR, TG H PR
FHAT A7 AT B0 AR, 34075 SR Y R B AR 2
RIARYE [ 4y 25 AR 1 A A ) superblock 43 FL %
1, IEGHHT ) superblock AT AR N B A S 5l o 45
KR AR S .

XF T YR ER . F 5 R0 R B BR P

superblock BEATHEFr, MBI KUEFREE . [FHT,
R 554 it S G I BRI SR SR B DA SR SO
BT T 3 BRI R

B A5 5t AN 75 BN AH G superblock HEAT
BEH .

A WL, AR5 S AT LLSE A SCRE SO I S B
Brs I HEGUEAR 2 S A AT B . RETE T
— AN SCAEAREE S W] RE T BT N S B R
@l M) ") - 1B-(B (L+B)2)<B 2, XXTH A Ki,
JE R A I
L6 FNBUSCHIGIERY S HF

AT AL SLRERS A RS AT 56 MR 56
HE, AR ] DAE e SRR K /N SO AT
LA

B A 2 000 AN 408 B KNI STEHARAEALE
M558, FHP WIEIAE rT {5 5 908 o X IRRLA
T%, RS MTEFERAT 2 000 K “Bhi—NE"
W FEVi ] 2 000 X229 HRICAFA RE 58 AR SCAFIT)
IOAUF, X EAREARIR . ST 20k B K/ME
AR, Uil 229 ANSCAFHCRIE R 90s RTERE
B SECCAFH ) S S

N T FRPOXAN ), BT SCHERE S .
FR] DK IE A DB TG R S AN SCIE R,
FIXBESCAFAE A — AN FEAR AT HE R FIIGAIE . 7R IXFof
BRSSO A R 2H BG4
FHA T RS SO . BT (R bR 28 AR ORI S
B BUAEE 6 RSO T . AESZBRS,  TE R
R ST 8 SCATHe T 2 21 7N S A v 8 B g 47 13 RN
T A TSSO BERAE, P Rl — N
PERERL SO HEZIR Y, 26 1 RN T SRS UE Ty
FIAFAERLY,

*1 SR IE TR AR EY
row e
url filel, file2, file3«ee:- filejreeser
num 100
current index i
K seed
tags Ty reeees re

HHARTT AL, AT RAMEG I ) Hggde
UM TA] 7 GV FESE S T, S AN LS. sk
2 PR



14 b I =T S BV
Ey FRSMITEE
Roschem a redundancy block access com putationgepyer bandw idth com putationqjiene provable security
PDP 0 W) 0 (n) 0 (n) 0 (n) 0 (n) N
PRF 0 W) 0 (n) 0 (n) 0 (1) 0 (1) -
BLS 0 W) 0 (n) 0 (n) 0 (n) 0 (1) N
ET 0 W) 0 (n) 0 (n) 0 (1) 0 (1) N
MHT 0 W) 0 (nlog NV) 0 (nlog NV) 0 (1) 0 (n) N
AS 0 (pN) 0W) 0 (n) 0 (1) 0 (n) -
RS 01(C) 0 (n) 0 (1) 0 (1) 0 (1) N
5 KRIHERRSH 850
300 F Zo20MB
AT UL hadoop = V- ASEAHEAT T 550, 750 S gomB
Hrp, ZXRECKH B 2 csuaL, XRRINEFE 200 LL R 16OMB
KM aES, Lhhdfs A SCIERIRGS RGE, U 2 650}
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