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Construct of the attack resistance test and design of the 
penetration attack system based on penetration testing 

ZHU Ning, CHEN Xing-yuan, ZHANG Yong-fu 
�Institute of Electronic Technology, Information Engineering University, Zhengzhou 450004, China� 

Abstract: By analyzing the present condition of development & research for penetration testing, based on the basic the-

ory of penetration testing, in order to fix the defect of penetration testing, defined and constructed attack resistance 

test(ART). It was a new method to analyze and measure the security and immunity of information system which used 

penetration testing as a kernel tool. Simultaneously, designed the penetration attack system detailedly which was the first 

step and important indemnification of ART, divided the function modules of the system, and realized the prototype system 

software, then checked and confirmed the correctness, effectively, and reasonableness of the system by building the test 

environment and carrying out function testing. 
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