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Geographical information based false report filtering 
scheme in wireless sensor networks 

LIU Zhi-xiong, WANG Jian-xin 
(School of Information Science and Engineering, Central South University, Changsha 410083, China) 

Abstract: A geographical information based false reports filtering scheme (GFFS) in sensor networks was presented. In 

GFFS, each node distributes its location information to some other nodes after deployment. When a report was generated 

for an observed event, it must carry not only MACs from t detecting nodes with distinct key partitions, but also locations 

of these nodes. Each forwarding node checks not only the correctness of the MAC and the locations carried in the report, 

but also the legitimacy of the locations. Analysis and simulation results demonstrate that GFFS can resist collaborative 

false data injection attacks and thus can tolerate much more compromised nodes than existing schemes. 
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/* on receiving report R */  

1. Check that t {iv, Miv} tuples exist in R; drop R otherwise. 

2. Check the t key indices {iv,1/ v / t} belong to t distinct parti-

tions; drop R otherwise. 

3. Check that t {jv, Ljv} tuples exist in R; drop R otherwise. 

4. Check that (|Le, Ljv| / rs,1/ v / t); drop R otherwise. 

5. If it has one location L0{Ljv,1/ v / t} and key partition U, it 

first check the key index iv in R belongs to U; drop R otherwise. It 

then check the location in R is the same as L; drop R otherwise. 

6. If it has one key K0{Kiv,1/ v/ t},it computes M = K(e) and 

see if the corresponding Miv is the same as M; drop R otherwise. 

7. Send R to the next hop. 
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