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Network traffic classification using decision
tree based on minimum partition distance
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Abstract: Before data communications, every application protocol need to handshake at application layer and transmit
some parameters. This process is quite different according to the protocols, such as the packet direction, payload size and
the information entropy of each packet payload. So according to these features, decision tree algorithm based on mini-
mum partition distance was used to train the classifier. The results of the offline experiments on real network traces and
the online classification experiments in campus network indicate that, analyzing the first four or six packets of each flow
is enough to classify eight common used application protocols with high overall accuracy and low cost. Contrast to other
machine learning algorithms, decision tree can achieve better accuracy on different traces and low classification time. So
it is very suitable for real-time traffic classification.
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I AT eI ANBEAR . DA 06 R A B AT 0 1R SRR
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WRPERE, ST AMEURRLE, JFELER MK
VSRR B B R 9 1040 B 1442
BUE, ST 2 B,

=50)
Y

AR A

S 2
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