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Network traffic classification using decision 
tree based on minimum partition distance 
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Abstract: Before data communications, every application protocol need to handshake at application layer and transmit 

some parameters. This process is quite different according to the protocols, such as the packet direction, payload size and 

the information entropy of each packet payload. So according to these features, decision tree algorithm based on mini-

mum partition distance was used to train the classifier. The results of the offline experiments on real network traces and 

the online classification experiments in campus network indicate that, analyzing the first four or six packets of each flow 

is enough to classify eight common used application protocols with high overall accuracy and low cost. Contrast to other 

machine learning algorithms, decision tree can achieve better accuracy on different traces and low classification time. So 

it is very suitable for real-time traffic classification. 
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BitTorrent / 5 057 106 975 94 363 

eDonkey / 1 578 70 291 47 567 

�� 151 849 84 459 1 080 301 240 520 
 
��#����bc�w$Q��	�!¡

Weka ¡V[37]
�7#��¡v��í����H#



� 3� ������ !"#$%&'()*+,-#./0 �97� 

������} k-NN�k-nearest neighborsqSVM

�support vector machinesqNBK�naïve bayes kernel 

estimation_ C4.5 ����	 Õ��Ù !

¡Weka¡V�7� 
5.3  ���� 

��
����N�¢����bc#��

(À�����aZ[�L\1#�0�	�T�

¡ m ��T���T i	£ TPi89w�>0�1

þ¤N��#0��	FNi 89þ¥¦ wx�T

#0��	FPi 89wx�T#0�1þ¥¦ �

T i#0��	¢Oà�����N�¢�� 

1) �T i#§¨��recall 

 ( )i i i iR TP TP FN= +  (18) 

2) �T i#�N��precision 

 ( )i i i iP TP TP FP= +  (19) 

3) �T i# FE�F-measure 

 ( )2i i i i iF P R P R= × × +  (20) 

4) ©ª�N��overall accuracy 

 ( )
1 1

m m

i i i
i i

OA TP TP FP
= =

= +
∑ ∑

 (21) 

���N�¢�1	{<�T#§¨�_�N

�(]«¬��bc�q<�c#��(À	å

F E�bc��(À#®��¯(Àî´	® F

E�§¨�_�N�#°_¡ùE�s÷	��b

c#©ª�N�	()©ª�«¬¤N��#0�

�±²0��#H��®s!_ FE¢�#U��

n	³´ t}µ¶t
%

[2]
�«÷	��·`�

Z[eáq��eáq¸¹��¢�³����b

c#gº� 

��`�;<�#yz��eá³�¯��

bc#�e���(����eá�¢);<�#

»*<�+�Æyzgh	×Ãë������	

�ÃØ��bc��t�U��c��� #�

>eá	w�m 3<>�� 

1) �¼Üeá tcache�Ø¡���8 2tOà#

�����	fY��;< TCP �1� N <��

�ð� Ô#�+�®s tcacheeá�¢;<�#»

*<�+�Æyzgh	p� N<���ð� Ô

#�+�>p½#eá� 

2) ��ë�eá tattributes	�¢ç8 2#Oàë

� TCP�#����#eá� 

3) ��eá tclassification	�¢��bcÉL;<

�#����	��t�U��c��� #eá� 

 3>�yz��eá	 v��bcfY�;

<�����#�+<�N}��N¾²	¢ 3>�

eá Ñ¿�	»¼��bc��t�U��c��

� #ey¾À	w�e�ÁÂkåN¾Í	Ö×}

4¡�~���e�	µÑ»¼��#�N�23�

®s	��� 3<¢�³�¯bc#�e��(À	

�eÃÄ�N�¢�	�¯��	#���M� 
5.4  �����
� 

��éêa 4<ßj�L\�	��� 3<�

>	WY����2#!¡�ã��Þß#��

bc#���N����¯�w1	» 1<�>�

¡NO��bc1#ÅOÆ� N	u;<�fY

��#�+���» 2<�>aNO NDE#©

ª�	�H��yz&'í�#��©ª�N��

» 3 <�>�¡��Ç0��{<�T���N

�#ÈÉ� 

	
 1  NOÅOÆ� N� 

 �NO;<�fY��#�+<� N	éê

� 4<ßj�L\	�ÂyÇ0#í��T��m

�²Í# AqB 2<�\	�\1;�U���#

�0�#H�vA�L\ÊË*¼	×Ã�T��

�# NDE	a�\ A���Z[�¯����

�bc	a�\ B��bc��>?�Ì0�> 10

*	;*Ì"�ßj�L\��ÂyÇ0	̄ � 10

+��# AqB�\�®�ÃÄ 10*�>1��b

c#¡ù©ª�N�_BCgº�¢�Ã	NO�

	# NDE� 

 
� 3  12 N345&6789: 

S 3Í2��� NDE�NÎ2, 4, 6, 8, 10©

ª�	��bca 4<ßj�L\�#©ª�N�

¢����Ï2	;<��MX�� 2<�+#£



�98� �  �  �  � � 33� 

¤	® ¯D#£¤�Ð�	»¼©ª�N�I3�

��bc#©ª�N�Âl NE#°/å�~��

ND 6e	u;<���#�+�� 6<e	�

�bc#©ª�N�½p�²E	ìÃ¢Ñ}�

2�® ²C���#U��ÒÓ��	*% a

4�6 <�+1��	Ô�ÑËû 6�8 <�+	ì

ÃWghÕº�L����LÕºe	Ö�L=�

_�ð#ÈÉ	w�+#í^q�ð_£¤¥��

��ÎO	»¼��z#©ª�N�}t�2� 

8 4Í2��� NDE©ª�	��bca 4

<�L\�#Z[_��eá	��¸¹�¢��

����bc#�b��m�01	®s»¼w

Z[eáI��µ��eXfKL�#����a

�5bc1	r�å�#��V{HI	®s��

eáY×ØÔ¡Z[eá	��¡�e#����

���µ�Âl N#°/	fYë�_��FG#

����IC	Z[_��eá ²²°/	¸¹

�ÙiÙ�2� 

®s	)��#©ª�N�ÃÄ	NÎ6��	#

DE�sea 4<�L\�#���N��T 94.0%

�LBNL	96.7%�UNIBS	92.6%�WIDE_ 95.8%

�SUDA	¡ù¸¹�ÊËa 5.1Ú104
�/Y� 

	
 2  ������#�N��H� 

a» 1<�>�p# 10+AqB�\�	�> 2

�T���#yz&'��	���`�#��\�

�Z[_��	��H��#!¡�ã��Þß#�

��DBDT, distance based decision tree��_wx

yz&'��	a���N�_���(#Â�� 

S 4Í2�a 4<ßj�L\�	;���#�

�©ª�N�¢����Ïp	k-NN_NBK��#

�N�I3	��# DBDT��_ SVMqC4.5��

#©ª�N�²¼m�	a0���IÔ# UNIBS

�L\�	Ñ3¡ SVM��� �® SVM���

ÛÜ�Í0�ÏÐ�#yz&'��	å���

�,Ý0�½b��	 (D�I´#���N�� 

 
� 4  5;<0&#.6789:=> 

8 5Í2�a NÎ6#©ª�	5�����a

4<�L\�Z[_��eá��¸¹�¢�� 

� 4 �� N�����	
� 

?@AB/s #.AB/s CD:

�(flow/s) 
N 

LBNLE UNIBSE WIDEE SUDA LBNLE UNIBSE WIDEE SUDA LBNLE UNIBSE WIDEE SUDA 

2 6.99E 6.69E 24.62 7.05 1.65 1.56 5.74 1.21 9.6F104 9.2F104 9.4F104 9.9F104 

4 8.49E 6.76E 36.83 8.57 1.96 1.60 8.33 1.64 6.7F104 6.0F104 6.5F104 7.3F104 

6 19.25E 14.19E 66.66 24.58 3.15 2.22 10.46 2.19 5.1F104 4.7F104 5.2F104 5.5F104 

8 34.44E 21.85E 129.81 40.78 4.07 2.69 15.83 3.48 3.5F104 3.4F104 3.4F104 3.5F104 

10 54.09E 37.35E 245.95 72.48 5.28 3.61 23.52 4.97 2.2F104 2.1F104 2.3F104 2.4F104 

G�CD:H)�*/#.ABIJK�)/LM 
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?@AB/s #.AB/s CD:(flow/s) 
N 

LBNLE UNIBSE WIDEE SUDA LBNLE UNIBSE WIDEE SUDA LBNLE UNIBSE WIDEE SUDA 

DBDT 19.26 13.48 67.42 24.58 1.50 0.90 10.46 2.19 5.1F104 4.7F104 5.2F104 5.5F104 

C4.5 21.45 16.25 77.47 30.44 2.07 1.45 13.16 3.63 3.7F104 2.9F104 4.1F104 3.3F104 

k-NN 284.22 198.37 683.74 384.86 103.28 87.30 573.20 231.84 735 484 942 519 

SVM 488.47 277.34 1063.27 553.39 47.47 25.32 289.36 67.96 1.599F103 1.668F103 1.867F103 1.770F103 

NBK 10.35 7.22 67.43 14.86 5.37 3.28 35.27 9.52 1.4F104 1.3F104 1.5F104 1.3F104 
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