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Abstract: In view of the current popular cloud computing technology, some security problems were analyzed. Based on 

BLP(Bell-LaPadula) model and Biba model, using the access control technology based on behavior to dynamic adjusting 

scope of subject's visit, it put forward the CCACSM ( cloud computing access control security model). The model not only 

guarantees the cloud computing environment information privacy and integrity, and makes cloud computing environment 

with considerable flexibility and practical. At last, it gives the model's part, safety justice and realization process.  
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A=change−subject−current−security−level(o, s)�\?�
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HadoopH Apache�:	3��48�û_5
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�:�	� HadoopB�� Distributed File System

L Map/Reduce Engine�¤È�
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1) ��+ s�ä�/0 

2) ¤È. s23�+����Ç 

3) é��+>N)3-8¢�z>N���

U)���ä¤È 

4)   ����+�453< A 

5) If(sFS) 

6) {            If(sH,ª��+)   

7)   {          If A=E2−T1 

8)     {    If (F(s)>F(o) ) 

// [ s������ o ����    

9)       {     If(o(r)FA(s)) 

// [ s�453<?@. o�efAB 

10)          { A = { ( o, r) | ∃ for�fr [ (( o, r) 

for ) FD]}  //¤È.��+ s23��"# 

11)           type(o,s)=A(r), A=get−read(o,s) 

// [¤È< s^�fAB  

12)                é&)3 get-read ��
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         //VÇ¶��/01ªÍ�V��} 

13)                                  } 

14)                                 } 

15)                              } 

16)                         } 

17)      If  A=E1−T1 and (o(r,v) FA(s)) 

//s�453<?@. o�f§AB 

18)     {A ={ ( o, r) | ∃ for�fr [ ((o, r), for)F

D]}, A= { ( o, w) | ∃ fow�fw [ ((o, w), fow)FD]}, 

19)        ¤È.��+ s 23��"#�

type(o, s)=A(r, w), A=get-append(o, s)  //¤È< s^

�f§AB 

20)        é&)3 get-append ����2

3ð( 1�ð( 2�+Ç�ñ��+,-8SyT

*êfn���C:� 

       //VÇ¶��/01ªÍ�V���

 !�  } 

21)         If(o(e))  //  [ s �453<?

@. o�)3AB 

22)        { ¤È.��+ s 23��"

#,type(o,s)=A(e), A=get-execute(o,s)   //¤È< s^

�)3AB 

23)          é&)3 get-execute ����

23ð( 1�ð( 2�+Ç�ñ��+,-ß��

UVWX 

               //VÇ¶��/01ªÍ�

V��� !�} 

24)      }    

25)    }   

26)  Else sH©,ª�+ 

27)   { 

28)      If(ñ��+�	*
�)  

29)      { 

30)         If(A=E1−T1 and F(s)>F(o))                

// [ s���dI� o 

31)         { A=get-execute(o,s) 

32)   ¤È.��+ s 23��"#�)3

get-append����23ð( 1�ð( 2�+Ç�

ñ��+,-fy§��ªÍ  //VÇ¶��/0

1ªÍ�V��� !�}  

33)         else if(A=E2−T1 and F(s)=F(o))           

// s���d�� o 

34)        { 

35)   ¤È.��+ s 23��"#��)3

get-read ����23ð( 1 �ð( 2 �+Ç�ñ

��+e,-fn���C:� 

      //VÇ¶��/01ªÍ�V��� 

!�} 

36)     } 

37)   } 

Î-À^Y?,-P�;* sH,ª��+�

� s . o @f45AB�G(o, r)FDrs�º@

f’(o)�BLP f= f(s)�®¯< f�BLP f’= f’(s)�Z-

f’(o)�BLP f’(s)��	JK�
��.�,ª�

�+�*
�HhÄ±�	�� 

* sH©,ª��+�� s. o@f45AB�

G(o, r)FDrs�º@ f’(o)�BLP f= f(s)�G�	*


��®¯< f�BLP f’ =f’(s)�Z- f’(o)�BLP f’(s)�

G�	JK�
�� 

* sH©,ª��+�� s. o@§45AB�

G(o , w)FAws�º@ f’(o)�BLPf = f(s)�G�	*


��®¯<JK�
��z¼½e§¾¿, Z-

��	JK�
�� 

4  ���  

�=>��5ZH�=>?�[\5Zâ

û�
C]>�=>&øZ^_��5Z�9�

¶ CCACSM��`Æ¶ñ����åo^y�ð

(-������á�ñ���abß�\zE

cd¶ BLP ��NOV���eb�{�jf¶

Biba��VÇ�� !��eb�<¶g¦�=>

�+��,}�,ûeb���hi2¶	�3<

�45])jk�l. CCACSM �2û�mnÊ

ËH*2ñ���o8f�À§pe��9I¤È
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