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Biometrics-based Robust Remote User Authentication Scheme
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[ Abstract] An efficient biometrics-based mutual authentication scheme is proposed, which is based on personal biometrics, one-way Hash function
and smart card. For enhancing the system security, a one-time key is generated by using the timestamp. In the scheme, the authentication process can
resist all known attacks including replay attacks and the DoS attacks, and needs only twice online message transmissions. Analysis shows that the
scheme is secure and effective.
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