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[ Abstract] This paper researches the model for detection method of malicious codes based on characteristics of malicious behaviors, and analyzes
the key techniques in the realization. The method uses customizing code of the malicious behavior to match and uses two malicious behaviors in
short period as the decision-making standard, the information entropy characteristics of the two malicious behaviors are analyzed by the maximum

entropy principle. Experimental result shows that the method works in most cases of detection and only has minor errors in few conditions, and it has

very positive sense for unknown malicious code detection.
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