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Abstract: MYGCC is a tool for checking programming rules, and its current checking algorithm has

defects. That is, it can not show the whole control flow paths that violate the checking rules. To elimi-

nate the defects, this paper presents an improved algorithm to the original one of MYGCC. Experiment

shows that the algorithm is effective. This improvement can help users to find the position of bugs more

accurately, and benefit bug fixing.

KGR BN S AP T R% B

Key words: programming rule checking;static analysis;extensible compiler

doi:10.3969/j. issn. 1007-130X. 2012. 02. 013
FE4ES:TP311

1 5]

T

PP RS TR M2, — 2R X AR R
7RI RS AT R A O — RREXT P A X
F1%) 2 A L U R A A A T S e O 9 o R LA 5
0.5 BT EL IR TR, MYGCC &2 —4F
FERR A AT TR T A A AR g 72
N AR E . B2 GNU C Compiler (GCC) %
VR By LA bR AR R S AT S
G A B R A A AE G5 1Y [R) B 0 PR R AT
FEE gAY, MYGCC A B F 1
B AT o 2 S I B A B0 T 22 1 T R R DT B
AR R D TR Y A . X S BT R
TEAE T 02 ] T 3R T A S i o o — B e B0 o

Y& EH#9:2010-01-29; 84T B #1:2010-04-15

M ERFRIRED: A

WA T B

MYGCC B3 4778 Jry BRA% X T I3 R 7 4 ik 2
AE A (B8 R B AR A AT S . AR SCHRE R O 5
BT — i SO 0 G R R UL e B W RASR RS R
MYGCC 1y Jay BR M. 4% BROGX A o0k 55 3, JF 78
MYGCC Hrfif 1 5238 L HT it A MYGCC-B, il
12 B B R A R

ASCH 2 IR T A BRI RRYE S 3
WR T i T HIE# M 28 4 ik
T i JE 1 MYGCC-B #4752 56 49 87 5 Jie )
SERTARSCI NG

2 MYGCCHIBEMRM™

PA— A~ 0 W7 1 4 ) C R AR o ), B ik

EETAR :FHEARF 4T H 5 H (60803042.90818024,60970035)

AL 410073 1R A KV T [ By B2 B R R 243+ FEHLAE B

Address: School of Computer Science, National University of Defense Technology,Changsha, Hunan 410073,P. R. China



68

RN T RS2 2012,34(2)

MYGCC ()& FRE #EAT ik . PR )P SO test. ¢
HR R A B S — A W AR R Oy P AR Y eR BORE
TR P AR U A& (0] 1, A5 WA [0 0, o 1 ik Bk
MYGCC Ry Jm FR¥E 7278 e v AR i A T N A7 23 L
Beff . CURAEF T test.c UITF -

1 #include <lstdlib. h>>

2 int isleapyear(int year)

34

4 int * p;

5 p = (int % )malloc(sizeof (int)) ;/ * J5 [ % 48 %t
P Ayl AETEX S S N AF A & ] * /

6 if(year%400 == 0)

7 {

8 printf (“% d can be divided exactly by 400\n”,
year) ;

9 *p =1

10

11 else

12 |

13 if(year%4 == 0 &.& year%100 | = 0)

14 *p =1

15 else

16 {

17 if (p! = NULL)

18 *p = 03

19 }

20 ¥

21 return % p;

22 )

FEISCAE test. chk Bl 1 — 2% H & S 4
T KAL) o 3 U ) e A A P o 75 A AE X Bl 2
SN AL MY e EAEHIESHE
(8 A% Sk < % T HT malloe o8 053 FC B9 N A7 7R
i FH 2Z 7 A6 250 506 S W7 4 G 3 A 2 5 L E . M
ST test. chk WITF .
condate malloc_deref {
from "% X = malloc (% )" # any malloc
to"Y_ = UX>%_"or"NX>%_=%_"
or"x %X =% "or"%_ = % %X"
avoid "X = % _"or +"%X ! = 0B" or —"%X
S—Y
} warning(" Unsafe dereference of X after malloc");
MYGCC X Condate S #E4T 0] 1k 43 Hr
FE 25 73 M7 3B check ST P i B0 J5 22 44
Condate Checker, Condate Checker L) X & % Il
XF R AR S GIMPLE R 4746 45, 2R &
BUA 5 1 DR VS C 1155 T8 & A DU A s ELAAR 1 o
G KA SE U - # GIMPLE 52 7 )5 o 4% H 4k

SEPEAT AL TR
Condate #{I & & & L) BNF i k& L H 18
e MAREBHRREY,

S—{rom D [to D [avoid D]] (D
D—>E | Eor E (2
E—P|+P|—P (3)
P—>"(%V | lit) " [ |expr] 4)

EXH S IR AT, D AR — D BGE L E
=ML P 2 EAENAV 2P
AR Lt & SCFAURD J BT expr & — G R 4% AT R
Fi#ea . M malloc_deref v, X AT LA 5 —
ANFREHAS VAL, Y0 1T DL 5 R R U AR LR

Horp, condate SCHEFHE Y T — Z LI A IF 4
B4 11 malloc deref J& I AR 1 4 7200,

“from” 5 T T il i % 2% WL U BT 4t 3R B A B
TF3kiB A . MYGCC 74 £ 2 i v f 23 X I AR A
W& ki ) 5 “from” BT 1 & 1 1 4] #E 4T DG G, DT
FC 8 S W 5 B 3 2% 1 ) Dl TTRE AF TE 3L T Sk
“to” SR IS I 1 JE 1% A% AL U I i R g A 1) 4
Wik . MYGCC iy #6 i 2 p an i B 5 “ o7 IE
Tic ) 1) DU B FE 4 R T B B “from” 2 to” 4K
B TR

“avoid” S B T I 1 At 15 A0 1 5% R N 2% 08k T
TR A B 3. 3k B8 TE A B 23 S AE  from” I
“to” Z [a] Y BT 2 bR BBk A e Ay, A
JE X “avoid” WA b 38 Bd B T DL Ud BT 24 4R o
P if PEEEAS A T then 73 SCib 2 BETT else
i

“warning” JC 8 T B AT H IC % A5 KL By
TR AT R A A 3, 254G A b iy B0 5 8 U DS T 1 15
UL MYGCC ¥ 157

M MYGCC X C IR test. ¢ BEATRL £,
R MYGCC 7EAURS £ i 1 5 R HE R AE s
B IR B AR A B A AT 5 A RE R BRI AR L
LR AE TR RIE IR K<<=
FoRBHMEE, N X<—p "R TRE p Bt X,
MYGCC %t C JiRF test. ¢ HEATIE A L5 RN

$ mygce /root/test/test. ¢ — — tree— checks=/root/
test/test. chk — —tree—checks— verbose

/root/test/test. c: In function ‘isleapyear”:

/root/test/test. c:14: warning: user—defined warning
malloc_deref: Unsafe dereference of X after malloc.

/root/test/test. c:14; instance = {X<—p},

/root/test/test. c:14: reached: * p = 1.

/root/test/test. c:21: warning: user— defined warning

malloc_deref: Unsafe dereference of X after malloc.
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/root/test/test. c:21: instance = {X<p},
/root/test/test. c:21; reached; D. 2143 = * p.
/root/test/test. ¢:9: warning: user — defined warning
malloc_deref: Unsafe dereference of X after malloc.
/root/test/test. ¢:9: instance = {X<p},

/root/test/test. ¢:9: reached: *p = 1.

3 3 MYGCC %1% 28 iy i

3.1 MHEERER

MYGCC Hy Jst s A 5 1% 19 4% 0 JEAR 2 Al 2
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¥ HisStack ., o if 35 g i 258 70 ol — 4> 45 4 44, B

struct CompoundNode { cfg _node opnode; int

K ) pHisStack S HERE HisStack gtk
T4 4t , pHisStack—opnode F T {# 1 H Stack i
Y S, pHisStack— mark 3k #7 78 HisStack
HRIICRAE Stack LA G4k 5. % pHisStack
—mark {H & 1. F 7~ Stack B T & HisStack
FR T Jo 4k 19 505 #7 pHisStack—mark {E 4 2. 0
FoR Stack By AR o HT P S T R # O HisStackz £
008 J 99 a5 LB AR I 2 4

K1 £B, MYGCC-B Rk FI B 8 &R
J7 30 Je N Stack H g — 35 5 node. I
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HEAT T I 454

@D# succ_node iy node [ B ¥ J5 4k 57 5. B
K#Ei. 5 to il avoid ERAS UL BL, U 75 #F suce_
node [ A Stack, I{F F 4% %238 & succ_node WG
S5 55, [FERR B node FE A pHisStack—opnode,
pHisStack—>mark /il 1. DLic g # R A2, A
succ_node & node B H T )5 4k 75 A, 8] BB
succ_node JE A Stack, [@] B} count {H 1 1, A F it
B node A LA T 10 5 4875 s BE A Stack,

@# succ_node RHEVia) B 5 to VLT, W 7E
R E TR T — 4 B from JF4G, WAL a
void, i 315 to AY %42 (from_node—+++—node—succ
_node), # succ_node & node Y B 1 )5 4k, N =¥t
node & A pHisStack — opnode, [f] iif pHisStack —
mark {E 1 1, Bt HisStack F 72 4#% T B from_node
% node YT A 5 A, 367 i i HisStack (% BT o
Z Y opnode Ji% it N 2 )5 -5 1 suce_node, BJ A] E
W E “from”F|“to” W #{15 . ZJ5 . HisStack #E1754R
#| pHisStack—>mark {8 B 38 1 J5 Ay 0. 45 1L 58 AR .
#t succ_node 24 node Bt FT 31 J5 4K 75 85, W 336 % g
th HisStack H1) i 7T K 1Y opnode Ji{ 7t A 28 ) i
H node.succ_node {H , Bf 7] T 3 B “from” & “to” 1Y
PEAR L 5 AR SR B R O

@#7 succ_node R iJiA] . {H5 avoid FLHEL, N
A2x¥% suce_node JE A Stack, # succ_node Jy
node Y 4% J5 4k . W] HisStack 7 #4175 4%, B 2
pHisStack—mark {5 H 18 1 J5 A 0, {5 [k Ak,
# succ_node & node By H O 34 )5 465 &, ) 4k &2
FIdr e o .

@ succ_node BB TR, FE L O—FEALBE

X} F succ_node Jfy node B H 13 J5 4k SIS
it 7E MYGCC-B k% 58 T 19 node 5 F i1 J5 4k
WU AW count &5 0. A 0, N 15 B
A node I 1 J5 485 P Stack , JH I 5 AT
M (node,count) K A HisStack ¥, # count {H N
0 M7 %} HisStack #F 47 3 4#% , HisStack % ¥ 3
HHT #B 75 %56 pHisStack — mark [ B 1, #7
pHisStack—mark B 8 )5 & 0, ] 48 i 53 49 His-
Stack FR T H % 5. If-H HisStack BB BT R
(1) mark J5ERIE 1 A WA 0 WK 208 AR THOT &
W, ik 2, BF mark G 1 G AR 0
D45 1 AR
3.2 BUEEERIEGISH

T 43 B A IS i MYGCC-B X test. ¢
PEAT K A I, 7R LA 5 BE 1 I XN B HE AR

Stack . HisStack JR A1k .
(DMYGCC-B LATR 18 2 19 75 ik [ 4 1
&, 4 A 58 A “if (year %0400 = =0)", # A K 1
TR R R A SO R HERR Stack , HisStack {10 &
2 i~ . B HisStack AR T mark 43 S {HH 2 £
/NI ER T opnode 3 i 7EAR Stack HAT IS 5 4k
i “if(yeard == 0 & & year% 100 | = 0)”
F“printf(“%d can be divided exactly by 400\n”,
year)”; 1l HisStack H#EJIE mark 2F EEH F 1 FAR
1 JiE B9 opnode 43 &2 “p = (int * ) malloc (sizeof
(int)) "fE HisStack 14—~ J5 4k 45 &5 “if (year %
400 ==0)", M Stack Fr3i i} “if (year%4 == 0
.. year% 100 1 = O)”F5 5, K B T 1Y then 4337
BT RIE RS« p = 1745 to DLRC, R 35—
£\ from F| to i K433 avoid B, MYGCC-
B#EEsE“if(year%4 == 0 & & year% 100 | =
0) I 5 4k R 5 - TEE A 1 v 72 A ) AR O R
OnaiHEFR Stack.HisStack {HUNE 3 fr 7~ 7] W, Hi-
sStack M THICE 1Y mark 433y 1, F7R5 X N1
opnode 43 “if (year %4 == 0 & & year% 100 !
— 0077 Stack KA I 4K B () —
NULL)”, T HisStack #% 77 8] 76 & 19 mark 43 &
K 2, F R L i (year 26400 = =0) 747 £ 7E X
WA A P B2 4k, B Stack B 1
“printf (“% d can be divided exactly by 400\n”,

year)” 1 HisStack Hy“if (year%4 == 0 &.&
year% 100 ! = 0)”, ®] W, MYGCC-B & ¥ T

Stack #1904 HisStack 4k T opnode 43 & 1) Jig 4k
X —

if(year%d = 0 && year%100 =0)
Printf(“%d can ... year);

a HEH Stack
if( year %2400 == 0) 2
p = (int *)malloc (sizeof(int)); 1
opnode mark

b: HEH:HisStack

%l 2 Stack.HisStack {8 1

(FEE “if (p! = NULL)” K else i1 )5 4%
TR A) “return % p” 5 to DT, #0355
from #| to 1M K £33 avoid W) 4. 1 B node
R then HE N “p | = NULL” Y avoid Hf
“HU%X 1 = OB"7ILELAKS then 198 R BN L
TLE 22X N AF 53 B A5 LA 1 AW i LA AE7E
X B R N AF A 2. MYGCC-B X}t node
TR A 52 B B I T R AR 1 R R A A AR
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if (p '=NULL)
Printf (“%d can ... year);
a fﬁ/{‘,léstack
if(year %4 = 0 && year%100 1= 0) 1
if(year%400 = 0) 2
p = (int *)malloc (sizeof(int)); 1
opnode mark

b HEH:HisStack

K 3 Stack.,HisStack {f 2
@ xfHERR HisStack A7 # R #2E, ) 7 &7 B
@, i AR P OHTHERR Stack  HisStack {E 41 14] 4
fiios . AILAE BIfR+F T Stack BE Tl pHisStack
—opnode Y J5 4% 15 503X — 14 5T, it i ) HisStack
BRI mark 43 &y 1, 36 B G i) HisStack % T
opnode 4 & 1 Stack 1 HAF — g4k g,

Printf(*“%d can ... year);

a HEFStack
if(year %400 =0) 1
p=(int *)malloc (sizeof(int)); 1
opnode mark

b HEFeHisStack

& 4 Stack.,HisStack & 3

(3) KA 3] node 7 85 K iE 4] “printf (“ % d can
be divided exactly by 400\n”, year)”, A & node
f 5 4k 7 [A) — R AR B N R IS 4K R B A
MYGCC-B 5 #F A& 1 o i & B 09 72 S @ k47
W3R, K KB node E4E TR (xp = D5 to
DETC . 158 WY st i 4 325 = 25 A from ] to 1fif K £ it
avoid [ %42, LI, MYGCC-B X 3 i i € 3
SERL TR )T Q) )5 HE AR Stack ., HisStack fH 42
Wi 4T . HEAR Stack,HisStack fHUNE 5 i,

a HEFkStack

opnode mark
b i HisStack

Bl 5 #KHE -5 to EEH Stack. HisStack i

4 HEFH MYGCC-B L3857 47

e R ek B v, X MYGCC a8 40 g ik
FTBM. RGH MYGCC-BEREES 1 iRyt

50 S 56 i 25 R T RHAEE 2 72 MYGCC-B A L
Jidh MYGCC B b5 B . Brda i 45 2R 5
WA test. ¢ BEAT XML AT LUA 3] MYGCC-B IE
B 4R 2 5 iy by 7 45 AL 1T TP M from” B “to” e 2%
SERK PRAE (AN KA test. ¢ BF R BAY S — A
HLIN) ) 442 Line 5—Line 6—Line 13—Line 14),
HARWIERT MYGCC 19K £ 45 8 i i A0 X5 1, 2k
HIEH MYGCC-B £ T A E XKL A (Con-
date Checker) iy % 15 B 1E Wi 7= A4 T 45 1R 4 A
MR IT B 45 T P o J A T W A R A Y
PEAR 15 T LB 0 T S R PR A R
RLBE R & HE B 3 5 AT RE . 2O IS Y S 0 45 R
Wr

mygce /root/test/test. ¢ --tree-checks = /root/test/
test. chk —tree-checks-verbose

/root/test/test. c: In function 'isleapyear’:’

/root/test/test. c¢; 14; warning: user-defined warning
malloc_deref: Unsafe dereference of X after malloc.

/root/test/test. c:14: instance = {X<p},

/root/test/test. c:14: reached: * p = 1.

Line 5: p = Gint *) D.2136

Line 6; D. 2137 = year % 400

Line 6: if (D.2137 == 0) goto < LO>; else goto
<L1>;

<L1>.

Line 13: year.0 = (unsigned int) year

Line 13; D. 2141 = year. 0 & 3

Line 13: if (D.2141 ! = 0) goto <<L4™>; else goto
<L2>;

<L2>.

Line 13: D. 2142 = year % 100

Line 13: if (D.2142 == 0) goto <<L4>>; else goto
<L3>;

<L3>.

Line 14: x p = 1

/root/test/test. ¢;: 21; warning: user-defined warning
malloc_deref: Unsafe dereference of X after malloc.

/root/test/test. c;21; instance = {X<—p},

/root/test/test, c:21; reached; D. 2143 = x p.

Line 5: p = (Gint %) D.2136

Line 6. D. 2137 = year % 400

Line 6. if (D. 2137 == 0) goto <<L0>>; else goto
<L1>;

<L1>.

Line 13: year.0 = (unsigned int) year

Line 13: D. 2141 = year.0 & 3

Line 13: if (D.2141 1 = 0) goto <_L4>; else goto
<L2>;
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<L4>.

Line 17. if (p | = 0B) goto <L5>; else goto <L6
>

<L6>.

Line 21: D. 2143 = x p

/root/test/test, ¢; 9: warning: user-defined warning
malloc_deref: Unsafe dereference of X after malloc.

/root/test/test. ¢:9: instance = {X<p},

/root/test/test. ¢:9; reached: *p = 1.

Line 5: p = (int %) D. 2136

Line 6; D. 2137 = year % 400

Line 6. if (D. 2137 == 0) goto <_L0>; else goto
<L1>;

<L0>.

Line 8: printf (&" % d can be divided exactly by
400 \n"[0], year)

Line 9. xp =1

5 ZRiE

ARSCIR T X MYGCC 2 75 80 00) 46 27 80 vk 1y
— RPCHE T 28 3G 0 T i SR A R0 A SR
BTIRE. MYGCC 27 H BB ) B 42 1k 16 A
L E ST MYGCC-B W] i 78 52 3 25 vk
MEFEET S - W, ki FET
MYGCC 1y 15 5L A B T HT = o T8 o ) b 4%
PR R A 5 T AR B IE .
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