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[Abstract] In order to protect privacy of biometric data in remote authentication, a protocol is presented for private two-party set intersection
problem with Universally Composable(UC) security by using smart cart. The proposed protocol uses only a linear number of symmetric-key
computations and thus achieves high efficiency on computation and communication. A remote authentication scheme is furtherly designed based on

the proposed protocol, which allows a server securely matching the query fingerprint of a user against the stored template to verify his identity,

without leaking these private data.
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