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Abstract—We consider a two user fading Multiple Access degraded broadcast channels, without using a key. Wyner’s
Channel with a wire-tapper (MAC-WT) where the transmitter  work was in turn extended by Leung and Hellmah [7] to the
has the channel state information (CSI) to the intended redeer Gaussian channel. Csiszar and Korriér [8] considers gener

but not to the eavesdropper (eve). We provide an achievable .
secrecy sum-rate with optimal power control. We next provid: discrete memoryless broadcast channel, and show that the

a secrecy sum-rate with optimal power control and cooperatie SECrecy capacity is positive if the main channel to the idéeh .
jamming (CJ). We then study an achievable secrecy sum rate by user is more capable than of the eavesdropper, and zero if
employing an ON/OFF power control scheme which is more easil the wiretapper’s channel is less noisy. Secrecy capacity of

computable. We also employ CJ over this power control scheme \mo(Multiple Input Multiple Output) channels was obtaihe
Results show that CJ boosts the secrecy sum-rate significapnt . o] M0 d M1 In 12 tificial noi ti
even if we do not know the CSI of the eve’s channel. At high SNR, in [9], [10] and [11]. In [12], an artificial noise concept is

the secrecy sum-rate (with CJ) without CSI of the eve exceeds Proposed for MIMO channels to enhance the secrecy rate
the secrecy sum-rate (without CJ) with full CSI of the eve. even when the eavesdropper’s channel is better than the main
Index Terms—Channel state information, Cooperative jam- channel. In[[18], this result has been extended for the case
ming, Fading Channel, Multiple Access Channel, Secrecy SUM \yhere no CSI of the eavesdropper is available. The fading
rate, Wire-tap channel . p— .
channel was studied in _[14] where power allocation schemes
without CSI of eavesdropper’s channel to the transmittenewe
also obtained. In[[15], a wire-tap channel with slow fading
Security is one of the most important considerations iwas studied where an outage analysis with full CSI of the
transmission of information from one user to another. Bavesdropper and imperfect CSI of the eavesdropper was
involves confidentiality, integrity, authentication andm performed. Practical codes for the single user wire-tamehh
repudiation [[1]. We will be concerned about confidentialityvere first reported in[16]. Liang et al[l7] have studied a
This guarantees that the legitimate users successfulbiveec broadcast channel with a wire-tapper. Interference cHanne
the information intended for them while any eavesdropper vith confidential messages were studied[inl [18].
not able to interpret this information. We will be concerned The first results in information theoretic security for a
with the eavesdroppers who are passive attackers, e.g., tMultiple Access Channel (MAC) were obtained {n [19] and
attempt to interpret the transmitted information withayetct- [20]. In [19], each user treats the other as an eavesdropper
ing any new information or trying to modify the informationwhile in [20], the eavesdropper is at the receiving end. In
transmitted. [21], Yener and Tekin propose a technique called cooperativ
Traditional techniques to achieve confidentiality in thésup jamming in which a user that is not transmitting, can send
are based on cryptographic encryptian ([2], [3]). Howevawn a jamming signal so that the eavesdropper is more confused.
Information Theoretical Security is also being activelydied This significantly improves the secrecy rate region. A fgdin
([1], [4]). This does not require the secret/public keysduseMAC was also studied by Yener and Tekin[22], where they
in cryptographic techniques. Key management, especiafly fassume that the CSI of the eavesdropper’s channel is ggrfect
wireless channels can be very challenging. Also, inforamati known at the transmitting users. In_[23], Bassily and Ulukus
theoretical security unlike for cryptography based teghas have proposed Ergodic Secret Alignment to further improve
can provide provably secure communication. Informatia ththe secrecy sum-rate region of the MAC with an eavesdropper.
oretic security can also be used in a system in addition toln this paper, we consider a fading MAC-WT assuming no
cryptographic techniques to add additional layers of mioda CSI of the eavesdropper at the transmitting users. Since the
to the information transmission or to achieve key agreemesdvesdropper may not transmit any signal (it is passive), th
and/or distribution. transmitters often will not know its channel. We obtain a pow
The Information theoretic approach for secrecy systems wesntrol scheme that maximizes the sum secrecy rate and then
first investigated by Shannaonl[5] in 1949. Wynler [6] considerlso employ cooperative jamming over this scheme. It will
communicating a secret over a wiretap channel in form bf shown that cooperative jamming can significantly in@eas
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the secrecy rate. But these optimal policies are difficult wwhere L C {1,2}, Z" = (Z1, ..., Z,). For eachn we need
compute. Thus, next we consider a computationally simpleodebooks such that the average probability of error to the
ON/OFF power control policy. We obtain its thresholds ttegitimate receiver goes to zero ald — 1 asn — oo for
maximize the secrecy sum-rate. Finally, we also incorgoraachL C {1,2}. Also leth = (h1, h2),9 = (91, 92)-
cooperative jamming over this power control policy. Witlsth ~ Then from [20], if the CSlhyg, g are known at both the

at high SNR, the secrecy sum-rate exceeds the sum-rate wtransmitters at time, the secrecy rate region for this case is:

CSl of the eavesdropper is perfectly known at the transmitte - S+

but the cooperative jamming is not used. R, < Eh,g{ log(l + Pk, g))( + g2Pa(h, 9)) } ,
The rest of the paper is organized as follows: In Section I, . L+ g1Pi(h, 9) + g2 P2 (h, 9)

we define the channel model and state the problem. In Section ®)

lll, we obtain the optimal power control policy with and
without cooperative jamming. Section IV discusses ON/OFF [ (14 g1Pi(h,9))(1 + haoPa(h,g)) ]
power control policy with and without cooperative jamming. Ry < Eng 1+ g1Pi(h,g) + gaPa(h,g) ’
In Section V, we compare the different policies numerically ) i (6)
Finally in Section VI, we conclude this paper and discuss the

~
o)
S

future work.
R +R <E I 1—|—/’L1P1(h,g)+h2p2(h,g) *
Il. CHANNEL MODEL AND PROBLEM STATEMENT L2 = Eh YV 19T P (b g) + 9o Pa (B, 9) ’
We consider a system with two users who want to commu- (7

nicate over a fading MAC to a legitimate receiver. There ighereP; (h, g) andP,(h, g) are the transmit powers satisfying
also an eavesdropper who is trying to get access to the outfh& constraint (3)and Gaussian signalling is used.

received by the legitimate receiver. Transmitterchooses In [20], the optimal power allocation policy which maxi-
messagéV, for transmission from a sét), = {1,2,..., M} mizes the sum secrecy rate (7) has been found. In this paper,
with uniform distribution. These messages are encoded ime extend this result to the case when the CSI of the legimat
{Xk1,., Xrn} using (277 n) codes. The legitimate re- receiver is known but the CSI of the eavesdropper may not be
ceiver getsY; and the eavesdropper gefs at timei. The known at the transmitter; only the distribution is knowm@i
decoder at the legitimate receiver estimates the trarehitive are assuming a passive eavesdropper, this will often be a
message a$V = (Wy,Ws) from Y" = {V3,....Y,,}. The more reasonable assumption, i.e., there is no transmission
legitimate receiver should receive the message reliabljewhthe eavesdropper to the transmitters for them to estimate it
the eavesdropper should not be able to decode it. It is agsurabannel.

that the legitimate receiver as well as the eavesdroppenkno |11 o p1iMAL POWER CONTROL WITH MAIN CSI ONLY

the codebooks.

The channel model can be mathematically represented aé, Power control without Cooperative Jamming
- - In this section we consider power control which maximizes
Yi =h1: X1+ h2iXo; + Npr; (1)

the sum secrecy rate when only the main channel (to the
legitimate user) CSI is known at the transmitters. B{h)

Zi=g1:X1i+ §2.X2i + Nii (2) be the power used by a policy when the main channel gain is
h = hy, hs. Of course, the policy should satisfy the average

where hy.i, gy are the complex channel gains from they,er constraint{3). We need the following notation
transmitterk to the legitimate receiver and the eavesdropper

respectively. Also{Ng;} and {Ng} are Additive White Par,zy = 1+ 8171 + 5222 (8)
Gaussian Noise (AWGN) with each component is distributggheres is the channel staté:(or g) andz;, is the power used.
as N(0,1), where N(a,b) is Gaussian distribution with The following theorem can be proved as lin][14].

meana and varianceb. Also we define|hy;|> = hy,; and

|Gk.il*> = g, for k = 1,2. We assume thafhy;,i > 1} Theorem3.1: For a given power control policy
and{g,i,i > 1} are independent, identically distributed (iid).{ P, ()}, k = 1,2, the following secrecy sum-rate

and that each sequence is independent of the other. We also

+
assume the power constraints: h
P " En,g llog < 51’132)] (9)
1 = Py, P,
> XE <P k=12 ©) v
et is achievable.

The equivocation rate used in this paper is as defined in! "€ Policy that maximizes[[9) is not available in closed

[20]. We use collective secrecy constraint to take the mulfie™™. but can be numerically computed (see Appendix). An
access nature of the channel into account: example will be provided in Section VI. We will also consider

a simpler ON/OFF power control policy which was employed
in [14] for a single user case.

_ H(Wg|Z™)
H(Wyp) ) Next we consider power control with cooperative jamming.
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B. Optimal Power Control With Cooperative Jamming

The optimal power policy obtained in the last section T E lo ¢}f31,o 1 "
depends onh. If both the main channelé; and ko are h.g g b, 0 A
good, both the transmitters send their coded symbols. If a 7
transmitter’s channel is bad, it may not. In_[21] andl[22], it o +
is suggested that when a transmitter is not sending its data, + Epnyg lZOQ <g—2> 1 2] (15)
it can help the other user by jamming the channel to the %0,
eavesdropper. We extend their result to our set-up. where1, is the indicator function.

Let {Py(h)}, k = 1,2, be the power control policy when \yhenp, andg, have Rayleigh distribution with densities
the users are transmitting af@x(h)}, k = 1,2, be the power

h h g

control policy when the users are jamming. To satisfy (3), SADE L{T{lle_i fa(g) = 1 e*ﬁgi—é (16)
hh J 9.9
need B Y172 172
Eng[Pe(h) + Qu(h)] < Py, k=1,2. (10) then - -

P1 = pleﬂl 5 P2 = pgeﬁg (17)

The proof of the following theorem can be obtained as in [14].
We numerically obtain the secrecy sum-rate for thresholds
Theorem 3.2: With the above power control policies se-r; andr, which maximize sum-raté_(15).

crecy sum-rate V. FADING MAC wWITH ON/OFF ROWER CONTROL AND
COOPERATIVE JAMMING

+
E, log ¢}151,P2+¢221,Qz_1 ¢221,Q2 (11) Cooperative jamming has been found to increase the
9 ¢%17Q2 sum-rate substantially. Therefore, we now use it with the
ON/OFF policy studied in Section IV. A user when not
is achievable. transmitting its data jams the channel for the eavesdropper
We will obtain the power control policy that maximizesa|so it transmits with different powers taking into account
the sum rate in Appendix. We will see in section VI thaghe channel gain of other user. The following cases arise:
cooperative jamming can significantly improve the sum-rate
.We also propose a .simple ON/OFF power control policy 1) h > 71, hp > 7 : Both transmit with powetPra, Pa;
with cooperative jamming. 2) hy > 71, hy < 7 : User-1 transmits with poweP;,,
IV. FADING MAC WITH ON/OFF ROWER CONTROL user-2 jams with powe@;
3) hy < 7, hy > m : User-2 transmits with poweP,
user-1 jams with powe€);
4) hy < 71, hy < 7 : None transmits or jams.
The powers and the thresholds in the above scheme are
ghosen to satisfy the average power constraints.
Hence, the secrecy sum-rate is given by:

g g
P1,P; + ¢Q1-,Q2 -1

The optimal policy obtained in Section Il can be computed
only numerically and its structure is not known. The follagi
ON/OFF policy is easier to compute and is intuitive:

User k transmits with a constant powdr, if hy > 7,
where 7, is an appropriate threshold. Hence the followin

cases arise:
1) hy > 71, hy > 7 : Both transmit; 5 +
2) hy > 7y, hy < 75 : User-1 transmits; RS = Eng [log <%> 1A12]
3) hy <7, hy > 7 : User-2 transmits; Pyo,Pra
4) hy <71, hy <7 : No user transmits. . .
From average pOj/ver constraint we get: + En, [log <¢5]b7Q2> 1A1]
P = P1PT(h1 > 7’1) (12) P1p,Q2
and oh +
pQ = PQPT(hQ > TQ). (13) + Eh,g |ng <%> 1A;| (18)
¢Q17P2b

Let

AL 2 (> 7, he < 7o}, Ag 2 {hy <71, hy > 7o) When h; and g, have Rayleigh distribution

and P Pre e i 4 pye e
=P "te M2 e M —e 72
Algé{hl > T, ho >T2} (14) 1 1 o - 1b
o <k
The secrecy sum-rate by this policy is given by +Qie B (l—e ), (19)
I r -

¢’Ig » + P, = Pye e 4+ Pgbe_%(l —e 1)
RB = Eh,g log qu 2 1A12 ,T_} ,"_}2
b, p, +Qoe M(l—e 7). (20)



APPENDIX

—A— ON/OFF with only Rx CSI

0.5 —6—CJ Opt with full CSI

25f
0 OPTIMAL POWER CONTROL

=]

FE» 2l A. Without Cooperative Jamming

g X We provide the details for Rayleigh fading. Similarly one
21_5, can obtain the optimal powers for other distributions. Let
° f1 and f, denote the densities df and g respectively. For

LF“‘ 4 DA—p—id A Rayleigh fading case, averaging over all fading realizegio
E i —&— Opt with full S| of eve’s channel, i.eg; and g», which give positive secrecy
U; +OptWith onIy Rx CSI Sum_rate, we get

8}

0

—+— CJ Opt with only Rx CSI

R=
0 ‘ ‘ ‘ —k— CJ ON/OFF with only Rx CSI 1
0 5 10 15 20 25 30 35 // [log (6%, p,) — —— {P17{0p, — P2A30p,}| f1(R)dR

SNR (dB) £p, P,

hi ha
Fig. 1. Comparison of Full CSI, Only Receiver’s CSI and ONFOFower (21)
Control policies: With and without Cooperative Jamming where

h . . .
¢p, p, IS as defined in[{8) and
_ A9 P9
VI. NUMERICAL RESULTS €ap = ayy — by, (22)

In this section, we compare the sum rates obtained via tpgl — e#ﬁ [Ez < 1 > B ( 1 n hi P + h2P2)] ’

different power control schemes proposed in this paper. The Py Piyf Pry] -
receiver's AWGN noise has variance 1. The fading for each (23)
channel is Rayleigh distributed with parametefs= ! =

v{ = ~§ = 1. The optimal sum rates are plotted in Fig.1 LT 1 /1 hiPy + hoPy

for different powersP; = P,. We observe that cooperativeePz =e’2n [EZ (ﬁ) — B (P g P~ ] )
jamming substantially improves the sum-rate (up to 75%). 7% 7 272 (24)

Of course, for each case knowledge of the eavesdroppetrsd

CSI at the transmitter improves the sum-rate. At high SNR,

the cooperative jamming can provide sum-rate without CSI Ei(z) = /OO itdt. (25)
higher than the full CSI case without cooperative jamming. .

Also, optimal ON/OFF power control is sufficient to recover afier writing the Lagrangian and invoking KKT (Karush-

most of the sum rate achievable by the optimal policy (for neuhn.Tucker) conditions (which are only necessary here as
eavesdroppers CSI and no jamming, ON/OFF provides rajg, gpjective function need not be concavel [24]), we get

very close to the optimal).
h,l 1 9131 g (5] P2 (Oél + 042)
—+ { I o +

VII. CONCLUSION AND FUTURE WORK PPy SPLP: PL. P, qb’}phpz
P 9.9
. . . _ 2N (G, — Op,) — A =0 (26)
In this paper, we provide achievable secrecy sum-rate in §by Py

a fading MAC with an eavesdropper when the eavesdropper’s
channel is not known to the transmitter. We obtain the ogtima

power controls that optimize the secrecy sum-rate. We also
. . L . ho 1 0p, g a2 P (041 + 042)
obtain the optimal power control when cooperative jamming_—— — —2 — 4§+ - + -
is also employed. It is shown that cooperative jamming ca¥p p, SPip | 12 h1de, p, OBy, P>
substantially improve the secrecy sum-rates. We, then, ob- Piyilyg
A2 (g, — p,) — g =0 27)

tain more easily computable ON/OFF power control schemes

which provide secrecy sum-rates close to the optimal. \ dx he L ) Hipii q
It is shown that via these techniques, one can recover movglpere 1 andA; are the Lagrangian multipliers an

of the secrecy sum-rate achievable with the perfect knayded _(hlPﬁ,QpQ)

of the CSI of the eavesdropper. a; = hoye PLof

2
€P17P2

(28)
For future work one can consider the schemes when partial
CSI of the legitimate receiver's channel is available at the _<h1p1+h2p2>
transmitter. s = hiyde P23 (29)
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