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Abstract: A knapsack-type public key cryptosystem is proposed. The proposed knapsack cryptosystem has the
following advantages. The encryption and decryption only need addition and modular minus operations, so the
encryption and decryption speed is high; The cryptosystem is constructed based on random knapsacks but not
easy-to-solve knapsack problems; It is proven that if the secret key is not possessed by the attacker, the proposed
cryptosystem can withstand the attacks launched by directly solving the underlying knapsack problem, including
low-density attack and simultaneous Diophantine approximation attack; It is proven that the attacker can recover

the secret keys if and only if he can factor a large integer. Analysis shows that the proposal is an efficient and secure

public key encryption algorithm.
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