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Procedure Encode( CodeBook, URL)
Input 2 7 3iig F i 55 25 o 2 =2 (19 15 45 ( Codebook ) FI 41 () URL,
/RS R — AU (s, r ) X, r, i S5 R — 15K 19 URL.
Output T —~~ HTTP K ) URL(ER r,)
Begin
For each (s,, r;) do
If S,> = url: break
End for
5 s, XTI r IR(EZ R
Return R
End
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[1L-13 T A PEAET I8 . A S % Brian 58 AAE SCHR [ 14 ] b 52 0 a9 50 VAR, B — I i I i 4 &
By S5 R BRI AR, 38 Ao A5 A B RO B o AL AT Y TRUIORG B, R AT I ) A A Ll T4 kB SRR R AR B B A
S 1 B[] R 2 () 2 2% B T EL R A8 EL A T G ) TR R N R B vk ) e R T R 1 R
R TN N — 2 F 7 e A FTRE VI [8] 19 Web TUIH , 4R 5 156 45 90 16 e S 26 i 43, 3% & e 7 — 1> 4 k-
order {4 Ih JRBFR A . LD 5 40T o

// ¥ HTTP 353K ¥ 41, 38 B4 A /R B A

Procedure BuildMarkovTree( session, root)

Input: session iy HTTP i 3K ¥ 51, root Jhy B IR B} FE B (1A AR 15 55

Output: /R FH

Begin
Ptr = root;
Count = min( Isessionl, k) //k O /RELF B %k
For i = 0 to count
Copy ( session. end( ) - i, session. end( ), back_inserter( S ) )
If1st ==
Ptr — > selfCount + +
Else
For iter = S. begin( ) to S. end()
Ptr — > childCount ++
If not_exit_first_child ( iter, ptr )
Ptr — > numChildren ++
addFirstChildNode ( iter, ptr)
else if not_exit_next_sibling( iter, ptr )
ptr — > numchildren ++
addNextSiblingNode ( iter, ptr )
End If
If iter = = session. end( )
Ptr — > selfCount ++ ;
End If
End For
End If
End For
End

M FAEAE P AN DU Web 3 5, 784 k B S RBER R i 445 @ (1P 1Y) AR At 75 2 0 3L
HEAT BR300 3 45 A RO AN SR LE AE G it b e AT RE & AR RS, v i i L 1 O v gl i i e K AR
SRIGHR. 4R fro, ol U s 8 (ST, PO R R D a8, R ST e 40 9 15 Tl e 8, 9% i ot oK (2) ok
TS P(p,1S]).

Frequency ( <S;(,pi>) (2)
Frequency(Sf)

FISE N BV e — 1 2 ) R B A S AR Gl A 2 Y session 3 i N7 IR AR — S B IRBE A,
FEHIRAEGE T 1A A0 3 B A L AR A A S R PR, O R A B S B — A B A, B
HCHE T R S 2k AU B 2 I SE DR R A 5k i, & R BT A S AR R S Y B0 {E R gE. R

P(p,18) =
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// R By IR PR ISR 7= A (g . URL 351 Al Infranet (1970 B WL 56 72 A2 1) 3 25 52 LA 5l — A58 19 7
:H
Procedure GenCodeBook (SS, dict)
Input: SS S ] B R B} AL RL ™ A g4 URL 41, dict 76 B RS 7 A A9 5 i, e rp die J (s,
r) Xt
Output : FEAE B RS R
Begin
For each s in SS
//TEF I diet AR s, (AR s, RIBFRT45 T s, JFaR [ARXT B Y r,
R =Search(s, dict)
// R diet, BHE (R, ) B0 3] 5 i dict o
dict = dict U (s, R)
End for
return dict
End
2.3.3 HiREE
Bt A e AL AR 2 AT, — SR AR S B IR R S 5 — e AR E RS A AR (R B R
TEFEURAR D b, 9K 5 30 o B84 1% i 300 0 AR 1] 3 26 7 . DR B3 50 30 o 5 TR H AR B 1 R LA
Je O 28 4 B 0] i BV B | I 42
AR BT IR R HARE RS, A Outguess \FS S545 B BaURE T 545 FH P 35 5K 59 B8 U (00 o g 4 1 )
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FHAE B — A 7 T AR SC A A A Web TR A 22 A7 H AR R A e 38 2o 1 ZR B G AR B T T
— A A T BE R DU, R S TR ) BRI 55 &% i, 8 G SR, IR - Cache R Ok [ A I AE . 4 2R
Cache {9 U1 1 i 22 ] BE 23 38 AR B AEG , AT 0H a0 Z00R FH 58 Ao A5 0k 25 8 46 i e B0 AT i SR A W8 DL, 7 L AT ]
K LRU 533
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R, I R GRS v is A7 B RE PR 65 : CPU 05 3. 0 GHZ, A7 1 G 484E R 424 Ubuntu K 47HR 9. 045
£ IR 5 . Java Runtime Environment 6. 0 , Tomcat IR 55 #% 6. 0, Squid 2. 6. & J7 i iz 47 ¥ 55 W04 5F 5 .
CPU £ 3.0 GHz, NAF | G;#4E RS : Linux Ubuntu K47 9. 04. F B3 7 147380 45 AR 4730 45 i
i TP R A5 0 52 LUK, gl 2 AR A 4 AR B R A B TR I T A R S Y I AE L 3T 5 AT
B ul fUE R BRI 55 % , SR J5 BEAL VS ) o Hr i 50 A~ Web BUT 5 7 7] 45 38 Sleep — B[] J5 3L
AkLEFEHL T ] 3X 50 A GO, I L BT AT AY 38 0 3 Rl e S S50 R Y T e S 92 7 28 B R I S A5 T
T D0 181 S (BT 6 Sk AR TR EON LG IR B 25 7 g IR 55 i 52 48 A A5 1) U, 1 o JE S AR B A RE O i
TR ) 3 P R S 5002, T AT 5 K AR S 7 DU 2 9 i 7 e 5 14

MNE H AT DL 3] [ 3 0 i S SRR A 1 RUs ) e 8 A W R Ak, TR 4 1 3R U5 10 22 05 1 U5 (7]
AR AL, BRI IR A3 00 T 2 U T AR B B AR B 5 0 B A KSR BB 7 1] 2 ik
FOPEREERBA W1 ket , HAERS 5 K/ 16 M AL, R84 H bR URL i3 AU A R 8 6, 721 45 K
/Ny 8 WYL T A T

FE I AE 75T, 05 Rl WA B3 T3 2 28 1 WU 1) A 3l i 2 5 2 Vg [0, 17 oK 4> DUTHT 79 ~F- 25 I S Sy
4 ~5s Z ], HA A5 I/ IR SE 35 A B S5 0. TR AT B Y I SE Sy 3.5 ~ 4. 5 Z [
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A {5 A5 18 2 4 75 0, FATT A B {5 Ik 55 4% 0 — A 8RR o i B8, FEF 2 B o I R 1 BOA
600k 7 A7, QSR % AR Sl RRRL A T2 20% Al 53, DU SF- 244530 75 48 120k, RIFGR 51 25 SR m] i A 120k 11
B £ B 59 b AR fRe B e 0, LI I L 18 B P 24 DR/ 312k, 45 gzip TR AR LE 30% THIE R4S BN
AN 93. 6k, AR 1 VA B RUBCN 8 il LR H 22 004 8 Ui

4 HERiIE

AR SR — P L T Web S5 17 o B9 T 87 A K2l {5 B, 1% 07 Wk K A AR X BRod {5 B M Web 47
SN T3 3 R HTTP s ) A 0 AT 28 B 3 14 A X B e, oK i 4 15 B BRURTE — & 91 i) HTTP
AR AR H AR B R SRR A B U R O R 1 T vk AT BN U HTTP 3 3R B AT A B IR
HTTP 353K A7 A #BJE — UIE H B Web 355K 5 75 —J7 1, 1% Wb B A R A 503% ok 30 % HTTP j&
e HTTP Sk 7 B ol 38 v 230, 102 30 5 £ R OB B 2k 4 5 6 RO 7 41 4K % v . 7 i i A v, ) AR
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A censorship-resistant covert communication protocol based
on Web communication behavior

TAN Qing-Feng, SHI Jin-Qiao, GUO Li, WANG Xiao
(Information Security Research Center, Institute of Computing Technology, Chinese Academy of Sciences

Chinese National Engineering laboratory for Information Security Technologies, Betjing 100190, China)

Abstract The existing covert communication method based on TCP/IP or HTTP often utilizes characteristics

of protocol and hides extra data in specific fields of protocol header. Such a method leaves some obvious

signatures. However, timing-based covert communications have some kind of traffic pattern. We propose a

censorship-resistant covert communication protocol based on Web communication behavior, which combines

dynamic asymmetric communication and Markov model-based Web usage prediction. In this paper we focus on

covert communication protocol, prototype system, and security of the protocol. The test results show that our

method has high performance and safety.

Key words covert communication, censorship-resistant, Web communication behavior



