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Research of Internet worm infection probability estimation based on

comprehensive analysis of net-flow and packets

WANG Yong-chao*, XIE Yong-kai', ZHU Zhi-ping", DONG Ya-bo"
(a. Center of Network & Information, b. Institute of Artificial Intelligence, Zhejiang University, Hangzhou 310027, China)

Abstract: This paper presented a method of analyzing the probability of Internet worm infection in internal network. Analyzed
the packets through the switch in network by using the active of Internet worm, acquired the amount of abnormal packets, then
analyzed the number of abnormal packets to get the abnormal packets rise rate by using AR model. Weighted the abnormal flow
and abnormal packets rise rate in internal network, comprehensively estimated them and got the probability of Internet worm

infection in internal network. The experiment results show that the method is effective and feasible.
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