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Model for invulnerability of complex networks with incomplete
information based on unequal probability sampling
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Abstract To bridge the gap between random failure and intentional attack, a novel model for invulner-
ability of complex networks with incomplete attack information is proposed by considering the process of
acquiring attack information as the unequal probability sampling. The attack information can be controlled
by a tunable attack information accuracy parameter and a tunable attack information range parameter.
The known random failure and the intentional attack are two extreme cases of our model. Using the
generating function method, the analytical expressions of the critical removal fraction of vertices for the
disintegration of networks and the size of the giant component under random incomplete information and
preferential incomplete information are derived. The results allow us to make predictions on the invul-
nerability of complex networks under attack with incomplete information. Taking scale-free networks for
example, the invulnerability of complex networks with general incomplete attack information is studied nu-
merically. It is shown that hiding just a small fraction of vertices randomly can enhance the invulnerability

and detecting just a small fraction of important vertices preferentially can reduce the invulnerability.
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